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Table 3.5(a) Initial permutation IP

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 |
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7
Table 3.5(b) Final permutation IP~!
40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
B 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
EY:| 2 47 mn an 1R AR 76




A (32 bits)

48 bits ] L K (48 bits)
il
[ 32 bits

Figure 3.7 Calculation of f(R,K) (from AS 2805.5, 1985)

Table 3.8 Key Permutation PC-1 Table 3.10 Key Permutation PC-2

'[ 57 49 41 i3 25 17 9 14 17 11 24 1 5
1 58 50 42 34 26 I8 3 28 15 6 21 10

19 2 59 51 43 35 27 23 19 12 4 26 8
19 11 3 60 52 44 36 16 7 27 20 13 2
63 55 47 39 31 23 15 41 52 31 37 47 55
7 62 54 46 38 30 2 30 40 51 45 33 48
14 6 o6l 53 45 37 29 44 49 39 56 34 53
21 13 5 28 20 12 4 46 42 50 36 29 32
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Permuted choice 1

Table 3.4 Bit-selection Table E
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Table 3.6 Permutation P
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Table 3.9 Key schedule of left shifts LS
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Table 3.7 Selection functions (S-boxes)

e s B S I S T 5 I S T

Column
‘ Row o 1] 2] 3] 4] s| s 7] &] o] wo] 1] 12 13] 1a] 15] Box
0 1] af 5] | 2| ws| ] | 3] ro] &] 12| s| of of 7
[ 1 of 1s| 7| af 1s| 2f 13 tf10f 6| 2| 1| 9| s| 3| sf
2 al of wa| &) i3] 6| 2| 1] s 2| o] 7| 3| 0] s| of
.2, 3 is| 12] 8| 2| 4| of 1| 7| s| tt| 3| 14| 10| o 6|13
0 is| 1] 8| 14| | 11| 3| 4| 9| 7| 2| 13| 12| o] s| 10
1 33| o« 7| as| 2| sfrsf a2 of 1] 1o] 6| of n| sf
2 of 14| 7| 11| 10| 4| 13| 1| s| s| 12| 6| 9| 3| 2| 15|
3 13 8| wof tf 3| 1s| 4| 2 | 6| 7] 12| o] s|1a] 9
0 1| of of 14 6 3| s| s| o] 3| 2] 7| 11| 4| 2| 8
1 13| 7| of of 3| 4| e[ 10| 2| s s|uafuz| vfus| af
2 13| 6| 4| of 8| as| 3] of wu| of 2| 12 5| 10| & 7] 7
t . 3 tf o] 13) o e 9| & 7| 4] 15| 14] 3| 11| s| 2| 12
Permuted choice 2 K,
0 7| 13] 1¢| 3| of 6| s 1o 1| 2| 8| s| | w2| 4| s
] ] 1 | sl 1| s| e 15| of 3| 4| 7| 2| 12| 1] 10f e 9f .
Left shifts Left shifts 2 w| 6| 9| of 12| 1] 2| 13| ws| 1| 3| 14| s| 2| s ¢]
3 il 15| o] | 10| 1] 3] 8| 9 4| s| | az| 7] 2f 14
0 2| 12 4 1 7| 10] 11 6 5 3| 15| 13 o) 14 9
p D 1 wa| i) 2f a2| e 2fas] 1] s| o as| 0| 3] o] 8| 6 ¢
o " 2 4l 2| t] 1w 3] 7| 8| 15| e 12| 5| & 3| o] 4]
* 3 u| sl az| 7| 1| 4] 2| 13| 6| 15| of of 10| «f s| 3
Permuted choice K, =2,
" 0 12| 1| 1] 1s] 9| 2| 6] & o] 13| 3 4| 1] 7| 5| 11
3. 15 1 w| 15| a| 2| 7| 12| 9| s| s 1] 3] 1a| of uu| 3| 8]
2 . 2 o 14] 15| s| 2| s8] 12| 3| 7 4| 10| 1] 13| | e
Left shifts Left shifts 3 a|l 3| 2| 12| 9| s| as| te| vf sl tf 7| 8| of 8| 13
0 al 11| 2| 14| 15| o| sf 13| 3| 12| 9of 7| s| 0] 6] 1
1 3| of | 7| 4f of 1f 10| 14| 3| s| 2| 2| s 8| sf ¢
[ Cys I | Dy I 2 o 4| ) a2 3| 7| 1e| o) 15| e & o s| e 2|
& 3 3 s| 1] 13| 8| 1l 4| 10| 7| 9| s| of 5] 1a] 2| 3] 12




