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Overview

@ TCP = Transmission Control Protocol

@ TCP isaconnection-oriented protocol that provides areliable unicast
end-to-end byte stream over an unreliable internetwork.
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TCP/IP Model

Network Layer (IP)
Handling of datagrams : routing and congestion

Data Link Layer
Management of cost effective and reliable data delivery,
access to physical networks

Physical Layer
Physical Media
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Connection-Oriented

@ Before any data transfer, TCP establishes a connection:
@ One TCP entity iswaiting for a connection (“server”)
@ The other TCP entity (“client”) contacts the server
@ The actual procedure for setting up connections is more complex.

@ Eachconnectionis  cLIENT SERVER
full duplex Request 4 con
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Reliable

@ Byte stream is broken up into chunks which are called segments
@ Recelver sends acknowledgements (ACK's) for segments

@ TCP maintainsatimer. If an ACK isnot received in time, the
segment Is retransmitted

@ Detectingerrors.

@ TCP has checksums for header and data. Segments with invalid
checksums are discarded

@ Each bytethat istransmitted has a sequence number
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Byte Stream Service

@ Tothelower layers, TCP handles data in blocks, the segments.

@ Tothe higher layers TCP handles data as a sequence of bytes and
does not identify boundaries between bytes

@ So. Higher layers do not know about the beginning and
end of segments'!

Application Application
1. read 40 bytes
1. wite 100 bytes 2. read 40 bytes
2. wite 20 bytes 3. read 40 bytes
A A
v v
queue of — | queueof
bytes to be Seaments —— | bytesthat
TCP transmitted - TCP __ | havebeen
D received
I A
_______ e — — — — — — — e e —_———_——_——
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Format of TCP segments

-

A rf

 TCP segments have a min. 20 byte header with = 0 bytes of data.
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IP header |TCP header

TCP data

20 bytes / 20 bytes
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Source Port Number

Destination Port Number

Sequence number (32 bits)

Acknowledgement number (32 bits)

se1Aqg 0Z

header 0 Flags

window size

length
TCP checksum

urgent pointer

Options (if any)

DATA
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TCP header fields

@ Port Number:
@ A port number identifies the endpoint of a connection.

DA par (IP address, port number) identifies one endpoint of a
connection.

@ Two pairs (client I P address, client port number) and (server
| P address, server port number) identify a TCP connection.

Applications Applications
Ports: |23 /80 104 7 |80/16 || Ports:
TCP TCP

‘ > ‘
P < \ IP
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TCP States

State Description

CLOSED No connection is active or pending

LISTEN The server is waiting for an incoming call

SYN RCVD A connection request has arrived; wait for Ack
SYN SENT The client has started to open a connection
ESTABLISHED | Normal data transfer state

FIN WAIT 1 Client has said it is finished

FIN WAIT 2 Server has agreed to release

TIMED WAIT | Wait for pending packets (“2MSL walit state”)
CLOSING Both Sides have tried to close simultanesously
CLOSE WAIT |Server has initiated a release

LAST ACK Wait for pending packets
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g INTERNET PROTOCOL
q (IP)
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| P kaTo MapuipyTeH npoToKO.JI

(Routed Protocol)

@ IP is a connectionless, unreliable, best-
effort delivery protocol.

@ |IP accepts whatever data is passed
down to it from the upper layers and
forwards the data in the form of IP
Packets.

@ All the nodes are identified using an IP
address. F!J

@ Packets are delivered from the source %‘L
to the destination using | P address

Email Data

Data Data Data

MNetwork

Header Data
Frame | Network Data Frame
Header | Header Trailer
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Each router provides its services to support upper-layer funclions.
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|P angpec ?@"

@ |IP address is for the INTERFACE of a host. Multiple interfaces mean
multiple | P addresses, i.e., routers.

@ 32 bit IP address in dotted-decimal notation for ease of reading, i.e,
193.140.195.66

@ Address0.0.0.0, 127.0.0.1 and 255.255.255.255 carries special meaning.
@ |IP addressisdivided into a network number and a host number.

@ Also bitsin Network or Host Address cannot beall Oor 1.
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|P agpec

@ Class A : Address begins with bit 0. It has 8 bit network number (range
0.0.0.0-t0-127.255.255.255), 24 bit host number.

@ Class B : Address begins with bits 10. It has 16 bit network number (range
128.0.0.0-t0-191.255.255.255), 16 bit host number.

@ Class C : Address begins with bits 110. It has 24 bit network number (range
192.0.0.0-t0-223.255.255.255), 8 bit host number .

@ Class D : Begins with 1110, multicast addresses (224.0.0.0-to-
239.255.255.255)

@ ClassE : Beginswith 11110, unused
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Subnet M ask

@ Consder |P address=192.168.2.25
@ First few bits (left to right) identify networ k/subnet
@ Remaining bitsidentify host/interface

@ Number of subnet bitsis called subnet mask, e.g.

@ Subnet |IP Address range is 192.168.2.0 — 192.168.2.255 or Mask
255.255.255.0

@ Subnet |IP Address range is 192.168.2.0 — 192.168.2.15 or Mask
255.255.255.240
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| P agpec, mogMpe:xoBa Macka U ILJII03
(IP Address, Subnet Mask and Gateway)

@ 1P Address and Subnet M ask define the Subnet

@ For Example IP address 172.31.1.0 and Subnet Mask of 255.255.240.0
meansthat the subnet addressrangesfrom 172.31.0.0to 172.31.15.255

@ Another notationis172.31.1.0/28

@ The first Address is the Network Address and the last Address is the
Broadcast Address. They arereserved and cannot be assigned to any node.

@ The Gateway Addressisthe Address of the router wherethe packet should
be sent in case the destination host does not belong to the same subnet
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| P configuration of an interface

Static

DHCP

Internet Protocol (TCP/IP) Properties

General |

You can get |P settings assigned automatically if your network supports
this capability. Ctherwise, you need to ask your network administrator for
the appropriate IP settings.

(" Obtain an IP address automatically
(%) Use the following IP address:

IP address: [ 192 168 . 2 zﬂ)

Subnet mask: Cﬁ . 255 . 255 . 0
Defauit gateway: ETmw.es. 2.1 |

e AL L' ' o3 =i S ¥ |

() Use the following DNS server addresses:

Prefered DNS server: A e = s

Aliemate DNS server: | ) ) : |

[ Advanced... J

Internet Protocol (TCP/IP) Properties

General I-Altemate Corfiguration

You can get |IF settings assigned automatically f your network supports
this capability. Ctherwise, you need to ask your network administrator for
the appropriate [P settings.

@ain an IP address adu@

{7 Use the following IP address:

= LELE o |
L

e | |
1
(P |

Obtain DMNS server address automaticalhy
() Use the Tollowing SErvel audresses;
| |

’ Advanced. .. l

| ok || Cancel |

JI.Jmiub I IporpamupaHe B UNIX cpena
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ARP
(Address Resolution Protocol)

@ ARP (Address Resolution Protocol) isused in Ethernet Networksto find
the MAC address of a node given its | P addr ess.

@ Source node (say 192.168.2.32) sends broadcast message (ARP Request)
on itssubnet asking  "Whois192.168.2.33"".

@ All computerson subnet receivethisrequest
@ Destination responds (ARP Reply) since it has 192.168.2.33
@ ProvidesitsMAC addressin response
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|Pv6

@ Internet Protocol Version 4 is the most popular protocol in use today,
although there are some questions about its capability to serve the
| nter net community much longer.

@ IPv4 wasfinished in the 1970s and has started to show its age.

@ The main issue surrounding IPv4 is addressing—or, the lack of
addressing—because many experts believe that we are nearly out of the
four billion addresses availablein | Pv4.

@ Although this seems like a very large number of addresses, multiple
lar ge blocks ar e given to gover nment agencies and lar ge or ganizations.

@ |Pv6 could bethe solution to many problems posed by | Pv4
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|Pv6

@ 1Pv6 uses 128 hit addressinstead of 32 bit address.

@ The IPv6 addresses are being distributed and are supposed to be
used based on geographical location.

J1. lntoB nporpammpaHe B UNIX cpena CO(bHﬂ, 4 amnpui 2008 .



JLAN TexHosiornu

J1. lutoB

MporpamupaHe B UNIX cpena

Codus, 4 anpun 2008 .




TexHOJIOrM4YHU BH3MO

@ Ethernet

@ Fast Ethernet
@ Gigabit Ethernet
@ 10 Gig Ethernet

@ WLAN
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Media access

@ Ethernet and Wi-Fi are both “ multi-access’ technologies
@ Broadcast medium, shared by many hosts

@ Simultaneous transmissions will result in collisions

@ Media Access Control (MAC) protocol required
@ Rules on how to share medium

@ The Data Link Layer is divided into two Part MAC Media Access Control)
Sublayer and LLC (Logic Link Control) Sublayer

tee
ransmitted packet connector terminator
travels in both directions
O i g ' Y
10 1 10 1
adapter
node node node node node
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802.3 Ethernet

@ Carrier-sense multiple access with collision detection (CSMA/CD).
@ CS = carrier sense
@ MA = multiple access
@ CD = collision detection

@ Base Ethernet standard is 10 M bps.
@ 100M bps, 1Gbps, 10Gbps standards came later

J1. lntoB nporpammpaHe B UNIX cpena CO(bHﬂ, 4 amnpui 2008 .



)

Ethernet CSMA/CD %ﬁ

@ CSMA/CD (carrier sense multiple access with collision detection) media
access protocol is used.

@Datais transmitted in the form of packets.
(@ Sense channel prior to actual packet transmission.

@Transmit packet only if channel is sensed idle; else, defer the
transmission until channel becomesidle.

@DAfter packet transmission is started, the node monitors its own
transmission to see if the packet has experienced a collision.

DIt the packet is observed to be undergoing a collision, the transmission is
aborted and the packet is retransmitted after a random interval of time
using Binary Exponential Backoff algorithm.
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Ethernet Address

@ End nodes are identified by their Ethernet Addresses (MAC Address or
Hardware Address) which isa unigue 6 Byte addr ess.

@ MAC Address is represented in Hexa Decimal format eg
00:05:5D:FE:10:0A

@ Thefirst 3 bytesidentify a vendor (also called prefix) and the last 3 bytes
areuniquefor every host or device
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Ethernet Frame Structure

@ Preamble:

@ 7 bytes with pattern 10101010 followed by one byte with pattern
10101011

@ Used to synchronize receiver, sender clock rates

@ Addresses. 6 bytes, frame is received by all adapters on a LAN and
dropped if address does not match

@ Length: 2 bytes, length of Datafield

@ CRC.: 4 bytes generated using CR-32, checked at recelver, if error is
detected, the frame is ssmply dropped

@ Data Payload: Maximum 1500 bytes, minimum 46 bytes
@ If dataislessthan 46 bytes, pad with zeros to 46 bytes
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Ether net

@ 10 Base 5 (Thicknet) (Bus Topology)

@ 10 Base 2 (Thinnet) (Bus Topology)

@ 10Base T (UTP) (Star/Tree Topology)
@ 10 Base FL (Fiber) (Star/Tree Topology)

MporpamupaHe B UNIX cpena
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Ethernet BUS Topology
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Ethernet STAR Topol
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Ethernet

@ Physical Media :-

@ 10Base5 - Thick Co-axial Cable with Bus Topology
@ 10Base2 - Thin Co-axial Cable with Bus Topology
@ 10BaseT - UTP Cat 3/5with Tree Topology

@ 10BaseFL - Multimode/Singlemode Fiber with Tree
%) Topology

@ Maximum Segment Length
@ 10Baseb - 500 mwith at most 4 repeaters (Use Bridge to extend

the network)

@ 10Base2 - 185 mwith at most 4 repeaters (Use Bridge to extend
the network)

@ 10BaseT - 100 mwith at most 4 hubs (Use Switch to extend the
network)
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Fast Ethernet

@ 100 M bps bandwidth

In Ether net.

@ Physical media :-
100 BaseT X
100 BaseFX

@ Uses same CSM A/CD media access protocol and packet format as

@ 100BaseT X (UTP) and 100BaseFX (Fiber) standards

- UTP Cat 5e
- Multimode / Singlemode Fiber

@ Full Duplex/Half Duplex operations.
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Fast Ethernet

@ Provision for Auto-Negotiation of media Speed:
10 M bpsor 100M bps (popularly available for copper media only).

@ Maximum Segment Length
@?100Base TX - 100m
@#100 Base FX - 2 Km (Multimode Fiber)
@#100 Base FX - 20km (Singlemode Fiber)
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Gigabit Ethernet

@ 1 Gbps bandwidth.

@ Uses same CSMA/CD media access protocol as in Ethernet and is
backward compatible (10/100/100 modules ar e available).

@ 1000BaseT (UTP), 1000BaseSX (Multimode Fiber) and 1000Basel X
(Multimode/Singlemode Fiber) standards.

@ Maximum Segment Length
#1000 Base T - 100m (Cat 5€¢/6)

@A1000 Base SX - 275 m (Multimode Fiber)
#1000 Base LX - 512 m (Multimode Fiber)
#1000 Base LX - 20 Km (Singlemode Fiber)
#1000 BaseLH - 80 Km (Singlemode Fiber)

J1. lntoB nporpammpaHe B UNIX cpena CO(bHﬂ, 4 amnpui 2008 .



10 Gig Ethernet

@ 10 Gbps bandwidth.

@ Usessame CSM A/CD media access protocol asin Ethernet.
@ Propositioned for Metro-Ether net

@ Maximum Segment Length

(#1000 Base-T - Not available
#10GBase-LR - 10 Km (Singlemode Fiber)
@10GBase-ER - 40 Km (Singlemode Fiber)
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SSH - Lab

@ Wewill now practice the following concepts:
- The use of known_hostsfiles
- SSH connection with password authentication
- RSA version 2 protocol key generation
- Public key copying
- Connecting with private key passphrase using
key-based authentication
- Using scp with RSA key authentication
- Some ssh “hacks’ without passwords.

*Technically you are still challenged (even if that isabad pun in English).

. JlvtoB MporpamupaHe B UNIX cpeaa



SSH - Lab Cont.

@ Theuseof known hostsfiles

@ Connect to the machine next to your machine using ssh:
ssh adm n@cN. cct| d. pacnog2. dnsdoj 0. net

@ |If thisisyour first connection to this machine you should see
(example uses host1 connecting to host2):

pcl# ssh adm n@c?2. cctl d. pacnog2. dnsdoj o. net

The authenticity of host 'pc2.cctld. pacnog2. dnsdojo.net (192.216.0.2)"
can't be established.

RSAl1 key fingerprint is 60:f7:04:8b:f7:61:c4:41: 6e:9a: 6f:53: 7d: 95: ch: 29.
Are you sure you want to continue connecting (yes/no)?

@ Go ahead and answer “yes’ here, but we'll discussthe
Implications of thisin class. Arethereways around this?
Could thisbea“man in the middle’ attack? What fileis
created or updated? Why?
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SSH - Lab Cont.

@ ssh connection with password authentication

@ At the prompt below when you answered yes, you wer e asked
to enter in the admin password for
pc2.cctld.pacnog2.dnsdojo.net:

host 1# ssh adm n@c?2. cctl d. pacnog2. dnsdoj 0. net _

The authenticity of host "pc2.cctld. pacnogZ. dnsdoj 0. net (192.216.0.2)"' can't
be establi shed.

RSA2 key fingerprint is 60:f7.:04:8b:f7:61:c4:41: 6e:9a: 6f:53: 7d: 95: ch: 29.

Are you sure you want to continue connecting (yes/no)? yes

@ And, thisiswhat you should have seen:

War ni ng: Permanently added ' pc2.cctld. pacnog2. dnsdoj o. net' (RSA2) to the i st
of known hosts.
[/ etc/ssh/ssh_host key. pub]

adm n@c?2. cctl d. pacnog2. dnsdoj 0. net' s password:

@ Now you are“securely” connected asadmin to
pc2.cctld.pacnog2.dnsdojo.net - We will discuss what happened
during this connection.
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SSH - Lab Cont.

@ rsal/rsa2/dsa Key Generation

@ Wewill now generate a single RSA SSH protocol 2 key of 2048

bits. Todo this, issuethefo?lowing command. If you arelogged
In on the other machine, logout first!

ssh- keygen -t rsa -b 2048

You will be prompted for afilelocation for the key aswell as
for a passphraseto encrypt the key file. Be sureto enter a
passphrase. Private key fileswithout passphrasesare a
security hole, or maybe not... We'll discussthisaswe complete
thisexcercise. You can use a passphrase other than what was
given in classfor the admin account if you wish.
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SSH - Lab Cont.

@ RSA 2 Key Generation

@ Hereisthe output from the command
“ssh-keygen -t rsa -b 2048" .

pcl# ssh-keygen -t rsa -b 2048

Generating public/private rsa key pair.

Enter file in which to save the key

(/adm n/.ssh/id rsa): [enter]

Ent er passphrase (enpty for no passphrase): [pw
Ent er sane passphrase again: [ pw

Your identification has been saved in

[adm n/.ssh/id rsa.

Your public key has been saved in

[ adm n/.ssh/id_rsa. pub.

The key fingerprint is:

Of : f5:b3: bc:f7:5b:c8:ce: 79: dO: bl: ab: 2c: 67: 21: 62
adm n@cl. ws. cctl d. ke

pcl#
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SSH - Lab Cont.

@ Public Key Copying

@ Now that you haveaPubllc and private RSA(2) set of keysyou
can take advantage of them. We will copy the public key to the
same host you connected to p rewousI%/ savethistothefiles
Iér}?wn hosts, and then reconnect to the host and seethe

ifference:

@ First you must copy the public key filesto the host you used
previously (pcn.cctld.pacnog2.dnsdojo.net):

cd ~/.ssh

scp I1d rsa. ?
adm n@cn. cct | d. pacnog2. dnsdoj 0. n
et./tnp/

@ You will be prompted for the password for the host and
username you ar e connecting to. We continue with our
example using pcl connecting to pc2 as admin.
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SSH - Lab Cont.
@ Public Key Copying

@ The output from the command on the previous page looks like:

pcl# scp *.pub adm n@c?2.ws.cctld. ke:/tnp/.

adm n@c?2.ws. cctl d. ke's password:

i d_r sa. pub 100% | ***************************** | 408 OO OO
pcl#

Y ou now have the public key file sitting on the host that will need
them to use RSA/DSA public/private key authentication with you.
Y ou next step isto place these keys in the appropriate files.

Y ou need the RSA keysin ~/.ssh/authorized keys

You can try to figurethisout, or go tothenext slidefor stepsto
dothis:
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SSH - Lab Cont.

@ Public Key Copying
@ Tocopy the public keystothecorrect placesdo the following:

ssh adm n@cn. cctl d. pacnog2. dnsdoj 0. net
cat /tnp/id_rsa. pub >> ~/.ssh/authorized keys
rm/tnp/id_rsa. pub
exit

@ |f you are unsure of what these commands do they will they
are explained in class. In addition, you can do this many
different ways, and you could issue the commands differently
aswell. If you under stand what these commands do and have a
preferred method, then feel freeto useit.

@ Gotothenext dideto connect with your public/private keys!
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SSH - Lab Cont.

@ Public/Private Key Connection
@ To connect using your RSA protocol 2 key ssimply type:

ssh adm n@cn. cctl d. pacnog2. dnsdoj 0. net
@ And, hereisthe output you should see (pcl to pc2 example):

host 1# ssh |
adm n@-c?2. cctl d. pacnog2. dnsdoj 0. n
et
Ent er passphrase for RSA key
‘adm n@cl. cctl d. pacnog2. dnsdoj o.
net ' :

@ Thisisactually pretty neat! You did not enter in the admin
password for the admin account on

pcn.cctld.pacnog2.dnsdojo.net, but rather you used the
passphrase that you chose for your private RSA protocol 2 key

when you issued the command “ SSh-keygen -t rsa -b
2048 - This was usedia.decodsthe encoded random number

exchanaed hetween the hosts (remember “ Maaic Phrase?” ).
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SSH - Lab Cont.
@ SCP Public/Private Key Connection

First disconnect from the ssh session you previously made:

exit
Now, try copﬁlng afile from your machineto the other
machlne(pl a small file) using SCP (SeCur e coPy):

scp filenane
adm n@pcn. cctl d. pacnog2. dnsdoj 0. n
et:/tm/.

What did you notice? You should have noticed that you no
longer get a password challenge to this account on this node,
but rather you need to provide your RSA protocol 2 private

key passphrase.
Thisisexpected. SCP and SSH are from the same package - OpenSSH
and both use RSA and DSA keys in the same way.
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SSH - Lab Cont.

@ Another SSH tool - SFTP

@ |n addition to scp, ssh has a secure ftp tool called sftp.
Giveit atry:

1 Let'suse sftp to get your neighbor's /etc/motd file and
place it in your /tmp directory.

i Sftp
adm n@cN. cct | d. pacnog2. dnsdoj o. net

1+ Onceyou are connected:

v sftp>lcd /tnp | change | ocal
directory to /tnp]

1 sftp> cd /etc | change renote
i rect ory "romteErE e
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@ Now let's use the power of scp
@ Multiplefile and directory copy:

1 Let'scopy all thefilesand directoriesin
lusr/ports/palm from your machine to your neighbor's
machine using one command (1.4Mb):

v Scp -r /usr/ports/palm*
adm n@cN. cct | d. pachog2. dnsdoj o. net/

t /.
v “-r” for recursively copy

v “/tmpl/.” to placefilesin your neighbor's
/tmp directory.
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@ Now |et's use the power of scp some more!

(Note: we may skip thisexercise... )
@ Copy afilefrom one remote machine to another.

1 Let'smove /etc/fstab on your left neighbor's machine to
[tmp/fstab.copy on your right neighbor's machine using
a single command.

1 SC
adﬁin@bcLEFT.cctId.pacnogz.dnsdojo.n
et:/etc/fstab \

adm n@cRI GHT. cct | d. pachog2. dnsdoj o.
net/tnp/fstab. copy

v “\” for newline, not part of the command.

v | admin password isthe same on both you only enter it
once.

1 Diasyou notice wesanamed the file as well?
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