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ABSTRACT

AES-CCMP128 incorporates two sophisticated cryptographic tech-
niques that are counter mode and CBC-MAC. This is to provide a 
robust security protocol between the mobile clients and furthermore 
the mobility characteristic of  mobile devices makes it difficult for an 
eavesdropper to spot data patterns. However, adding security function-
ality to mobile devices can reduce the Wi-Fi connection rate due to the  
limited resources of mobile devices. Therefore, the lack of balance be-
tween the security level, resource usage, and network speed required in 
mobile devices is eminent. The aim of this study is to speed up the Wi-Fi 
connection in mobile devices and also to optimize the resource usage 
by reducing two rounds of AES-CCMP, resulting in 20% increase in 
network connection speed and optimization in the resource usage of 
mobile devices. Round 8 and round 9 of AES-CCMP are the suggested  
results, named “Short Time” (ST) and “Long Time” (LT) usage of mo-
bile devices for less than 2 h and more than 2 h, respectively. On the other 
hand, nonmobile devices do not have the same restrictions; instead, 
they have higher CPU, memory, battery charge, and hardware. But, on  
the other hand, the stationary characteristic makes nonmobile device an 
easy target to attack. Therefore, the security level they require is higher 
in comparison to that of mobile devices but the resource usage is yet to 
be optimized. Consequently, the possibility of AES-256 in nine rounds 
has been investigated in this study for nonmobile devices considering 
Moore’s law and, as such, 10% optimization has been achieved in the 
resource usage. The proposed scenarios of ST and LT are implemented 
by using C# language and the results are gained from execution time, 
memory usage, avalanche effect, and crypt analysis for nonmobile and 
mobile devices.

Keywords: AES- CIA-CCMP- IEEE- Mobile Devices, Vulnerabilities,  
Encryption, Decryption, WEP
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CHAPTER 1
Introduction

1.1 � INTRODUCTION

Nowadays everywhere, wireless technology can be found. Different us-
ers are using wireless technology and a wide range of wireless devices 
exists such as PCs, laptops, tablets, and smartphones. Wireless trans-
missions use the microwave technology [1–7]. The available frequencies 
are situated around the 2.4 GHz ISM band for a bandwidth of about 
83 MHz and around the 5 GHz U-NII band, for a bandwidth of about 
300 MHz divided into two parts. The accurate frequency allocations are 
set by laws in different countries; the same laws also adjust the maxi-
mum selected transmission power and location. Although this technol-
ogy is being generally used, different devices have different capabilities in 
the usage. Since wireless networks have more vulnerabilities than other 
types of computer networks, preparing security in wireless local area 
network is more essential. The security mechanism chosen for different 
devices may differ. A satisfactory security technique in wireless network 
is a balance between data security and network performance. The era of 
wireless and wired communication systems has gained considerable at-
tention to be a main building block of communications standards such 
as IEEE 802.11a/g when the microring resonators are used.

This chapter discusses the problem background of IEEE 802.11 
standards and determines security model of 802.11 named 802.11-2012. 
Besides, it explains the aim of this research and defines objectives and 
the scope of this study.

1.2 � PROBLEM BACKGROUND

Nowadays, the kind of devices being used for WI-FI connection is dif-
ferent from previous decade. People used to connect with their PCs and 
laptops, but nowadays they use mobile devices rather than nonmobile 
devices. The new mobile devices need security for the data transmission 
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on the Internet, so the necessity of secure algorithms and protocols for 
encryption and decryption of the data becomes more and more impor-
tant. For this purpose, new devices had to follow the existing security 
protocols that were designed and implemented on nonmobile devices for 
Wi-Fi connections.

The IEEE 802.11 standard defines an interface between a wireless 
client and an access point (AP) or in ad hock networks. IEEE 802.11-2012 
is a revision to the original IEEE 802.11. The draft standard was sanc-
tioned by the IEEE on June 24, 2004. This standard specifies security 
mechanisms for wireless networks. For confidentiality 802.11-2012 uses 
a new model of encryption. The new cryptography is based on the Ad-
vanced Encryption Standard (AES) algorithm, which was selected by 
NIST and adopted by the US government as a national standard, and 
replacement for the previous standard is based on the Data Encryption 
Standard (DES) algorithm. Strong encryption and authentication are 
added as the primary components of 802.11-2012 to enhance the origi-
nal 802.11 standard [8].

The encryption methods of three generations of 802.11-2012 are 
described as follows:

Wired Equivalent Privacy (WEP): Uses the RC4 stream cipher for 
providing confidentiality, and the ICV (CRC-32) for integrity. Some 
of the weaknesses of WEP refer to not being able to stop packet 
forgery and replay attacks. Also attackers can easily record and replay 
packets. WEP uses RC4 inappropriately [9]. Keys are not strong, and 
attacker can do brute-force attack in less than an hour. This protocol 
reuses initialization vectors. Some attack techniques are able to 
decrypt data without key and it allows an intruder to invisibly modify 
a plaintext without having the key for encryption. Besides, key 
management is weak and upgrading is not perfect. There are some 
problems in the RC4 algorithm and in WEP message authentication 
can be easily forged. There are four scenarios for attacking WEP:

Scenario one: Pulling packets from captured data
Scenario two: Interactively pulling packets from live 
communication
Scenario three: Creating a packet from a chopchop replay attack
Scenario four: Creating a packet from a fragmentation attack
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TKIP(): The WPA as the certification of TKIP was developed for 
solving the issues in the WEP method, without any changes in 
hardware. This standard identifies two modes, which are personal and 
enterprise mode. In addition, the TKIP has following weaknesses [10]:

1.	 Brute-force attack
2.	 Dictionary attack

In the context of security, a brute-force attack is a particular 
strategy used to break your crafted password. This is the most 
widely used method of cracking and dictionary attack is a technique 
for defeating a cipher or authentication mechanism by trying 
to determine its decryption key or passphrase by trying likely 
possibilities, such as words in a dictionary.
Wi-Fi Protected Access II (WPA2): WPA2 came after two 
generations of 802.11-2012, which are WEP and WPA; they used 
RC4-CRC and RC4-TKIP/MIC in order. WPA2 is known as the 
best security protocol in wireless networks. It replaces RC4 with 
AES and substitutes MIC with message authentication code. Same 
as WPA, WPA2 supports two security modes. The first mode is 
personal and the second mode is enterprise [10].

1.	 A preshared secret is used for home or personal use. Clients and 
APs are manually configured to use the same secret of up to 64 
ASCII characters or 256 bits.

2.	 802.11-2012 adopts 802.1X for user authentication in enterprise 
mode. 802.1X is based on EAP and defines the framework of 
authentication. It does not include the authentication methods, 
but supports multiple authentication methods, such as EAP-
TLS and EAP-TTLS. EAP-TLS delivers a much stronger 
authentication mechanism, and secure key distribution.

Authentication is the assurance that an entity is who he/she/it claims 
to be. Confidentiality “implies a relationship between two or more per-
sons in which the information communicated between them is to be kept 
in confidence.” And integrity is the accuracy and consistency of stored 
data, indicated by an absence of any alteration in data between two up-
dates of a data record. According to these definitions, 802.1X is used 
for authentication. Encryption (CCMP) is used for confidentiality, and 
MIC is for data integrity.
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MAC, although called authentication, is for the “authentication” of 
the message, and it is better called data integrity. The authentication of 
the communication is via 802.1X. Internet connection speed and broad-
band connectivity has reached 17.5 Mbps in the world but such a net 
speed is not achieved in wireless networks yet. The high-capacity trans-
mission of data can be achieved using multiple signals. The strong se-
curity protocol of AES-CCMP (WPA2) slows down the wireless speed. 
Despite the popularity of mobile devices, their performance and energy 
bottlenecks remain hidden due to a lack of visibility into the resource-
constrained mobile execution environment with potentially complex in-
teraction with the Wi-Fi connection. AES-CCMP is working tardily in 
mobile devices with resource limitation, and preparing ideal encryption 
in AES-CCMP leads to speed reduction and this is the issue that should 
be looked into.

1.3 � PROBLEM STATEMENT

IEEE 802.11-2012 encryption technique provides strong security mecha-
nism in computer systems but it is not optimized in the usage of resourc-
es. Besides, in mobile devices that are power- and resource-constrained, 
the wireless connection speed decreases. The level of security provided 
in AES-CCMP is more than that needed in mobile devices since the 
mobility characteristic of mobile devices restricts the time required by 
an attacker to hack the victim device and the session would be termi-
nated whenever the location of mobile device changes. So there is a lack 
of balance between security level and resource usage that should be 
investigated.

1.4 � PURPOSE OF THE STUDY

Nowadays, the number of  wireless devices is growing significantly, 
but they all used to be computer systems. Wireless technology was 
not accessible in mobile and portable devices until in recent years. 
The purpose of  this research is to determine the existing issues of  the 
performance in current AES-CCMP encryption methods running on 
different types of  devices and handle it so that an optimized resource 
usage would be achieved with the required security. Finally, two modes 
for 802.11-2012 for two different groups of  devices will be created and 
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evaluated with current encryption method for AES-CCMP to compare 
the performance.

1.5 � OBJECTIVES OF THE STUDY

To achieve the intention of the study, the following objectives are 
specified:

1.	 To implement the components of AES-CCMP and to analyze the 
performance

2.	 To create two modes that are short time and long time usage for 
AES-CCMP, for portable systems that have resource limitation like 
mobile devices

3.	 To test and validate the possibility of optimizing resource usage in 
nonmobile devices

1.6 � SIGNIFICANCE OF THE STUDY

Based on the issue of an increase in the number of mobile and portable 
devices such as tablets and smartphones that have limited resources as 
well as the security mechanism of AES-CCMP being run on these de-
vices that have made them slow in term of wireless connections, offering 
an optimized technique for decreasing the mentioned issue will make 
the mobile devices faster in a Wi-Fi connection. It is able to prepare 
a strong security and optimized resource usage for nonmobile users 
in terms of wireless connection and to prepare required security and 
higher speed for mobile device users. Mobile device users will consider 
required security, high-speed data transfer, and the power limitation 
consequently.

1.7 � SCOPE OF THE STUDY

This research focuses on secure model of  802.11 standards that is 
named AES-CCMP in two groups of  devices. Based on the resource 
and power limitation the two groups are divided into mobile and non-
mobile devices; this study offers an improved performance of  mobile 
devices in terms of  wireless connection using IEEE 802.11-2012  
standard.
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1.8 � ORGANIZATION OF THE STUDY

This study is divided into six chapters. This chapter describes briefly 
the overview of the project and understanding of the project problem 
background. It also includes the project scope, purpose of this research, 
and objectives. Chapter  2 discusses 802.11-2012 standard, encryption 
components in 802.11-2012, AES-CCMP framework, and the issue of 
AES-CCMP in mobile devices. The methodology of this research is ex-
plained in detail in Chapter 3. Chapter 4 contains explanations of design 
and implementation of this study for mobile devices. Finally, Chapter 5 
reviews and summarizes the whole project findings and suggests some 
recommendations.

1.9 � SUMMARY

WLAN has a good future with 802.11 as a perfect standard to adopt in 
LAN environments. Also, 802.11 offers reliability and strong security. 
This chapter illustrates the 802.11-2012 standard. Then this chapter 
defines statement of the issues in performance of AES-CCMP encryption 
protocols in mobile devices. In addition, it explains the purpose of this 
research and defines objectives and scope of the study.



CHAPTER 2
Literature Review

2.1 � INTRODUCTION

This chapter is about 802.11x families, particularly about 802.11-2012, 
and meaning of encryption in 802.11-2012; it also presents a list of en-
cryption protocols in 802.11-2012. Besides, it explains current protocols 
being used for encryption of 802.11-2012 standard. Also in this chapter 
nonmobile and mobile devices are identified.

2.2 � DEFINITION OF ENCRYPTION IN 802.11-2012

According to Britannica Concise Dictionary “data encryption” is the 
process of disguising information as “ciphertext” or data that will be 
unintelligible to an unauthorized person. Also, “decryption” is the pro-
cess of converting ciphertext back into its original format, sometimes 
called plaintext. In addition, 802.11-2012 is enhanced protocol of origi-
nal IEEE 802.11. This standard clearly describes security mechanisms 
for wireless networks.

2.3 � HISTORY OF 802.11X, PARTICULARLY 802.11-2012

The IEEE 802.11 standards are set of growing specifications that are 
suggested by the Institute of Electrical and Electronic Engineers (IEEE). 
The goal of IEEE 802.11 working group was to make group of stan-
dards for WLAN process in the forbidden locations of industrial, sci-
entific, and medical (ISM) frequency band. IEEE 802.1x authentication 
requires three stations in place: the supplicant that is the user or client 
that wants to be authenticated, the authentication server (AS), and a de-
vice that will pass information between the supplicant and the AS called 
the authenticator [11].

IEEE 802.11 standard covers the first and second layers of the OSI 
model. This standard depicts the media access control (MAC) and 
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physical layers for local area network (LAN) by wireless connectivity. 
802.11 addresses LAN when the connected devices pass along other 
devices that are in the same area near each other. Similar to old-style 
wired Ethernet networks built on IEEE 802.3 standard, data link layer 
is divided into the logical link control (LLC) and MAC sublayers. PHY 
layer is responsible for radio-frequency (RF) transmission and describes 
frequencies and methods of modulation.

Figure 2.1 illustrates the mapping standards of IEEE802.11 to seven 
layers of OSI model; it is clear that 802.11 standards fall within data link 
and physical layers. Table 2.1 is the list of standards of 802.11 (802.11x) 
that were approved by IEEE WG.

The mentioned standards define the wireless connections between 
computers or devices of  a network. Commonly, most WLANs are 
built on the 802.11a, 802.11b, or 802.11g standards, and recently 
some of  them are based on 802.11ac standard. Based on the needs, 
selection of  standards such as speed and communication ranges, 
level of  security, noise and conflict issues, compatibility concerns, 
and expense happens. The following is a short explanation about 
the four most applicable 802.11 protocols (a, b, g, and n) and secure 
standard of  802.11.

Fig. 2.1.  Mapping IEEE 802.11 to OSI model.
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Table 2.1  802.11x Families

Standard Description Year

802.11a 54 Mbps data rate, 5 GHz frequency band Ratified in 1999, shipping 
products in 2001

802.11b 11 Mbps data rate, 2.4 GHz frequency band 1999

802.11c Operation of bridge links Moved to 802.1D in 2001

802.11d Worldwide compliance with regulations for 
use of wireless frequency band

2001

802.11e Supports quality of service (QoS) 2005

802.11f Inter-Access Point Protocol recommendation 
for communication between access points to 
support roaming clients

2003

802.11g 54 Mbps data rate, 2.4 GHz frequency band 2003

802.11h Enhanced version of 802.11a to support 
European controlling requirements

2003

802.11-2012 Enhanced security for the 802.11X 2004

802.11j Enhancements to 5 GHz frequency band to 
support Japanese controlling requirements

2004

802.11k Radio resource measurement enhancements 2008

802.11l Skipped to avoid mistake with 802.11-2012 —

802.11m Maintenance of 802.11X documentation First draft in 2003

802.11n >100 Mbps data rate improvements over 
802.11g, higher-throughput improvements 
using Multiple-Input, Multiple-Output 
(MIMO) antennas

2009

802.11o Skipped —

802.11p Wireless access for the vehicular environment 2010

802.11q Skipped —

802.11r Fast roaming support by basic service set 
transitions

2008

802.11s ESS mesh networking for access points 2010

802.11t Wireless performance prediction, 
recommendation for testing standards

Cancelled

802.11u Internetworking with 3G, cellular, and other 
forms of external networks

2010

802.11v Wireless network management and device 
configuration

2010

802.11w Enhanced security of Protected Management 
Frames

2009

802.11x Skipped (generic name for the 802.11 family) —

802.11y Contention-based protocol for interference 
prevention

2008

802.11z Extensions to Direct Link Setup (DLS) 2010
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2.3.1 � Wireless Protocol 802.11b
Wireless protocol 802.11b was the first 802.11 standard with salable 
products available. This standard called Wi-Fi covers large areas. It 
works in the unlicensed 2.4 GHz radio range and passes on informa-
tion at speed up to 11 Mbps in 30 m range. This standard is affected by 
interference from any device that operates at this frequency band and 
Bluetooth equipment that are able to reduce speed of transfer.

2.3.2 � Wireless Protocol 802.11a
Wireless protocol 802.11a is more beneficial than Wi-Fi. It works in less-
known and unlicensed frequency band (5.15–5.35 GHz) and so it is less 
influenced by the conflict. 802.11a uses more bandwidth than 802.11b, 
with a theoretic highest data rate of 54 Mbps. But actual output is fre-
quently close to 25 Mbps.

2.3.3 � Wireless Protocol 802.11g
The most known format at the present time is the wireless protocol 
802.11g. It mixes the speed of the IEEE 802.11a and is backward com-
patible with IEEE 802.11b. This standard works in the same frequency 
band as 802.11b, so it is affected by the same interference.

2.3.4 � Wireless Protocol 802.11n
The recent standard that is implemented is the wireless protocol 802.11n. 
This standard was certified in September 2009. The aim of IEEE 802.11n 
is to significantly raise the rate of data throughput. Both 2.4 and 5 GHz 
frequency bands are provided by this standard.

Table 2.2 shows frequency bands and maximum data rates described 
by 802.11 a, b, g, and n standards, which are ordered by year of being 
authorized.

Table 2.2  WLAN Frequencies and Data Rates

IEEE Standard Year Ratified Maximum Data Rate (Mbps) Frequency Band (GHz)

802.11b 1999 11 2.4

802.11a 2001 54 5.0

802.11g 2003 54 2.4

802.11n 2009 600 2.4 and 5.0
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2.3.5 � Wireless Protocol 802.11-2012
In wireless LAN, encryption assures privacy. Encryption is an optional 
field in IEEE 802.11 data frame. Without encryption, other devices are 
able to sniff  all transmission data in wireless LAN.

There are three generations of security standards described as fol-
lows:

1.	 Wired Equivalent Privacy (WEP)
2.	 TKIP – Wireless Protected Access (WPA)
3.	 CCMP – WPA2

2.3.5.1 � Wired Equivalent Privacy
WEP uses the RC4 algorithm to encrypt the packets of information as 
they are sent out from the access point or wireless network card. As soon 
as the access point receives the packets sent by the user’s network card, 
it decrypts them.

Each byte of  data will be encrypted using a different packet key. 
This ensures that if  a hacker does manage to crack this packet key, 
the only information that is leaked is that which is contained in that 
packet.

The actual encryption logic in RC4 is very simple. The plaintext 
is XOR-ed with an infinitely long keystream. The security of  RC4 
comes from the secrecy of  the packet key that’s derived from the 
keystream.

WEP has following weaknesses:

1.	 WEP cannot stop packet forgery.
2.	 WEP cannot stop replay attacks. Attackers can easily record and 

replay packets.
3.	 WEP uses RC4 inappropriately. IV is not encrypted at the 

beginning, and attacker can do brute-force attack in less than  
1 min.

4.	 WEP reuses initialization vectors. Some attack techniques are able 
to decrypt data without key.

5.	 WEP allows an intruder to invisibly modify a plaintext without 
having the key for encryption.

6.	 WEP allows easy forging of message authentication.
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2.3.5.2 � Wi-Fi Protected Access (WPA)
The WPA was developed for solving the issues in the WEP method, 
without any changes in hardware. This standard identifies two modes, 
which are personal and enterprise mode, similar to WEP. In addition, 
the WPA has following weaknesses:

1.	 Brute-force attack
2.	 Dictionary attack

In the context of security, a brute-force attack is a particular strat-
egy used to break your crafted password. This is the most widely used 
method of cracking and dictionary attack is a technique for defeating a 
cipher or authentication mechanism by trying to determine its decryp-
tion key or passphrase by trying likely possibilities, such as words in a 
dictionary.

2.3.5.3 � Wi-Fi Protected Access 2 (WPA2)
A version of the original 802.11 is 802.11-2012. Draft of this standard 
was approved by the IEEE on June 24, 2004. The focus of this stan-
dard is on security issues for WLANs. At the present time this standard 
is named WPA2 and provides confidentiality and integrity using AES-
CCM protocol.

WPA was provided as an impermanent solution; WPA2 is a strong 
method for lots of reasons. Encryption and decryption algorithm was 
one of the most important reasons. In October 2000, the National Insti-
tute of Standards and Technology (NIST) voted Advanced Encryption 
Standard (AES) as a strong substitution to the old Data Encryption and 
decryption Standard. WPA2 came after two generations of 802.11-2012, 
which are WEP and WPA; they used RC4-CRC and RC4-TKIP/MIC in 
order. WPA2 is known as the best security protocol in wireless networks. 
It exchanged RC4 with AES and substituted Michael by message authen-
tication code. Similar to WPA, WPA2 supports two security modes. The 
first mode is personal and the second mode is enterprise [10].

2.3.5.4 � Classification of Encryption Components in 802.11-2012
IEEE 802.11-2012 uses AES 128 in CTR mode to encrypt data and war-
rant confidentiality; however, CBC-MAC mode is employed to create 
MIC in order to warrant integrity. Similar Temporal Key (TK) is used 
in the two modes.
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2.3.6 � Key Derivation Mechanism in 80211.i
The key generation technique in 802.11-2012 construction begins with 
authentication and authorization. 802.11-2012 protocol creates random 
key suitable employed with AS and petitioner to extract the Pairwise 
Master Key (PMK).

After that AS transfers PMK to authenticator in a secured tunnel. 
Remote Access Dial-In User Service (RADIUS) server is proposed as 
AS to use for moving PMK to authenticator. Then both authenticator 
and supplicant create 384-bit Pairwise Transient Key (PTK) that con-
tains a 128-bit Key Encryption Key (KEK), a 128-bit Key Conforma-
tion Key (KCK), and a 128-bit TK [12,13].

Figure 2.2 illustrates the key generation mechanism in 802.11-2012 
for creating KCK, KEK, and TK.

2.3.7 � Advanced Encryption Standard
A block cipher is a deterministic and computable function of k-bit keys 
and n-bit (plaintext) blocks to n-bit (ciphertext) blocks. This means, when 
you encrypt the same plaintext block with the same key, you’ll get the same 
result. (We normally also want that the function is invertible, i.e., given the 
key and the ciphertext block, we can compute the plaintext.) A stream ci-
pher is a function that directly maps k-bit keys and arbitrary-length plain-
texts to (same arbitrary-length) ciphertext, in such a way that prefixes of 
the plaintext map to prefixes of the ciphertext, i.e., we can compute the 
starting part of the ciphertext before the trailing part of the plaintext is 
known. (Often the message sizes might be limited to multiples of some 
“block size,” too, but usually with smaller blocks like whole bytes or such.)

Fig. 2.2.  Key generation mechanism in 802.11-2012.
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AES is a symmetric block cipher encryption that receives 128-bit size 
for each block and the size of key is 128, 192, and 256 bits. AES pro-
cedure involves some encryption rounds (Nr), which are determined by 
the cipher key size. The mentioned standard uses 10 rounds in AES-128, 
12 rounds in AES-192, and 14 rounds in AES-256. Through encryption, 
every round is collected as a set of four main transformations. Decryption 
mechanism uses the inverse of mentioned procedures in reverse order. 
Figure 2.3 displays the main construction of the encryption and decryp-
tion in AES method. Each round covers four main transformations: Sub 
Byte, Shift Row, Mix Column, and Add Round Key [14].

1.	 SubByte: A nonlinear replacement byte that works individually on 
each state byte by using a table of substitution

2.	 ShiftRow: Cyclic shifting over different bytes offsets numbers
3.	 MixColumn: Column with column multiplication
4.	 AddRoundKey: Adding a round key to the state with a simple XOR 

process [14]

Fig. 2.3.  Main construction of AES algorithm: (left) encryption and (right) decryption.
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2.3.8 � CBC–MAC in 802.11-2012
Before beginning the encryption procedure, it is necessary to organize 
all pieces of the MAC Protocol Data Unit (MPDU); as shown in Figure 
11.16, three pieces are:

1.	 The MAC header (the variable parts of MAC header are masked with 0)
2.	 Plaintext PDU
3.	 The CCMP header
4.	 The data in plaintext form

Both MAC and CCMP headers are not encrypted; however, they 
have to be secured by the MIC. Mentioned parts are joined to shape 
authenticated data. First act after collecting mentioned parts is to com-
pute MIC.

The MIC computation process starts by creation of packet number 
(PN) with joining Nonce, Flags, and payload length fields. Nonce is a 
distinctive field and never repetitive for similar TK. This is made with 
computation of CBC-MAC above the data part in packet. Most sig-
nificant 8 octets (64 bits) of the output of CBC-MAC are used as MIC, 
which is attached to data for encrypting with CTR mode.

Calculating MIC is completed by employing CBC-MAC that en-
crypts a beginning block and then sequentially XORs following blocks 
and encrypts the result. Last MIC is 128 bits; however, only 64 bits are 
necessary; thus, for CCMP, the 64 lower bits of the outcome are re-
jected. The first block template of CBC-MAC is illustrated in Figure 2.4 
including a Nonce, Flag, and D-Len.

The CCMP has to save a sequence counter, named PN, that increases 
for every processed packet. Mentioned PN avoids intruder to reprocess 
a packet that has been sent before. Length of PN is 48 bits, and it is suf-
ficiently large to ensure it never overflows.

Fig. 2.4.  The first block format of CBC-MAC.
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Once first block is ready, the MIC is calculated, combining the clear 
text data. For the purpose of CCMP the data and the authenticated data 
in plaintext form must be padded to a precise block number. The MIC 
calculation procedure is shown in Figure 2.5.

Figure  2.6 elucidates the MIC calculation procedure in CBC-MAC 
structure. First of all, this procedure encrypts IV in first block and then 
the message is XOR-ed by the encrypted IV. After that the XOR-ed mes-
sage is re-encrypted with AES. The outcome that is encrypted is used as IV 
in next phase in the chain of AES encryptions and XOR MIC is created.

2.3.9 � AES in CTR Mode in 802.11-2012
Encryption and decryption are included in AES CTR mode. Each of 
them is defined isolated.

2.3.9.1 � Encryption
The encryption process starts with computation of Nonce encryption 
in AES CTR mode and then it joins PN, Priority, and MAC Address 2 

Fig. 2.6.  CBC-MAC structures in 802.11-2012.

Fig. 2.5.  Constructing of Nonce for CBC-MAC.
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(A2) parts. This step is pursued by forming the IC with joining Nonce, 
Flag, and CTR parts. There are lots of similarities in the structure of 
Nonce in IC and Nonce structure in CBC-MAC. The IC value is used 
as the initial vector for AES CTR mode that runs recurrently with in-
creasing the value of CTR in each round until finishing data included in 
MPDU is encrypted [15]. Figure 2.7 illustrates the first block format of 
IC that includes a Nonce (Priority, MAC A2, and PN), Flag, and CTR.

Following step is for data encryption of MPDU after MIC is 
calculated and appended to plaintext. The encryption method uses 
CTR mode and begins with the data immediately following the CCMP 
header in the pattern. Data that is encrypted is substituted with the orig-
inal data for the complete data part and the MIC results in encrypted 
MPDU that is ready to transmit. The CTR increases only one unit for 
each block.

In CTR mode, the value of IC is encrypted, and then the 128-bit 
result is XOR-ed by the plaintext. Values of Count are modified at each 
block. So it must be updated in each block; however, it updates just one 
unit in WLAN.

CTR increasing and processing is recurrent to create the following ci-
phertext block. Process operates repetitively until the encrypted cipher-
text is achieved. So, in CTR mode, security of the construction depends 
on the key that is used and the IC value [12]. Figure 2.8 shows the pro-
cesses of AES-CCMP in encryption and authentication.

2.3.9.2 � Decapsulation
Only AES encryption processes are needed for CCMP and not AES 
decryption procedures in decryption phase. Decryption uses AES CTR 
mode to re-create plaintext from encrypted MPDU. Then MIC is creat-
ed utilizing CBC-MAC mode. For verifying which data was not altered 

Fig. 2.7.  The first block format of IC.
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through transition and guaranteeing integrity, computed MIC is com-
pared with MIC attached in the MPDU. So the same input is used in 
both decryption and encryption stages. When an encrypted MPDU is 
sent to the receiver, the initial step of the receiver would be catching the 
correct decryption key. The right pairwise keys are then chosen based on 
MAC address – A2 – in the MAC header.

The receiver has to go through some steps for extracting and check-
ing the received data validity. Decryption phase has just one stage. The 
PN is sent unencrypted in CCMP header. The initial action that receiver 
does is to read the PN and compare it with the previous received packet. 
In case the PN is equal to or lower than previous one, it has to be re-
jected as a replay of a previous message. In mentioned position receiver 
cannot trust the MPDU.

Fig. 2.8.  AES-CCMP (encryption).
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If  the PN equals the previous one, the following stage is to set up AES 
CTR mode for decryption. It requires calculation of the initial value for 
the CTR that has to equal the value employed in encryption. Sequential 
CTR values are encrypted and XOR-ed by received MPDU to return 
unencrypted data and the MIC.

To verify the MIC, the following step has to be taken. MIC is recal-
culated by the receiver original MPDU. In case the data or frame header 
is unaltered, and correct secret key is used, the same MIC is achieved. 
This MIC could be matched with MIC value sent by the frame: a match 
has the meaning of valid frame. A mismatch is a high probable sign of 
an attack and frame is rejected. When the MPDU is decoded, the MIC 
and CCMP header are dismissed. In Figure 2.9 the decryption stages 
and MIC authentications in AES-CCMP are shown.

Fig. 2.9.  Decryption stages and MIC authentication in AES-CCMP.
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2.4 � FRAMEWORK OF AES–CCMP

CCMP procedure is built on AES process in the CTR mode and (?) 
CCM mode of process. By combining the CTR mode privacy and 
CBC-MAC authentication, the CCM works. Only 128-bit block ciphers 
can use CCM.

The CCM is based on block cipher mode of authentication and 
encryption. For general CCM mode two factors of selection (?) exist. 
First one is the selection of M, the length of authentication field. The 
selection of the M value includes a balance between the message and 
the probability of altering the message by an intruder. 4, 6, 8, 10, 12, 
14, and 16 octets are legal values. The second one is selection of L, the 
length of the field size. Mentioned value needs a trade-off  among the 
maximum size of message and Nonce size. Different uses need different 
trade-offs, so L is a parameter. Legal values of L range among 2 and 8 
octets (L = 1 is reserved). M is the number of octets in authentication 
field 3 bits (M − 2)/2; L is the number of octets in length field 3 bits 
L − 1 (VOCAL, 2003).

2.5 � MOBILE DEVICES AND NON-MOBILE DEVICES

Mobile devices usually are of small size and easily portable, and the 
battery would need to recharge frequently. A mobile device, also called 
a handheld device or handheld computer, is a pint-sized computing de-
vice. Mobile devices usually go together with a touch or nontouch dis-
play screen and, sometimes, even a mini keyboard. Nonmobile devices 
do not have power limitation. They move less frequently and have higher 
capabilities (?) in terms of CPU and hardware.

2.5.1 � Types of Mobile Devices
The term mobile device is used to mean a wide range of consumer elec-
tronics. Usually mobile device is used to describe the devices that can 
connect to the Internet. However, some will classify digital cameras and 
standard MP3 players as mobile devices as well. The category of mobile 
devices includes the following devices, as well as others:

1.	 Personal digital assistant (PDA)
2.	 Smartphones
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3.	 Tablet PC
4.	 Phablet (smartphones)

PDAs and smartphones are among the most preferred mobile devic-
es, which offer all the conveniences of a personal computer, along with a 
very small form factor. Examples of PDA devices are PalmPilot, Revo, 
Sony Clie, Hewlett-Packard Jornada, Casio Cassiopeia, Compaq iPaq, 
and Toshiba Pocket PC. Examples of smartphones are Sony Ericsson, 
Palm Treo, Blackberry, Nokia T-Mobile Sidekick, Torq, Motorola Q, 
E-Ten, HP iPaq, and I-mate, and examples of tablet PCs are Samsung 
Q1, Toshiba Portege, Fujitsu Lifebook, Motion Computing, and IBM 
ThinkPad.

2.5.2 � Nonmobile Devices
Nonmobile devices do not have power limitation. They move less and 
are highly configured in terms of CPU and hardware and can be catego-
rized as follows:

1.	 Personal computer (desktop)
2.	 Laptops
3.	 Wireless access points

2.6 � PROBLEMS OF IEEE 802.11 IN NONMOBILE DEVICES AND 
MOBILE DEVICES

In this section problems of IEEE 802.11-2012 in the two mentioned sys-
tems are discussed.

2.6.1 � Problems of AES-CCMP in Nonmobile Devices
The AES-CCMP security construction is relying on TK used and IC. By 
joining Nonce, Flags, and CTR, IC is made; also Nonce is achieved by 
combining PN, A2, and Priority.

The prediction process of  IC begins with reconstructing Nonce. 
Nonce is achieved by simply unifying the two fields from MAC head-
er, called the Priority and A2, and one field from the CCMP header, 
named PN. 8 Priority bits are recently set to zero by default, which is 
kept for future usage in frame ordering. A2 is simply available with 
packet sniffing, employing common tools such as Wireshark (one 
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word). So the PN field changes dynamically, and it is set to 1 each time 
a TK is recalculated. Therefore, rebuilding of  Nonce becomes a fairly 
simple task.

Rebuilding Nonce is followed by computation of the IC that requires 
discovering values of Flags and CTR. Flag’s field includes a static value 
that is popular (01011001). So, only CTR value is unavoidable for IC 
prediction procedure. The CTR value starts from 1 and increases for 
each block. Also the first block of each message is known, so the prob-
ability of guessing CTR value in first block is 1. In summer, without a 
legal procedure, IC prediction can be done easily [16].

IEEE 802.11-2012 recognizes the maximum size of MPDU as 2312 
octets that includes 2296 octets data, 8 octets MIC, and 8 octets CCMP 
header. Therefore, Payload size converts to 2296 octets. Knowing men-
tioned information in CBC-MAC, bit string illustration of size of Pay-
load field is calculated. So, without completing a legal authentication 
procedure, initial vector prediction can be done easily [12].

The Nonce structure technique of AES-CCMP construction in non-
mobile devices being used in IEEE 802.11-2012 is weak [12]. IC pre-
diction and TMTO attack are the most common weaknesses. “time–
memory trade-off” is the generic terminology for an algorithm that 
improves (shortens) running time by using more space (memory), or, 
similarly, that improves memory usage (i.e., using less RAM or disk, or 
using it “better,” e.g., with sequential access instead of random access) at 
the expense of more computing time. A much more strong solution for 
mentioned issues is believed to be random Nonce. Nonce randomization 
would increase unpredictability of the IC and conveys effective protec-
tion against the vulnerability.

By randomizing Nonce structure and increasing key length from 128 
to 256 bits, all the possible attacks on confidentiality can completely be 
eliminated such as precomputational attack [17].

Also, AES-CCMP 256 algorithm provides optimized usage of 
resources and good speed such as AES-128 and high security from 
AES-256 [16].

In the AES-CCMP 256 encryption method, AES-256 is used instead 
of AES-128 and AES-CCMP 256 has solved the problems of security 
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in classic AES-CCMP completely and also can mitigate TMTO and 
brute-force attacks. But AES-CCMP 256 does not solve resource usage 
in classic AES-CCMP while the resource usage can be reduced because 
in encryption phase of AES-CCMP, the goal of using AES is creating 
unpredictable structure to XOR with plaintext.

2.6.2 � Problems of AES-CCMP in Mobile Devices
Nonmobile devices have no resource limitation and they are not easily 
portable, so an attacker can have the session connection during some 
hours, with not even the victim being aware of the attack. On the other 
hand, an attacker cannot keep the session connection with the mobile 
devices for a long time because of their mobility and it leads to the 
termination of the session and the attacker do not have much time to 
hack the victim device. The only way of keeping the session would be 
physically following the victim, which in most cases is impossible. So the 
strong security mechanism of AES-CCMP in case of mobile devices is 
not an optimized method when such a level of security is not needed and 
also it makes mobile devices face power reduction and battery charging 
frequently. Besides, the speed of data transfers in wireless connection 
decreases significantly.

2.7 � RELATED WORKS

AES-CCMP is a fresh WLAN security standard that offers the maxi-
mum security level with using the most robust 128-bit AES encryption 
procedure for encrypting and authenticating data at the same time. The 
length of key employed in all modes of AES is 128 bits. Same as each 
modern cipher, AES-CCMP security is dependent on the key, and in this 
protocol also dependent on the IC value. AES CTR mode uses TK with 
128-bit size, for encrypting an IC. Result is XOR-ed by the plaintext to 
create initial block of ciphertext.

The main sources of energy consumption during a secure wireless 
transaction are cryptographic computations used to establish secure ses-
sions and for encryption and authentication and cryptographic compu-
tations used for performing secure data transactions [18].

The Nonce structure of AES-CCMP employed in IEEE 802.11-2012 
is weak. The most common weaknesses are IC prediction and TMTO 
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attack. In the latest related works execution time has increased signifi-
cantly and a good cryptanalysis is not done on the presented methods. 
The best approach to develop Nonce structure in this procedure to avoid 
possibility of IC prediction is to generate random Nonce.

AES-CCMP 256 was proposed and it could provide a strong security 
mechanism and could mitigate some attacks being run on AES-CCMP 
but it is not optimized in terms of resource usage. Since mobile devices 
are almost new generation of technology that can connect to the Inter-
net and have data transfer in Wi-Fi, they have to follow the classic secu-
rity mechanism of AES-CCMP, which leads to speed reduction in Wi-Fi 
connections and makes them need battery charging.

2.8 � SUMMARY

The 802.11-2012 standard served a kind of network association called 
robust security network association (RSNA). RSNA construction uses 
AES in CTR mode by CBC MAC protocol. The AESCTR mode is em-
ployed for data encryption to prepare confidentiality. When CBC mode 
is used, MIC is created to support data integrity and authentication of 
the message.

In this chapter, definition of encryption in 802.11-2012, frame-
work of CCMP, issues of mentioned protocol in computer and mobile 
devices, and introduction of classification of encryption components 
used in 802.11-2012 were explained.



CHAPTER 3
Research Methodology

3.1 � INTRODUCTION

So far, in Chapter 2 it has been discussed that the AES-CCMP 256 con-
struction used in 802.11-2012 standard is strong enough in nonmobile 
devices in terms of security but is not optimized in resource usage and 
also AES-CCMP that is used in mobile devices has many problems. 
Providing security services increases the computation and hence energy 
consumption due to cryptographic algorithms [19]. The main purpose 
of the study is to find out the issues of the current encryption methods 
in 802.11-2012 when used in mobile devices and propose a method for 
increasing the speed of wireless connection in mobile devices by creat-
ing two modes of AES-CCMP. The first mode is used in mobile devices, 
which provides required security and increases the wireless connection 
speed. The other mode provides optimized resource usage for nonmo-
bile devices.

This chapter discusses the methodology of the study, explaining 
how to achieve the research objectives that are mentioned in Chapter 1. 
There is a list of activities needed to be followed, and they are divided 
into three phases. Besides, the hardware and software specifications that 
are used in this study are mentioned in this chapter.

3.2 � RESEARCH FRAMEWORK

Research framework starts with the first phase in which classic AES-
CCMP is implemented and coded. The implementation would be in 
counter mode. It does not use the AES block cipher directly to encrypt 
the data. Instead, it encrypts the value of an arbitrary value called the 
counter and then XORs the result with the data to produce ciphertext. 
Every component of AES-CCMP is analyzed and considered in imple-
mentation. The AES-CCMP security construction is relying on TK used 
and IC.
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Next phase would be creating new modes of AES-CCMP for mo-
bile devices. For this purpose the two optimized rounds of AES-128 are 
found in which the resource usage is optimized and security is provided. 
A proposed method in this section is analyzing different rounds of AES-
CCMP before reaching the 10th round and finding the optimized round 
in which security is provided. Since the round is before 10, there would 
be a great reduction in resource usage. Following the discussed phases, 
the output will be new modes named AES-MD (mobile devices). Using 
these modes will lead to higher-speed Wi-Fi connection in mobile de-
vices. Evaluating and testing will be done in this phase and the feedback 
is sent to the first phase.

The final phase would be creating optimized AES-CCMP 256 in 
nonmobile devices. AES-CCMP 256 construction used in 802.11-2012 
standard is strong enough in nonmobile devices in terms of security but 
is not optimized in resource usage. For this purpose AES-CCMP 256 is 
created by using AES-256 in the 10th round and then AES-CCMP 256 
is optimized in resource usage in nonmobile devices named AES-CCMP 
MC as the output of this phase. So far, it has been proved that in round 
10, the strong security required can be achieved for nonmobile devices 
and for optimization of resource usage. It will be checked whether AES-
CCMP 256 is cost-effective to run in lower rounds. Figure 3.1 shows the 
research framework.

3.3 � PROJECT REQUIREMENTS

This section lists the software and hardware requirements that are used 
in this research. Especially these hardware requirements must be pre-
pared for the proposed system to execute smoothly. The hardware and 
software requirements are mentioned in the following.

3.3.1 � Hardware Requirements
1.	 Processor: Intel® Core™2 Duo T6600 @ 2.67 GHz
2.	 RAM: 4.00 GB
3.	 System type: 64-bit operating system
4.	 Computer type: laptop
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3.3.2 � Software Requirements
1.	 Operating system: Windows 7 Professional Service Pack 1
2.	 Microsoft .Net Framework Version 4.0
3.	 Microsoft Visual Studio .Net 2012
4.	 Microsoft Excel 2010

Fig. 3.1.  Research framework.
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3.4 � DATA ANALYSIS

For implementing this research, the whole process from the beginning 
is implemented in C#. After implementing the classic AES-CCMP, two 
new modes will be suggested in this study that work for mobile devices 
based on experimental analysis. As explained before, the mobile devices 
have CPU, memory, and power limitation. The aim is to choose two 
modes of AES-CCMP before round 10, which satisfies the required se-
curity for mobile devices to speed up the Wi-Fi connection. The work 
can be divided into two parts. In the first part, the effect of 1-bit change 
of generated key in every 10 rounds will be analyzed and the optimized 
modes will be chosen. This method is chosen since reducing the rounds 
leads to optimization of resource usage and speed. In cryptography, the 
avalanche effect refers to a desirable property of cryptographic algo-
rithms, typically block ciphers and cryptographic hash functions. The 
avalanche effect is evident if  on slightly changing an input (e.g., flipping 
a single bit), the output changes significantly (e.g., half  the output bits 
flip). In the case of high-quality block ciphers, such a small change in 
either the key or the plaintext should cause a drastic change in the ci-
phertext.

In the second part, the avalanche effect on ciphertext using incremen-
tal key values will be analyzed in every 10 rounds to figure out which 
rounds have the lowest possibility of predictability. It has been proven 
that when half  of the bits are changed, the ciphertext has the least pre-
dictability. So, after the required modes are chosen based on mathemat-
ics, the required time for TMTO attacks on these optimized modes will 
be tested and finally the optimized modes will be suggested.

3.5 � SUMMARY

In this chapter, the research methodology has been discussed and clari-
fied, along with the software and hardware instruments that are used 
in this research. Research framework with three phases is illustrated to 
achieve research objectives that are mentioned in Chapter 1.



CHAPTER 4
Design and Implementation for Mobile Devices

4.1 � INTRODUCTION

Mobile devices are power- and resource-constrained and the wireless 
connection speed has not reached the required speed yet. Mobile devices 
have hardware constraints and they are designed so that they cannot 
support stronger hardware. They cannot upgrade their hardware, so the 
best cryptographic algorithm should be chosen for them that can work 
in most limited hardware, while the same is not the case for nonmobile 
devices.

As mentioned in Chapter  1, because AES-CCMP 128 is a strong 
cryptographic algorithm, it makes the mobile devices slow in Wi-Fi con-
nection, as the resources of a mobile device are limited. Considering 
the fact that the mobility characteristic of mobile devices restricts an 
attacker’s required time to hack the victim device and the session would 
be terminated whenever the location of mobile device changes. So there 
is a lack of balance between security level and resource usage that this 
study is aimed to investigate.

CCM Mode Protocol is an encryption protocol designed for wireless 
LAN products running in mobile devices as well as nonmobile devices 
that implements the standards of the IEEE 802.11-2012 amendment to 
the original IEEE 802.11 standard. CCMP is an enhanced data crypto-
graphic encapsulation mechanism designed for data confidentiality and 
based on the counter mode with CBC-MAC (CCM) of the AES stan-
dard. The confidentiality part of confidentiality, integrity, and authenti-
cation is provided by AES encryption; the integrity and authentication 
are provided by MAC. In this chapter, AES algorithm is only used to 
generate 128 random bits so that every block is different in 64 bits of 
1’s and 0’s with the next block. The encryption and decryption parts of 
AES are not used in the implementation part and they are out of the 
focus of this study. For message integrity part also CBC-MAC of AES is 
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used since it is more complex in comparison with hash function and also 
AES evaluates message integrity in parallel with encryption and that’s 
the advantage of using CBC-MAC rather than hash function since in 
hash function first encryption is done and then hashing occurs.

There are three differences in AES-ECB and AES-CCMP algorithm. 
In AES-CCMP the XOR process does the encryption part but in AES-
ECB the encryption is done by sub byte, shift row, mix Column, and 
add round key processes. Also in AES-ECB the input is the plaintext 
and the output is the ciphertext but in AES-CCMP there are two inputs: 
initial counter and the plaintext. Besides in AES-ECB there is a decryp-
tion component while there is no decryption component in AES-CCMP. 
Besides, in this chapter, the classic AES-CCMP is defined and the com-
ponents in implementation are identified. Every component function 
is described in detail in Chapter 2. Also, two optimized modes named 
Long Time (LT) and Short Time (ST) of AES-CCMP are suggested af-
ter analyzing all rounds of AES-CCMP. LT is suggested for longer Wi-
Fi connection (more than 2 h) and ST is suggested for shorter Wi-Fi 
connection (less than 2 h) in order to solve the mentioned problems in 
Chapter 2.

4.2 � AES-CCMP

CCMP uses CCM that combines CTR for data confidentiality and 
CBC-MAC for authentication and integrity. CCM protects the integ-
rity of both the MPDU data field and selected portions of the IEEE 
802.11 MPDU header. CCMP is based on AES processing and uses a 
128-bit key and a 128-bit block size. It uses CCM with the following two 
parameters:

•	 M = 8, indicating that the MIC is 8 octets (8 bytes)
•	 L = 2, indicating that the length field is 2 octets

Figure 4.1 illustrates the MIC calculation procedure in CBC-MAC 
structure. This procedure at first encrypts IV in the first block and after 
that message is XOR-ed by the encrypted IV. Then the XOR-ed message 
is encrypted with AES again. Encrypted outcome is employed as IV 
in following phase. In chaining of AES encryption and XOR MIC is 
created.
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4.3 � AES ENCRYPTION

Encryption in AES CTR mode starts with the computation of Nonce 
explained in detail in Chapter 2. This step is followed by creation of IC 
with joining Nonce, Flag, and CTR part. The structure of Nonce in IC 
is similar to Nonce structure in CBC-MAC. The IC value is used as the 
initial vector for AES CTR mode that runs repetitively with increasing 
the value of CTR in every round until finishing data included in MPDU 
is encrypted. The IC value as shown in Figure 4.2 is 128 bits, used as the 
initial vector for AES CTR mode that runs recurrently with increasing 
the value of CTR in each round until finishing data included in MPDU 
is encrypted. Also block format of IC that includes Flag, Nonce, and 
CTR is described in detail in Chapter 2.

Once MIC is calculated and attached to plaintext, the next step is 
data encryption of MPDU. The encryption method uses CTR mode 

Fig. 4.1.  802.11i CBC – MAC structure for authentication-integrity.

Fig. 4.2.  IC scheme.
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and begins by the data instantly following the CCMP header in the pat-
tern. Data that is encrypted substitutes the original data for the com-
plete data part and the MIC, resulting in encrypted MPDU prepared to 
transmit. The CTR is increased only one unit for each block.

In CTR mode, value of IC has been encrypted; then the 128-bit result 
is XOR-ed with the plaintext. Values of counter are increased one unit 
in every block.

CTR is increased and process is repetitive to create the following ci-
phertext block. Process operates repetitively till encryption of cipher-
text is finished. Therefore, in CTR mode, security of the construction is 
dependent on key that is used and the IC value. The focus of this study 
is on the encryption part that provides the confidentiality. Figure  4.3 
shows the processes of AES-CCMP encryption.

Different components of AES-CCMP are related to either data prep-
aration or counter preparation. Figure 4.4 shows this relation.

4.4 � KEY EXPANSION OF AES

User enters the cipher key that can be very simple and easy to guess and 
also less than 128 bits. The key expansion of AES receives the entered 
key as the input and if  it is less than 128 bits, it adds pad at the end of 
the key to make it 128 bits and performs a key expansion routine to 

Fig. 4.3.  AES-CCMP encryption process.
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generate a key schedule (Figure 4.5). The key expansion generates a total 
of Nb(Nr + 1) words: the algorithm requires an initial set of Nb words, 
and each of the Nr rounds requires Nb words of key data. The resulting 
key schedule consists of a linear array of 4-byte words, denoted [wi], 
with i in the range 0 < i < Nb(Nr + 1). Figure 4.6 contains the pseudo-
code for key expansion.

As long as the key bit increases, the number of rounds the key expansion 
requires increases. For AES 128, the key expansion requires 10 rounds. In 
AES 256, the algorithms divides the 256 bits into 2 blocks of 128 bits 
and 14 rounds would be required for key expansion in the 2 blocks. Each 

Fig. 4.4.  The relation between different components of AES.

Fig. 4.5.  Key generation.
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block consists of 128 bits, round 7 times in this case. Hence, the complex-
ity of the key has become less. For example, if  the key being entered is all 
0’s, in the first round of AES 128, every key bit remains 0’s and in the sec-
ond round, all 0’s will completely change but in the same example in AES 
256, in the first round, the first block of 128 bits are all 0’s and also in the 
second round the other block of 128 bits goes 0 and from third round, 
they start to change. It means in the second round of AES 256, the key is 
still very weak and easy to guess. The longer the key length, the less is the 
complexity of the output key of key expansion in each round. Increasing 
the key length reduces the possibility of brute-force attack (from 128 to 
192 bits, e.g.) and adding 2 rounds to the algorithm when changing from 
128 to 192 bits is for compensating the reduced complexity of the key.

4.4.1 � Counter
The counter as shown in Figure 4.2 increases only one unit for each block 
depending on the size of MPDU, and an increase in CTR leads to an in-
crease of IC. The 2 bytes of hex in CTR can get the number from 0 to 216.

4.4.2 � Convert Input Into Byte
Whatever data file the user wants to encrypt, whether it’s a string, image, 
audio, or video, it should be converted into byte, because AES accepts 
only byte. So a convert input into byte function is required (Figure 4.7).

Fig. 4.6.  Pseudocode for key expansion.
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4.4.3 � Array Copy
After the counter is increased one unit, array copy replaces the increased 
counter with the previous counter in initial counter and as a result the 
initial counter increases for one unit (Figure 4.8).

4.4.4 � Block Counter
The block counter receives the 128-bit blocks and counts how many 
128-bit blocks are available. In case any block is less than 128 bits, the 
add pad function will be called (Figure 4.9).

4.4.5 � Add Pad
The add pad function operates when the number of  bits in a block is 
less than 128 or is not a multiplication of  128. It adds pad at the end 

Fig. 4.7.  Pseudocode for convert input into byte function.

Fig. 4.8.  Pseudocode for array copy function.
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to make the number of  bits equal to 128 or a multiplication of  128 
(Figure 4.10).

4.4.6 � Convert Data Byte to Block Byte
This function defines a two-dimensional array in which the rows are 128 
bits and the columns are the same number as “block counter” output 
number (Figure 4.11).

Fig. 4.10.  Pseudocode for add pad function.

Fig. 4.9.  Pseudocode for block counter function.
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4.4.7 � Encryption
Block byte is a two-dimensional array with the size of (16, data 
length/16). It is needed to XOR each row in the corresponding 128-bit 
ciphertext separately (Figure 4.12).

Fig. 4.11.  Pseudocode for convert data byte to block byte function.

Fig. 4.12.  Pseudocode for encapsulation function.
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4.4.8 � Convert Block Byte Plaintext to Array Byte
The data should be in a form of one-dimensional array for the receiver 
part to be acceptable (Figure 4.13).

4.4.9 � Convert Byte to Output
The receiver is supposed to see the audio, video, string, or whatever he or 
she is expecting to see, so the output cannot be shown as byte. Therefore, 
a convert byte to output function is needed (Figure 4.14).

Fig. 4.14.  Pseudocode for convert byte to output function.

Fig. 4.13.  Pseudocode for convert block byte plaintext to array byte function.
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4.4.10 � Decryption
The decryption process is same as encapsulation with only one differ-
ence – it XORs the data with ciphertext block byte instead of plaintext 
block bytes (Figure 4.15).

4.4.11 � AES Object
In this part an object from the class of  AES with the defined key 
size of  128 is identified that inherits its properties from AES. Later 
this object named b is ciphered with the key and the results will be 
given to the ciphertext. The ciphertext is empty at the beginning 
(Figure 4.16).

4.5 � ANALYSIS OF AES ENCRYPTION AND DECRYPTION IN 
ROUNDS LOWER THAN 10

Round 10 has the optimized avalanche effect for diffusion and confu-
sion and that is why it has been chosen as the number of rounds for AES 
128 to run through. From round 11 and above it has fixed values. It has 
been tested that from round 2 and above, since rounds are correspond-
ing, encryption and decryption can be done. The only difference is in the 
first and last rounds, but since they keep rounding they keep replacing 
and corresponding blocks neutralize each other. In AES-CCMP there 
is no encryption and decryption phase since encryption is done through 
an XOR process and XOR is reversible so it gives the initial state. It is 

Fig. 4.15.  Pseudocode for decryption function.
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obviously possible to work in other rounds as well. AES-128 has been 
broken in the seventh round. In order to break seven-round AES-128, 
about 280 chosen plaintexts are needed; besides, the time and memory 
complexities are 2127; thus, seven-round encryptions and 265 blocks of 
memory of 128 bits, respectively, are required.

4.6 � ANALYSIS

The new method suggested in this study is going to work for mobile de-
vices. As explained before, the mobile devices have CPU, memory, and 
power limitation. The aim is to choose a mode of AES-CCMP before 
round 10, which satisfies the required security for mobile devices to speed 
up the Wi-Fi connection. The work can be divided into two parts. In 
the first part, the effect of 1-bit change of IC in every 10 rounds will be 
analyzed and the optimized modes will be chosen. This method is chosen 
since reducing the rounds leads to optimization of resource usage and 
speed. In the second part, blocks having incremental IC values and dif-
ferent keys will be analyzed in every 10 rounds to figure out which rounds 
have the lowest possibility of predictability. It has been proven that when 
half of the bits are changed, the ciphertext has the least predictability.

So, after the required modes are chosen based on mathematics and 
modeling, the required time for time–memory trade-off  (TMTO) attacks 

Fig. 4.16.  Data flow in encryption phase of AES-CCMP.
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on these optimized modes will be tested and finally the optimized modes 
will be suggested.

As shown in Table 4.1, the CPU, RAM, and power of a sample lap-
top is almost twice more than a mobile and since laptops have greater 
resources, they are able to run AES-CCMP round 10, in higher speed in 
comparison to mobile devices. They are stationary, so it is easier for a 
hacker to maintain the session connection with these devices. It can be 
concluded that mobile devices weaker in resources and having mobility 
are not as easy as laptops to be hacked and the security they need is not 
the same as that required by stationary devices.

4.6.1 � Generated Key Analysis
The key length used in CCMP is 128 bits. Users usually tend to enter 
easy keys that surely are not 128 bits. So, a key generator can be used to 
create 128 bits based on what user has entered. Another method can be 
adding pads at the end of the key being entered, to make it 128 bits. In 
this section, the generated key for each 10 rounds of AES-CCMP will 
be changed 1 bit after the encryption to see the avalanche effect on the 
outputs of AES-CCMP. The results will be compared with each other 
and this method will be done on 500 keys that are different in 1-bit value. 
Then the different bits will be counted. This method is applicable from 
round 1 to round 10. The average of the results for every 10 rounds in 
500 samples of 1-bit change in the key in the output of every two neigh-
bor blocks is available in Table 4.2.

From the graphs in Figure 4.17, it can be inferred that, from round 
3 and above the required modes have emerged. The required modes are 

Table 4.1  Comparison Between Resources of a Sample iPhone and MacBook Pro

Apple Brand CPU (GHZ) RAM (GB) Power

Mobile (iPhone 5) 1.3 1 Talk time: up to 5 h on
Standby time: up to 10 days

Laptop (MacBook Pro) 2.3 2.6 Up to 10 h wireless web
Up to 30 days standby time

Table 4.2  Percentage of Avalanche Effect in 1-Bit Change of Generated Key

3.06 12.77 50 49.93 50.42 50.27 49.92 50.73 49.75 49.43
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those in which 50% have differed. Those rounds below round 3 are not 
suitable for our target in AES-CCMP since a hacker can easily capture 
some ciphertexts in these rounds and understand the pattern and in a 
short time he or she can obtain the key and the plaintext. For the rounds 
below round 3, the TMTO analysis is not needed.

4.6.2 � Ciphertext Analysis Based on Incremented Key Values
In this part data that is big enough to be divided into several blocks 
is considered. The data is 64 A’s together that is being divided into 4 
blocks. Each block will be encrypted with different keys, but the keys are 
generated by incremental values. The values of the ciphertext of each 
block will be compared with each other (Table 4.3).

From Figure 4.18 it can be inferred that from round 3 and above the 
graph shapes a line. Those are the rounds that define 50% bit difference 

Fig. 4.17.  Percentage of avalanche effect in 1-bit change of generated key.

Table 4.3  Percentage of Avalanche Effect in the Ciphertext Based on Incremental Key

Round 1 Round 2 Round 3 Round 4 Round 5 Round 6 Round 7 Round 8 Round 9 Round 10

22.64 36.09 49.93 49.74 50.33 50.99 50.05 49.95 50.27 49.76
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in the ciphertext output of neighbor blocks. Considering both analyses 
two rounds will be omitted.

4.7 � RANDOMNESS OF THE VALUES

The NIST Test Suite is a statistical package consisting of 15 tests that 
were developed to test the randomness of sequences produced by either 
hardware- or software-based cryptographic random or pseudorandom 
number generators. These tests focus on a variety of different types of 
nonrandomness that could exist in a sequence. Two of these tests – the 
frequency test and the runs test – are applicable for this study.

The gained values have been tested with frequency (monobit) test 
for each round from round 5 to 10. The n value that is the length of  the 
bit string in this test is set to 64,000 (500 values × 128). The purpose of 
this test is to determine whether the number of  1’s and 0’s in a sequence 
are approximately the same as would be expected for a truly random 
sequence. The test assesses the closeness of  the fraction of  1’s to half  
of  the values. If  the P-value is ≥0.01, where P stands for possibility, 
then it’s random; otherwise it is not random. Table 4.4 contains these 
results.

Fig. 4.18.  Percentage of avalanche effect in 1-bit change of key.
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Also the randomness has been checked with runs test. The focus of 
this test is on the total number of runs in the sequence, where a run is 
an uninterrupted sequence of identical bits. A run of length k consists 
of exactly k identical bits and is bounded before and after with a bit of 
the opposite value. The purpose of the runs test is to determine whether 
the number of runs of 1’s and 0’s of various lengths is as expected for a 
random sequence. In particular, this test determines whether the oscilla-
tion between such 0’s and 1’s is too fast or too slow. The results of runs 
test are shown in Table 4.5.

4.8 � ATTACK ANALYSIS

Brute force and TMTO are two possible attacks that should be 
investigated.

4.8.1 � Brute-Force Analysis
Because of using AES, the key length in AES-CCMP is 128 bits. So, 
the AES-CCMP can stand against the possibility of brute force since 

Table 4.5  Results of Runs Test

Rounds P-Value Result

Round 5 0.68950430471634 SUCCESS

Round 6 0.639039918371475 SUCCESS

Round 7 0.252409795948376 SUCCESS

Round 8 0.0434546538662177 SUCCESS

Round 9 0.571890263258181 SUCCESS

Round 10 0.963969343054186 SUCCESS

Table 4.4  Results of Frequency Test

Rounds P-Value Result

Round 5 0.751829634045849 SUCCESS

Round 6 1 SUCCESS

Round 7 0.599426279295864 SUCCESS

Round 8 0.552919624971049 SUCCESS

Round 9 0.428291855444894 SUCCESS

Round 10 0.414216178242525 SUCCESS
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an attacker must test 2128 different keys; the time taken for this is about 
584,942,417,355 years (for a device that checks 264 permutations per 
second). So 128-bit key can be used to encrypt all the packets of one 
message standing against the brute-force attack and that is why the key 
length used in this study is 128 and is not changed and all focus is on 
number of rounds.

4.8.2 � TMTO Analysis
In this attack, attacker tries to make a balance between time and 
memory usage. In general, two solutions for finding n-bit key are 
existent:

1.	 Exhaustive key search: In this method, the usage of memory is zero. 
But the role of time is significant, and the attack should be done 2n−1 
times (time = 2n−1, memory = 0). An example of such an attack is 
brute-force attack.

2.	 Precomputation: In this method, if  C = E(P, K), then 2n possible 
keys are created. So, the memory usage is maximum value and 
it is equal to 2n. But the time needed for attack is decreased to 1 
(memory = 2n · time = 1).

TMTO attack lies between the first and second modes and TMTO 
approximately requires T  =  t2 times (N1/3 operations per each table), 
M = mt words of memory (N1/3 tables, each table with m = N1/3 words). 
Also, the value of N is equal to MT2 [N = 2n (possible solutions of key)]. 
Letting m = t = N1/3 results in M = T = N2/3. So, the effective length of 
n-bit key is reduced to 1/3, which is equal to 2n/3. Below is the formula 
of TMTO based on rounds. Table 4.6 shows the required time of TMTO 
attack on remaining rounds.

1.	 AES 128 uses 10 rounds, AES 192 uses 12 rounds, and AES 256 uses 
14 rounds.

2.	 Equation: R = 6 + [(key length(n)/64) × 2], where R is the number 
of rounds.

3.	 Equation: TMTO = 2(2/3)×n, where n is the key length.
4.	 TMTO = 22/3(64×(R−6)/2), replacing n with R.

The instruction per second in iPhone 5 is 13 × 108, so the gained re-
sults are TMTO divided by instruction per second in iPhone 5. Table 4.6 
shows these results.
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According to Table 4.6, the recommended mode of AES would be 
round 8 as ST that takes the attacker 1 h and 42 min to perform TMTO 
attack in this round and it is recommended for less than 2-h usage of 
mobile devices and also for higher time of mobile usage the recommend-
ed mode would be round 9 as LT that takes an attacker 447 years and  
10 months to perform TMTO attack in this round and it is recommended 
for higher than 2-h mobile usage. The progressive difference in 
mathematical calculation of rounds 8, 9, and 10 makes the result of cal-
culation so different. Table 4.7 introduces the suggested modes.

4.9 � SUMMARY

The implementation of standard AES-CCMP is explained and the dif-
ferent parts of implementation are introduced. After reviewing problems 
of AES-CCMP in mobile devices, in this chapter a solution is provided. 
Three analyses based on 1-bit change of IC and 1-bit change of key in 
different rounds and interblocks and also attack analysis are done, sup-
ported with required data and graphs in which the reasons of properness 
and strength of the three proposed modes are analyzed.

Table 4.6  TMTO Required Time on Rounds 5–10

Round TMTO (s) TMTO/IPS

Round 5 2−21 0

Round 6 1 0

Round 7 2,581,896.969 0

Round 8 6.66 × 1012 1 h and 42 min

Round 9 1.84 × 1012 447 years and 10 months

Round 10 285 938,609,842 years and 8 months

Table 4.7  AES-CCMP Proposed Modes

Mode 0 No Encryption In Case the Data Is Not Confidential

Mode 1 (ST) Round 8 Less than 2-h usage

Mode 2 (LT) Round 9 More than 2-h usage



CHAPTER 5
Conclusion

This chapter gives a general overview of the research and reviews the 
results of mentioned research. Also, the limitations in this project and 
recommendations for future research are presented.

Nowadays, different users are using wireless technology and a wide 
range of wireless devices such as PCs, laptops, tablets, and Fables can 
be found. Although this technology is being generally used, different 
devices have different capabilities in the usage. Since wireless networks 
have more vulnerabilities than other types of computer networks, pre-
paring security in wireless local area network is essential. The security 
mechanism chosen for different devices may differ. A satisfactory secu-
rity technique in wireless network is a balance between data security and 
network performance. The new mobile devices need security for the data 
transmission on the Internet, so the necessity of following security algo-
rithms and protocols for encryption and decryption of the data becomes 
more and more important. For this purpose, the new devices have to 
follow the existing security protocols that are designed and implemented 
on nonmobile devices for Wi-Fi connections. IEEE 802.11-2012 encryp-
tion technique provides strong security mechanism in computer systems 
but it is not optimized in the usage of resources. Besides, in mobile de-
vices that are power and resource constrained, the wireless connection 
speed decreases. The level of security provided in AES-CCMP is too 
strong for mobile devices since the mobility characteristic of mobile de-
vices restricts the time required by an attacker to hack the victim device 
and the session would be terminated whenever the location of mobile 
device changes. So there is a lack of balance between security level and 
resource usage, which has been investigated in this study.

This study focuses on security models of the 802.11 standard that is 
named 802.11-2012. Emphasis of proposed technique is on confidenti-
ality from CIA triangle and the focus of the study is on mobile devices. 
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Besides, this study proposes different modes of AES-CCMP for differ-
ent durations of usage of mobile devices and investigates resource usage 
in nonmobile devices.

5.1 � PROJECT ACHIEVEMENTS

This section provides an overview of scope, objectives, purpose, and dec-
laration of problems that are defined in Chapter 1. Then, the results are 
reviewed from the researches.

5.1.1 � Overview of the Study
The aim of this research was to determine issues of the current encryp-
tion methods in 802.11-2012 used for mobile devices and to differentiate 
modes of AES-CCMP for nonmobile and mobile devices for optimiza-
tion of the technique and for speeding up network usage. The objectives 
were to create two modes for AES-CCMP: one for portable systems that 
have resource limitation such as tablets and phablets, and another for 
systems that do not have resource and power limitation such as PCs and 
laptops.

In addition, this research used C# language for implementation of 
AES-CCMP and to compare different rounds of it changing 1 bit of IC 
and 1 bit of key.

In addition, this research used C# language for implementation of 
proposed method.

5.1.2 � Review of the Results
The following conclusions can be drawn based on the findings of study:

1.	 Execution time: In mobile devices using AES-CCMP in rounds 
8 and 9 speeds up the execution time 20% than when using round 
10; for nonmobile devices, the execution time of classic AES-CCMP 
and AES-CCMP 256 is same and the proposed method has the same 
execution time as the classic method, although the security is strong 
when using AES-256.

2.	 Memory usage: Reducing two rounds of AES-CCMP, the memory 
usage would decrease 10–20% in comparison to round 10. The 
memory usage for nonmobile devices in AES-CCMP 256 does not 
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increase much compared with that in classic AES-CCMP (about 
1%), which can be ignored. It can be claimed that two different 
algorithms use the same memory.

3.	 Security strength: In mobile devices AES-CCMP in rounds 8 and 9 
is less secured than that in round 10 but the required security level 
is sufficient in relation to the kind of device and its specification 
of usage. Mobile devices have peer-to-peer connection, so it is 
most probable to disconnect a session during some hours, but 
in server–client topology of nonmobile devices the session is 
rare to disconnect. AES-CCMP 256 algorithm for nonmobile 
devices is resistant to all the known threats such as brute force, 
spoofing, replay, injection, etc. Besides, the method is resistant 
to precomputational attacks, a feature which is completely an 
opposite of classic method that is vulnerable to these kinds of 
attacks, especially TMTO attack, and that is why AES-CCMP 
256 is recommended.

5.1.3 � Implication of the Results
The results of this study indicate that using AES-CCMP in lower rounds 
for mobile devices makes them faster in network connection and satisfies 
the required security for them. In nonmobile devices AES-CCMP 256 
can be optimized in resource usage using nine rounds but reducing one 
round is not efficient considering the costs of changing the protocol.

5.1.4 � Limitation of the Study
In implementing this project, some limitations exist. The most impor-
tant ones are lack of standard simulator for 802.11-2012 and limitation 
of hardware implementation of AES-CCMP.

As mentioned, lack of existing standard simulator for the mentioned 
method makes the whole project to implement and simulate from the 
base. Also, because of limitation of usage of OPNET simulator soft-
ware, the simulation and implementation of proposed method in net-
work environment is not possible. On the other hand, different mobile 
devices use different operators such as windows phone, Android mo-
bile, IOS, Ubuntu, webOS, etc.; it was not possible to test the suggested 
method in all platforms, so it has been tested in only one platform that 
is windows based.
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5.2 � RECOMMENDATIONS

This section will present the recommendations based on both results 
and future research.

5.2.1 � Recommendation Based on Results
It has been proved that nonmobile devices are going toward 256-bit key 
in AES-CCMP. It is recommended to test whether mobile devices can 
go toward 256-bit key in AES-CCMP as well. Mobile devices can also 
connect to nonmobile devices, so it is better to be homogeneous to be 
simple to connect.

�5.2.2  Recommendation for Future Research
1.	 This method can be used in Multimedia Messaging Service (MMS).
2.	 This method can be tested in all mobile operating systems and 

nonmobile operating systems.
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