MpexxoB npoTtokon IPv6



[ lpegnocTaBKK 3a npexoaa

[TpexoabT KbM IPV6 € HensbexeH.
IPv4 apgpecute ca Ha usdeprnsaHe.

IPv6 He e obpaTHO cbBMecTUM c IPv4,
HeobXxoanMKM ca MPOMEHN B MPEXOBM
YCTPOUCTBA U YCnyru.

TpyaoHocTu Npu egHoBpeMeHHa paboTta Ha |IPv4 n
IPVO, KOATO € HanoXxutenHa B Ab/rna npexoaeH
nepuoa.



[Togobpenuns B IPV6

Cnopen RFC 4291: agpecHOTO NpOCTPaHCTBO OT
32-6uToBo cTtaBa 128-6utoBo: 232 (4.3 x 10°) cly
2128 (3.4 x 1038).

ABTOKOHurypupaHe. RFC 4862 gpedpuHupa
aBToMaTtn4Ho (plug-and-play) npuceosiBaHe Ha
agpec 6e3 nomouita Ha DHCP cbpBbp KaTto B
IPv4.



Header

B IPv6 e no-onpocTteHo ot |IPv4; ¢ doukcnpaHa
OobmknHa 40 banta (RFC 2460):.

- 2 * 16-byte IPv6 agpeca;
- 8 bauTa apyra nHdopmauus.
[10-0Bbp30 1 rnecHo obpaboTBaHe Ha NakeTUTe.



[Tpnmep Ha IPv6 Packet Header

B Internet Protocol version 6

version: 6
Traffic class: 0x00
Flowlabel: 0x00000
Payload length: 24
Next header: TCP (0x06)
Hop Timit: 64
Source address: 2001:0:53aa:64¢:0:77Ff:b85¢:4985
Destination address: 2001:200:0:8002:203:47ff:fea:3085
4 Transmission Control Protocol, Src Port: 51001 (51001), Dst Port: http (80), Seq: 0, Len: 0




CTpyKTypa Ha 3arnaBumeTo

Version (4) | Traffic Class (8) Flow Label (20 bits)

Payload length (16) Next Header (8)

Hop Limit (8)

Source Address (128 bits)

Destination Address (128 bits)




[lopabpxa IPsec

IP security (IPsec) cbabpxa npoToKoNnu 3a
ayTeHTUKauua Ha nanpatlladya 1 rapaHTupaHe Ha
noaHHuTe B |IP komyHukauuuTe:

- Encapsulating Security Payload (ESP);
- Authentication Header (AH);

- Internet Key Exchange (IKE).

IPsec e 4acT ot IPV6.

3aabikuteneHd e |IPsec 3a 3awmTta Ha Mobile
IPve n OSPFV3.



Mobile IPv6

MIPv6 nogabprka roaming 3a MOOUITHN Bb3Nu
(RFC 3775).

MIPv6 nanonssa Neighbor Discovery (RFC 4861),
3a [a pelwuu npobrnema ¢ NPexXBbPIIAHETO

(handover) Ha MpeXXoB Crou U onTuMmn3auns Ha
mapuwpyTa (RFC 4449).



Quality of Service (Qo0S)

IP TpeTunpa BCUYKM NakeTn eaHakBo — best effort.

TCP (Transmission Control Protocol) rapaHTtupa
OOCTaBAHETO, HO HE KOHTPOJSIMPA 3aKbCHEHME,
4YeCTOTHa NeHTa u T.n.

Q0S — onuuun 3a BbBEXOJaHe Ha NONMUTUKU U
NPUOPUTETU Ha TpaduKa.

IPv4 n IPv6 cxoaHn Q0S Bb3MOXHOCTU:
Differentiated Services u Integrated Services.



QoS

B IPv6 header uma gBe noneta 3a QoS:
- Traffic Class u
- Flow Label.

Traffic Class e paswmpeHo no-npeumnsHo
andepeHUnpaHe Ha pasnUYHUTE TUMOBE

TpaguK.

HoBoTo Flow Label none - cbabpxa eTUKET 3a
noeHTndounumpaHe nnm NPUOPUTETU3INPAHE Ha
onpeaeneH NoTok ot nakeTn kato VolP unu
BUOEOKOHEPEHLNN, HYYBCTBUTESTHN KbM
BPEMETO Ha JOCTaBsIHE.



|IPv6 Extension Header

Version

Traffic Class Flow Label

Payload Length Next Header

Hop Limit

Source Addres

Destination Address

“Next Header Length

v

33

Extension header content

Next Header . Length

/) Extension header content

I

-

Upper Layer Packet Header
(TCP, UDP, etc.)



|IPv6 Extension Header

Extension Header

| Type |

Hop-by-hop Options 0 used for options that apply to intermediate routers
Routing 43 used for source routing

Fragment 44 processed only by the final recipient

Destination Options 60 used for options that apply only for the final recipient
Authentication header (AH) b1 used for IPsec integrity protection

Encapsulating Security Payload | 50 used for [Psec integrity and confidentiality protection
(ESP)

Mobility 135 | used for managing mobile IPv6 bindings




Jumbograms

RFC 2675 gedpuHnpa IPv6 Hop-by-Hop Option -
jumbograms, IPv6 nakeT c none 3a gaHHu
(payload) > 65 535 okTeTa.

Baxu 3a |IPv6 nHtepdeuncu, konto morat ga
noemar Kagpwu c TakmBa OAbIKUHU (>= 1 gbps).

16-6uT none Payload Length (B IPv6 Header) =0
Cnepn ToBa:



Jumbograms

Option Type (8-bit) = C2 (1100 0010)
Opt Data Len (8-bit) = 4

Jumbo Payload Length (32-bit) usano 4ucno.
Jumbograms = 65 536 bytes 1 goa He ca
doparMeHTUpaHu.



IPv6 Fragment Extension Header

B IPV6 dfpparmeHTUpaHETO Ha NakeTUTe cTaBea
oLLE NPUN N3TOYHUKA.

B IPv4 pyTepbT dpparmMeHTUpa nakeTa, korato
MTU Ha cneaBawmna kaHan e no-manbK. AKO
OTCpPELla HE Ce Bb3CTaHOBW OPUTMHAlHUSA
NakeT, cecusaTa ce pasBans.

B IPv6 Bcekn xocTt nanonssa Path Maximum
Transmission Unit (PMTU) Discovery, 3a aa
Hay4dun pasmepa Ha MTU no nbT4, 3a Ooa He ce
Hanara pparmMeHTupaHe.



IPv4 vs. IPV6

Property IPv4 | IPV6
Address size and 32 bits, 128 bits,
network size network size 8-30 bits network size 64 bits
Packet header size 20-60 bytes 40 bytes

Header-level extension

limited number of small IP options

unlimited number of IPv6
extension headers

Fragmentation

sender or any intermediate router
allowed to fragment

only sender may fragment

Control protocols

mixture of non-IP (ARP), ICMP,
and other protocols

all control protocols based on
ICMPVE

Minimum allowed MTU

576 bytes

1280 bytes

Path MTU discovery

optional, not widely used

strongly recommended

Address assignment

usually one address per host

usually multiple addresses per
interface

Address types

use of unicast, multicast, and
broadcast address types

broadcast addressing no longer
used, use of unicast, multicast
and anycast address types

Address configuration

devices configured manually or
with host configuration
protocols like DHCP

devices configure themselves
independently using stateless
address autoconfiguration
(SLAAC) or use DHCP




IPv4 vs. IPV6

32-bit IPv4 address

YYY | YYY

YYY|YYY

= 8 bits

(Resulting in 4,294,967,296 unique |IP addresses)

128-bit IPv6 address

-+

Network prefix

(Describes network location)

Interface ID

(Provides unique identifying number)

XX XX

XXXX

XXXX

XXXX

XXXX

XXXX

XX XX

XXXX

XXXX

= 16 bits

(Resulting in 340,282,366,920,938,463,374,607,432,768,211,456 unique |IP addresses)




IPV6 agpecupaHe

IPv6 agpec (npumep):
2001:0db8:9095:02e5:0216:cbff:feb2:7474
8 LWecTHageceTU4YHU Ynucna, pasgerneHun c .

8*16 =128
< 128 bits >
+— 7 bits > 64 - n bits —» | 64 bits >

Network Prefix Subnet ID Host ID
| | |




dopmaTt Ha |IPv6 agpec

MpexoBuart npedukc (network prefix) —
noeHTuduympa gageHa Mmpexa unm crneunanen
agpec. INpuceosea ce ot ISP (PA) nunu RIR (PI).

NoeHTndukaTopbT Ha nogmpexaTta (subnet ID) —
Bpb3Ka BbTPE B MpeXoB 00eKT. [1lpucBosiBa ce
OT aAMUHUCTpAaTopa Ha obekTa. EanH obekT = 1
subnet IDs. Onpegena Ha KON MPEXOB CEMMEHT
npuHaaneXxun gageH XocrT.

host ID ngpeHTnduumnpa KOHKpETEH Bb3er B
MpeXaTa — KOHKpeTeH HeroBs MHTepdrenc.



[Tpedoukcu B IPV6

MpexoBuat npedoukc (RFC 4291) e aHanormnyeH
Ha o3HayeHueTo ¢ “/” Ha SM B IPv4:

IPv6 address/prefix length
Hanpumep agpec c 32-bit mpexxoB npedUKc:
2001:0db8:9095:02e5:0216:cbff:.feb2:7474/32



Anokauunsa Ha |IPvo npedukeu

IPv6 (nogobHo Ha IPv4) ce npucsosBat oT RIRs u
ISP.

[‘onemunte nposangepu (LIRs) moraTt ga nony4ar
npeduKkc ¢ MMHMManHa ObimknHa 32 bura:

- Han-ctTapwmnTe 32 buTta ca MpexoBust NPePUKC;

- ocTaHanute 96 buTa ca Ha pasnosoXeHne Ha
agMUHUCTpPAaTopa 3a pasagaBaHe Ha subnet ID-Ta
n 3a host ID.



32-61TOB MpeXXoB npedounkc

— Dbhis —»| ¢ 96 bits

2001:0db8: 9095:02e5: 0216:cbif feb2:7474

Network Prefix Subnet ID Host ID




48-61TOB MpeXoB npedounKc

[TpaBuTencTeeHn, obpasoBateniHm (CY), TbproBCcKu u
Op. opraHusaunm obnKHOBEHO nosyyasaT OT
ronemute ISPs (PA) nunu ot RIRs (PI) 48-6utoBu

anokauuu (/48), octaesankmn 80 buta 3a subnet ID u
host ID.

— 48hits —* < 80 bits

2001:0db8:9095: 02e5: 0216:cbff:feb2:7474

Network Prefix Subnet ID Host ID




64-0MTOB MPEXOB NpemduKc

64 bits > | < 64 bits

2001:0db8&:9095: 02e5: 0216:cbff-feb2:7474

Network Prefix Subnet ID Host ID




3anuc Ha IPv6 agpecu

3a [a ce ynecHu 3anmcBaHETO Ha afpecu,
CbObpXally HYMnn, Te ce Komnpecupar no
onpenerneHu npasuna.

" - edHa nnn nose4ve 16-0MTOBU rpynn OT HYNK;
3a KoMnpecupaHe Ha BoaeLUU 1NN 3aBbPLLBALLA
HYnW.

.." MOX€ Oa ce NosBu caMo BeOHBbX B agpeca.
Hanpumep:



3anunc Ha IPv6 agpecu

2001:DB8:0:0:8:800:200C:417A unicast
FFO01:0:0:0:0:0:0:101 multicast
0:0:0:0:0:0:0:1 loopback
0:0:0:0:0:0:0:0 unspecified
Ce npeacraBsr:
2001:DB8::8:800:200C:41/7A
FFO1::101
1



3anunc Ha |IPvb agpecn n npedukeu

NMPABWUJTHO npeactaBaHe Ha 60-bit npeduKc:
2001:0DB8:0000:CD30:0000:0000:0000:0000/60
2001:0DB8::CD30:0:0:0:0/60
2001:0DB8:0:CD30::/60



3anuc Ha IPv6 agpecu n npedukcu

HEIMPABWIJITHO npeacraesHe Ha 60-bit npedukc:

2001:0DB8:0:CD3/60 B 16-bit yncrno ot aagpeca
ce nponyckaT BoaeLln (He3Ha4velln) Hynm, HO He
N KpauHU (3Ha4YeLLn) Hynu

2001:0DB8::CD30/60 agpectT BNsABO OT "/ No-

CKOpO €:
2001:0DB8:0000:0000:0000:0000:0000:CD30

2001:0DB8::CD3/60 agpectwT Bngso ot /" no-
CKOpO e:

2001:0DB8:0000:0000:0000:0000:0000:0CD3



Tunose |IPv6 agpecwn

Loopback 00...1 (128 bits) :1/128
Link-Local 1111111010 FE8O0::/10
unicast




Hama Broadcast agpecwu

Broadcast agpecu He ca agedouHupaHu B IPvO.

Multicast agpecupaHeTo B IPV6 noema doyHKUMNUTE
n Ha broadcast.

PasnpeneneHue Ha IPv6 agpecHOTO NpOCTPaHCTBO:

http://www.lana.org/assignments/ipv6-address-space/ipv6-
address-space.xhtml

Anokauun mexagy RIRs:

http://www.lana.org/assignments/ipv6-unicast-address-
assignments/ipv6-unicast-address-assignments.xhtmi



Unicast agpecwu

|IPv6 unicast agpecute, nogodHo Ha IPv4 CIDR,
nMaT NpemunKcn ¢ NPON3BONHN ObIMKUHN.

EonH Bb3en B IPV6 Mpexa nma noseve nnm no-
Manko 3HaHWe 3a BbTPeLUHaTa CTPYKTypa Ha
agpeca (ganu e XocT unun pyTtep).

Moxe ga ce cmsATa, Ye aapechT HAMa BbTpeLluHa
CTPYKTYpa:




Unicast agpecu

Bb3enbT MOXe da € HAasCHO C ObIKMHaTa Ha
npedukca n:

n bits 128-n bits



Interface ID

NoeHTudpumkatopute Ha nHrtepdoemncu B IPv6
TpsibBa Aa ca YHUKarHU B paMKUTe Ha subnet
prefix.

Bcunyku unicast agpecu ¢ nsknoveHne Ha
3anoysalumTe ¢ ¢ aBounyHa ctonHocTt 000
Interface IDs ca 64 outa B Modified EUI-64

doopmar.



EUI-64. company_id.

"u" - universal/local,
"g" — Iindividual/group
"c" — company_id.

"u" = 0 camo ako agMUHUCTPATOPBLT caM KoHUrypupa
agpecu.



Link-local agpecu




[ Tpnmep

[root@shuttle ~]# ip a

1: lo: <LOOPBACK,UP,LOWER UP> mtu 16436 gdisc
nogqueue

link/loopback 00:00:00:00:00:00 brd
00:00:00:00:00:00

inet 127.0.0.1/8 scope host 1lo
inet6o ::1/128 scope host

valid 1ft forever preferred 1ft
forever



2

[Tpumep (npoa.)

ethO: <BROADCAST,MULTICAST,UP, LOWER UP> mtu
1500 gdisc pfifo fast glen 1000

link/ether 00:16:17:b2:0e:96 brd
ff:ff:fft:ff:£ff£: £

inet 62.44.109.11/26 brd 62.44.109.63 scope
global ethO

inet6 2a01:288:8003:0:216:17ff:feb2:e96/64
scope global dynamic

valid 1ft 2591981sec preferred 1ft
004781lsec

inet6 fe80::216:17ff:feb2:e96/64 scope link

valid 1ft forever preferred 1ft forever



[Tpumep (cTaTUYHO 3a4adeH agpec)

[root@shuttle ~]# ip a

2: eth0O: <BROADCAST,MULTICAST,UP, LOWER UP> mtu
1500 gdisc pfifo fast glen 1000

inet6o 2001:67¢c:20d0:10::11/64 scope global
valid 1ft forever preferred 1ft forever
ineto fe80::216:17ff:feb2:e96/64 scope link

valid 1ft forever preferred 1ft forever



BrpageHu IPv4 Unicast

[Mlognomarat nnaBHua npexoa ot IPv4 kbm IPV6,
ocurypsisat obpatHa CbBMeCTUMOCT

M3nonaeat ce camo IPv4-mapped IPv6 agpecw.

IPv4 agpecute ce Brpaxaat B IPv6. [Npeacrass
agpeca Ha |IPv4 Bb3nuTte kato |IPv6 agpec.

Taka IPv6 Bb3en we nsnpauia naketn kbm IPv4
Bb3er.



IPv4-mapped IPv6 agpecu

80 bits 16 bits 32 bits




IPv6 Multicast. ®opmar.

[ R R S B 112 bits
e R S [voi]-===-=--
[1111111T 1 £1gs | scopl group ID
b - e A [voif——



IPv6 Multicast. Scope.

1 Interface Local
2 Link Local

4 Admin. Local

5 Site Local

8 Organization Local
E Global




All NTP Servers

FF02::101
FF04::101
FF05::101
FF0R::101
FFOE::101

el ol ol el e

| NTP Servers
| NTP Servers
[ NTP Seroers
| NTP Servers
| NTP Servers

Link Local
Admin Local
Site Local

Organization Local
Global



3awo HaMa broadcast

FFO02::1 All Nodes
FFQ2::2 All Routers
FFO2::1:2 All DHCP Agents



IPv4 vs. IPv6 Multicast

B IPv6 multicast ce nanonssa c ICMPV6 3a
OTKpUBaHE Ha cbCceaun N aBTOKOHUrypupaHe Ha
NO NOKanHU BPb3KM.

IHoBoTO B IPV6 multicast: scope v BrpageHu
unicast npegukcu.

[ IMulticasting ce ynpaesnsasa c ICMPV6
cbobLeHna - MLD (Multicast Listener
Discovery) sBmecto IGMP.



ICMPVG6 vs. ICMPV4.

Next Header (NH) = 58; (=1 B IPVv4)

Neighbor Discovery (ND) Bmecto ARP. Hamawme
broadcast Tpadpumka Ha ARP. Jlokanuaupa link-
local cbcegun. 3a pasnuka ot |IPv4 oTKpuBa v
OOCTMXXKMMOCTTa Ha cbcefa, nokanuamnpa link-
local pyTepu, otkpua aybnmpaHu IPv6 agpecw.

YabnxeH PMTU (Path MTU). MuHnvanHmuar
MTU B IPv4 e 576 6aunTa, B IPV6 - 1280 bytes,
npenopbunteneH mmHumaneH MTU e 1500
bauTa.



ICMPVG6 vs. ICMPV4,
Multicast Listener Discovery (MLD).

ICMPV6 n3nwnHasa dpyHkunmte Ha Internet Group
Management Protocol (IGMPv2) 3a IPv4 no
ynpasneHne Ha multicast rpynu.

MLD - multicast cnywartenu ga cu peructpupar
multicast agpecwn.

IPv6 nsnonasa multicast B ICMPV6 3a oTkpunBaHe
Ha cbcegn N aBTOKOHMUrypupaHe OT NoKarHuTe
BPBb3KM.



pPINg6

[root@shuttle ~]# pingb google.com

PING google.com(2a00:1450:8004::63) 56 data
bytes

04 bytes from 2a00:1450:8004::63: 1cmp seg=0
ttl=54 time=477.4 ms

04 bytes from 2a00:1450:8004::063: 1cmp seg=l1l
ttl=54 time=46.3 ms

04 bytes from 2a00:1450:8004::63: 1cmp seg=2
ttl=54 time=46.6 ms

04 bytes from 2a00:1450:8004::063: 1cmp seg=3
ttl=54 time=46.2 ms



traceroute6

[root@shuttle ~]# traceroute6 google.com

traceroute to google.com (2a00:1450:8004::63), 30
hops max, 40 byte packets

1***

2 border-lozenets.uni-sofia.bg (2a01:288:8000::a)
1.962 ms 1.956 ms 1.946 ms

3 core-su.lines.acad.bg (2001:4b58:acad:252::25)
069.043 ms ©9.663 ms 69.655 ms

14 2a00:1450:8004::063 (2a00:1450:8004::63) 46.590
ms 47.212 ms 46.264 ms



Neighbor Discovery (ND)

ND (RFC 4861) e npouec, 4pe3 kouto |IPv6 Bb3en
MOXe Ja Hay4yun agpecu Ha 2 cnou Ha
MHTEPMENCU, CBBP3aHN KbM NOKaNMHNA MPEXKOB
CErMeHT.

ND 3amecTtBa ARP B IPV4.

PaboTtn B kombuHaumsa ¢ ICMP Router Discovery
n Redirect.



OyHKkumm Ha ND

dyHkunnte Ha ND ce octllecTBABaAT Ypes:

Router Solicitation (RS). [Npun akTnBmnpaHe Ha
MHTEpdenc xocTbT n3rnpawia RSs, cbe 3asBKa
pyTepuTe BeaHara ga reHepupat RAS.

Router Advertisement (RA). Pytepute
pekrnammpaT NPUCHCTBNETO CU N HSIKOW
napamMmeTpu nepnoanvyeckn nnn BeagHara crieq
RS. RA cbabprka npedukcm Ha Bpb3KaTa,
KOHJourypauumm Ha agpecu, opoun hop-se, MTU un
Aap.



ND. Neighbor Solicitation.

Neighbor Solicitation (NS). Bb3nuTte nsnpawat
NSs, 3a na onpegenarT agpeca Ha 2 Crou Ha
cbcea Unu ga ce yBeEPAT, Ye CbCeabT € BCe
owle goctmxkum. NSs pasnosHasaTt 1 gyonmpaHu
agpecu (Duplicate Address Detection — DAD).

Neighbor Advertisement (NA). OtroBop Ha NS.
Bt3en Mmoxe ga nanpauwa camoctoatenHo NAs,
3a Aa cboOLKM 3a NpoMsiHa Ha agpec.

Redirect Message. Pytepute nHgopmupar
XOCTOBETE 3a Mo-A4o06bp MbpBM XOM A0
OecTUHaumnaTa.



[Tpumep Ha ND

Host A (sender)

MAC: AA-BB-CC-00-00-AA
IPv6: 2001:DB8::1234:5678:AAAA

Networ _.

MAC: AA-BB-CC-00-00-BB
IPv6: 2001:DB8::1234:5678:BBBB

Host B (intended recipient)

Multicast Neighbor Solicitation (NS) message to -
FF02::1:FF78:BBBB )
who is 2001:DB8::1234:5678:BBBB?
Neighbor Advertisement (NA) message to
el 2001:DB8::1234:5678:AAAA (MAC AA-BB-CC-00-00-AA) —
use MAC AA:BB:CC:00:00:BB




[Tpumep Ha ND

[root@shuttle ~]# ip neighbor

2001:07c:20d0:10::5 dev eth0O 1lladdr
00:0d:50:09:75:0d router STALE

02.44.109.5 dev eth(O 1laddr
00:0d:50:09:75:0d DELAY



Autoconfiguration

[NedounHmpa ce B RFC 4862.

B IPv6 nma un Stateful (c onpegeneHo
CbbCTOSAHME), N Stateless (HeonpeaeneHo)
aBTOKOHUrypupaHe Ha agpecu - SLAAC.

SLAAC He nsmncksa pb4HO KOHUrypupaHe Ha
XOCTOBE, MMHMMaAITHO Ha PyTEPU, CbPBBPU HE
ca Heobxoanmu.

PyTepute peknammpaTt MpexoB npegukc, a
XOCTbT reHepwupa interface ID.



Autoconfiguration

AKO B MPeX0OBUA CETMEHT HAMA pyTepP, XOCTbT
reHepupa camo agpec Ha 2 Croun, ¢ KOUTO MOXe
Oa KOMYHUKMpa caMO B MPEXOBUA CU CETMEHT.

Stateful aBTokoHUurypmpaHe B IPv4 e DHCP. 3a
|IPv6 Bepcusata e DHCPvVG, kKonto € MHOro
pa3nunyeH ot DHCPv4.



Autoconfiguration

ICMPv6 Router Solicitation
to FF02::2 (all routers link
local multicast)

ICMPv6 Router
Advertisement Returned: -
2001:DB8:53AA:64C::




Path Maximum Transmission Unit
(PMTU) Discovery

<3:MTU of this path is 130:<>
Host A (sender)

MTU 1500

Q b T mrU 1300 oo
| MTU 1800 3

= \ NI
S z &

Host B (intended recipient)
MTU 1500




IPv6 B SUnet

CY e “nnoHep” B IPV6 (3a bvnrapusa, Han-marko).

Ha 03.10.2006 roanHa RIPE NCC nonyyaBa
npasaTa ga anokupa 3a cesoute yneHose (LIR)
agpecu ot cermeHTta 2a00:0000::/12.

LIR "Spectrum NET" (http://www.spnet.net/)
nofiyyaBa 3a ynpasrieHue u pasnpenensHe
aJpecHOTO npocTpaHcTBo 2a01:288::/32



IPv6 B SUnet

"Spectrum NET" Ha 19 anpun 2007, nenervpa Ha
CY npedukca:

2a01:288:8000::/35
ToBa e PA anokupaHe, 3a |IPVvoG.
RIPE NCC Beye BbBeae Pl genermpane.

Ha 18.02.2011 r. CY nonyun 2 * /48 Pl npedukca
no IPv6 (= 1*/47):.



CY — IPv6 Pl anokauus
Inetonum:; 2001:67c¢:20d0::/47

netname: BG-SUNET
descr: Sofia University "St. Kliment Ohridski*
Ha 4-to msacto B EC cnopen b1 Ha RIPE:

(Camo TY bbpHO nma /46, gpyrute - TY — Jlntea v
Megn. Y. - BueHa) ca /48 — makcnmanHuaT
MapLupyTusyem npedumkc)

Inetbnum — cpabpka DOAPOOHOCTH 3a aJIOKALUITA
WJIM IPUCBOSIBAHETO HA IPv6 agpecHO mpOoCTpaHCTBO


ftp://ftp.ripe.net/ripe/dbase/split/ripe.db.inet6num.gz
ftp://ftp.ripe.net/ripe/dbase/split/ripe.db.inet6num.gz

CY B bbnrapckoto |IPv6

NPOCTPaHCTBO
http://www.sixxs.net/tools/grh/dfp/all/?country=bg

b cvavpxa 24 |IPv6 Default Free Prefixes
(DFP's), Ho camo 2 cermeHTa ca ASSIGNED PI:

2001:67c¢:20d0::/47 (BG-SUNET)

2001:67¢:2154::/48 (SMARTCOMBG)

Mma oule gBa 6bnrapcku cybekra c /48 anokaunu
2001:718:6::/48 (BG-ONLINE-IX...)
2001:718:58::/48 (BIX-BG)

Te ca camo ASSIGNED (mpexu 3a crnykebHo rnonsBaHe
nnu 3a internet exchange).




CY B 6bnrapckoto IPv6 npocTpaHCTBO

LG

Prefix

tid

NetName

Owner

Allocated

First seen

Last seen (*)

LG

LG

2001:67c:20d0::/47

2001:718:6::/48

2001:1ae0::/32

BG-SUNET

BG-NAT-20040406

Bulgaria Online

Naturella Agency Ltd

5421

9070

2011-02-18

2001-12-18

2011-02-19 09:02:58

2010-03-23 10:32:38

8262(A|2004-04-06(2008-12-22 15:17:37

100%

2011-03-20 23:02:59

2011-03-20 23:02:59

2011-03-20 23:02:59

2001:4b58::/32

BG-UNICOM-B-20050201

[ST Foundation

6802|A|2005-02-01|2005-02-18 17:05:13

100%

2011-03-20 23:02:59

LG |2a00:1728::/32 BG-NETERRAIP-2009112... |Neterra IPv6 allocation 34224|A12009-11-26|2010-08-16 13:17:44| 100%|2011-03-20 23:03:00
LG |2a00:1ef0::/32 BG-INTECH-20100313 Intech Ltd. 8808(A|2010-04-13|2010-04-26 15:47:38| 100%2011-03-20 23:03:01
LG |2a00:4800::/32 BG-IBGC-20101208 Eurocom Cable Management ...|13124|A|2010-12-08|2011-02-07 15:47:54|  100% |2011-03-20 23:03:01
LG |2a00:e200::/32 BG-NOVATEL-20110127 NOVATEL EQOD 41313(A|2011-01-27|2011-01-28 16:32:50| 100%2011-03-20 23:03:01
LG |2a01:288::/32 BG-SPNET-20070118 8717|A|2007-01-18|2007-04-19 18:47:36| 100%|2011-03-20 23:03:01

2a01:5a8::/32

2a02:4c8::/32

2a02:1338::/32

2a02:2660::/32

BG-BTC-20071102

BG-ITD-20080610

BG-NET1-20100511

BG-FIBEROPTICS-20101...

NET1 Ltd.

Fiber Optics Bulgaria Ltd...

43561

42459

2007-11-02

2008-06-11

2010-05-11

2010-10-18

2009-08-06 18:02:31

2009-09-14 18:32:32

2010-05-13 20:02:41

2010-11-22 10:47:46

2011-03-20 23:03:01

2011-03-20 23:03:02

2011-03-20 23:03:02

2011-03-20 23:03:02

2a02:6800::/32

BG-BULSATCOM-2010121...

Bulsatcom AD

43205

2010-12-14

2010-12-15 14:47:49

2011-03-20 23:03:02




IPv6 B CY - pa3npegeneHue

2001:67¢:20d0::/47

ce pasferns normveckn Ha 2 cyonpedumkcea:
kamnyc "lloseHen" - 2001:67¢:20d0::/48

kamnyc "Pektopat” n IV km — 2001:67c¢:20d1::/48

Ha Bceku cdhakynTeT ce anokmpa npedukc /60 ot
pPanoHHUA My cyornpedonke, Hanpumep:

2001:67¢:20d0:30::/60 - MU



MexaHn3smu 3a npexopn ot IPv4 KbMm
IPV6

IPv6 He e obpaTHO cbBMecTUM c IPv4.

MexaHu3smmTe 3a npexon TpsAbsBa aa ocurypsisat
B3aMMOOENCTBUETO.

OnpenenarT ce n OT BUJa Ha XOCTOBETE:
- camo |IPv4:

- camo IPv6 n

- dual stack IPv4/IPve6.



BuooBe mexaHn3amu

» Dual stack
« Tunneling
o Translation (NAT)



Dual Stack IPv4/IPv6 B CY

Spectrum Met
AS BT17

BOM

62.44 96.236/30

2001:067c:20d1:0fffF:ff 62.44 96.244/30

2001:067C:20d1: LIFEfAff- /A A fific /126

Border Routers
AS 5421

62.44.127.1
2008 :67c:20d0 T -2
IV km

! 624412751
2001-67¢:20d0-ff:-3

Rectorate

62.44.127.21 \
2001:67c:20d0:ff::1

62.44.112.0/20
62.44.120.0/20

‘\ 2001:67c:20d1::/48

MAN Spectrum Met

loz-gw rec-gw
RZ 44 127.11 6244 127.15 62.44 12761
2001:67c:20d0: T 6 2001:67c:20d0:ffff::5

2001 :67c:20d0: ffff::4



Dual Stack IPv4/IPv6 (SUnet)

3a notpedbutenute Ha CY e npo3payHo aanu 3a
nageHa ycnyra nonssart |IPv4 nnu IPvO.

[TocTura ce c obopyaBaHe, KOETO NogabpKa U
ABaTa npoTokona:

- BTOpPa pbKka CbPBbPU 3a MapLUPYTU3ATOPU,
paboTtewn nog Linux ¢ nakeT Zebra Quagga;

- DNS e eauH n cbuy 3a IPv4 m IPV6;

- npuceBosaBaHe Ha agpecu no IPv4 — ctatnyHo
unm DHCP, IPv6 — aBTOMaTUYHO;

- Web (Apache) — “cnywa” no IPv4 un IPvG.



CbpBbp KaTo MapLUpyTU3aTOp




Dual stack (SUnet)

PaboTHu ctaHuuu:
- Linux — IPv4/IPv6 — aBTOMaTUYHO;
- Windows7/Vista — IPv4/IPv6 — aBTOMaTUYHO;

- Windows XP — IPv6 ce cTtapTupa pb4HO.



Tunneling IPv6 over IPv4

2001:100:A2C:F45:2020::/48

2002:0C:1C:0F:60::/48




NATG64

IPv6 IPv4
| WEB
| NAT64 SERVER
SYN 192.0.2.1
e_ ______ . 192.0.2.1
SYN 64:ff9b::c00:201 . ¥
- - -
-
_ DNS64 DNS

— h2.example.com ? h2.example.com ?
[7] - teanwiece R .

AAAA 64:ff9b::c00:201 A192.0.2.1



