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[l1aH Ha Kypca

YBOJA B MpexoBaTa CUTYPHOCT
Kpuntorpagpus

YBOJA B MpexuTe

Ethernet

Wi-Fi

IP

UDP, DHCP, ARP, ATakn Bbpxy IP
IP routing protocols, IPv6

- TCP
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IlnaH

e Victopua n CtaHgapTt

e [IpegHa3HaueHMe N yrnoTpeba
o /IHTepdencn

e EHKancynauus

e [CP [1IpoTOKONa

- OTBapsAHe 1 3aTBapsHe Ha cecuit
- flow control
- congestion avoidance & control

- Apyr

e ATaknm Bbpxy TCP
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[NnaH

e Victopua n CtaHgapTt

e [IpegHa3HaueHMe N yrnoTpeba
e IHTepdencn

e EHKancynauus

e [CP [lpoTOKONa
- OTBapsAHe 1 3aTBapsHe Ha cecuit
- flow control
- congestion avoidance & control

- ApyrV

e ATakun Bbpxy TCP




ATaku Bbpxy TCP

e Resource exhaustion Ha 6ydepu

e State machine attacks / tweaks

- resource exhaustion Ha TCP state
- scanning

bbroee B cTekoBeTe

Blind connection reset

Blind performance degradation
Blind TCP spoofing



Resource exhaustion Ha 6ydepm

e bydepuTte B pyTepuTe ca KpaeH pecypc

e Low-rate TCP aTaka

- npawame bursts, cMHXpoHM3mpaHu ¢ TCP
retransmissions

- BWKTE AONMBJIHNTEJIHNTE MAaTEPUNANW
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Resource exhaustion Ha TCP state

e SYN flood

- MO CTaHAAPTHWMA KpaeH aBToMaT npu npexoj ot LISTEN B
SYN RCVD cbcTodHMe ce cb3aaBa TCB

- XocToBeTe MoraT Jia NoAAbPXaT KpaeH 6poii cecuu

- OueHka Ha ckopocTTa: 1.5M HOBUM cecn B CekyHAa Ha
GigE



SYN flood mitigations

e RFC4987 TCP SYN Flooding Attacks and Common
Mitigations (2007)

e Filtering - URPF - 3awintaBa ot IP spoofing*

e YBenn4yaBaHe Ha TabanuunTte

e HamangaBaHe Ha TaliMepuTe

e PeuunknnpaHe Ha Han-ctapoTo noayotsopeHo TCB
e SYN cache

e SYN cookies™

e Firewalls*, etc. (BHUMaTenHo)
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SYN cookies

1. client

- create TCB

- send SYN, seg=c, ack=0

- change state to SYN SENT
2. server

- receive SYN

- send SYN+ACK, ack=c+1, seg=s
- create TCB; change state to SYN RECEIVED
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active receive
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SYN cookies

1. client
- create TCB
- send SYN, seg=c, ack=0
- change state to SYN SENT

2. server

- receive SYN
- compute cookie = hash ( salt + client ip + client port + c)
- send SYN+ACK, ack=c+1, seq=cookie

o oy = [ D o om e on g o on = = = \ ]
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active receive
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SYN cookies

3. client
- receive SYN+ACK
- send ACK, seqg=s+1, ack=cookie+1
- change state to ESTABLISHED

4. server
- receive ACK
- cookie = ack-1; check cookie or drop
- recover state; create TCB
- change state to ESTABLISHED

e ocobeHocTn ¢ TCP onumnn
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Resource exhaustion Ha TCP state

e SYN flood

- MO CTaHAAPTHWMA KpaeH aBToMaT npu npexoj ot LISTEN B
SYN RCVD cbcTodHMe ce cb3aaBa TCB

- XOoCTOBeTe Morar Aa NoA4bpXKaT KpaeH 6pon cecun

- OueHka Ha ckopocTTa: 1.5M HOBUM cecn B CekyHAa Ha
GigE

- Syncookies 3awmrtaBat ot blind SYN flood

e connect() flood

- 6e3 IP spoofing
- N3NCKBA apMunsA OT 30MbOUTa



Bbrnpocu




AVNPEKTHO CKaHMpaHe

e SYN scan, connect() scan

® JPYrv AUPEKTHM HAaUYNHW 33 CKaHUpaHe

- NULL, FIN, Xmas
- etc.

® NMap



Idle scan

e I[P ID noneto
- npeaBuAMMO ip id

- HabnogeHVe Ha ip id
e BCeKV M3npateH nakeT ce otbenasBa C yBennyeHume Ha ip id ¢ 1
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ECHO

Attacker Zombie

ECHO Reply
IPID = 140

Packet
IPID = 141

Zombie >

Attacker

ECHO

Attacker Zombie

ECHO Reply
IPID = 142



Idle scan

e I[P ID noneto
- npeaBuAMMO ip id

- HabnogeHVe Ha ip id
e BCeKW M3nparTeH nakeT ce otbenasBa c yBennyeHme Ha ip id ¢ 1

e natoc IP spoofing



OTBOpeH(cnyLwiall) nopT

- Attacker [T Zombie

2) SYN/ACK

3) RST

1) spoofed SYN IP1D = 141



3aTBOpPEH nopT

Attacker [P Zombie

1) spoofed SYN



Idle scan

e I[P ID noneto
- npeaBuAMMO ip id

- HabsrgeHMe Ha ip id, BCekn npaTteH nakert ce otbenasBa
C yBennyeHne Ha ip id c 1

e nntoc IP spoofing

e e paBHO Ha Idle scan



Bbrnpocu




bbroBe B CTeKoBeTe

e Land
- TCP SYN
- sport=dport, source=destination

e Winnuke
- URG

e efcC.



In-window u ICMP aTtakn

e [CP-npo3opeubT e ronam
e KOHTPO/IHM CbObLLEHNA B Npo3opeLa

e ICMP cbobleHuns, kounto 3acqarat TCP
- Source Quench
- Host/Net/Port Unreachable
- PMTU-D - Fragmentation needed but DF set



Kosiko e ronam npo3opeua?
e Receive Window >= bandwidth*RTT

e [Ipumep 10 gigabit trans-atlantic
- 1250 MB/s, 0.10 s RTT
- 125 MB receive window (1/35 o1 sequence space)






Blind connection reset

e ICMP unreach

- RFC5927 - ICMP Attacks against TCP (2010)
- Hakown ctekoBe He nposepsABaT sequence HoMepa

e RST in window

- RFC4953 - Defending TCP Against Spoofing Attacks
(2007)

- RFC5961 - Improving TCP's Robustness to Blind In-
Window Attacks (2010)

e SYN in window

- SYN in window - npegun3sunkea RST
- RFC5961



Blind performance degradation

e tcpnice

e ICMP Source Quench
e ICMP Fragmentation needed but DF set

e CbC 3HAHMe Ha TOYHUA nocneleH ack Homep

- Mankun npo3sopuyn
- lNMoBTopeHn ACKs



Blind TCP spoofing

e OTBapdAHe Ha cecnd OT UMETO Ha APYr XOCT

® dTaKyBdll OT UMETO Ha KJINEHTA
- SYN, seg=clientISN, ack=0
® CbPBBP
- SYN+ACK, ack=clientISN+1, seg=serverISN

® NNICTUHCKUNAT KANEHT
- RST



Blind TCP spoofing

1) spoofed SYN
seg=<clientISN>
ack=0

2) SYN + ACK
ack=<clientISN>+1 3) RST

seg=<serverISN>
Client




Blind TCP spoofing

e OTBapdAHe Ha cecnd OT UMETO Ha APYr XOCT

® dTaKyBdll OT UMETO Ha KJINEHTA

- SYN, seg=clientISN, ack=0
® CbPBBP

- SYN+ACK, ack=clientISN+1, seg=serverISN
® dTaKyBdll OT UMETO Ha KJINEHTA

- ACK, seg=clientISN+1, ack=serverISN+1

- ACK+PSH, seqg=clientISN+1, ack=serverISN+1
- payload - kakBOTO KcKa



Blind TCP spoofing

1) spoofed SYN
seq=<clientISN>
ack=0

2) SYN + ACK
ack=<clientISN>+1
seg=<serveriSN>




Blind TCP spoofing

Attacker

1) spoofed SYN
seg=<clientISN>
ack=0

3) spoofed ACK
segq=<clientISN>+1
ack=<serverISN>+1

4) spoofed ACK + PSH
seg=<clientISN>+1
ack=<serverISN>+1

<payload>

2) SYN + ACK
ack=<clientISN>+1
seg=<serverISN>




Blind data injection

e BMbKBaHe Ha JaHHW B Hyo>KAa CeCUA

e TpsabBa Aa No3Haem
- source ip (pukcmpaH), destination ip (puKcrpaH)
- source port, destination port (puKcHpaH)
- npo3opeLa (ronam)

e RFC5961 - Improving TCP’'s Robustness to Blind In-
Window Attacks (2010) - Touka 5

e Pe3yntaTt - pa3CMHXpPOHMN3NPaHe Ha npo3opeLla Nnnn
BMbKBaHe Ha JaHHW



Bbrnpocu




O6Lwun npenopbKn

e Henpegsnanm ISN
e HenpeagBnanmm nopToBe
e Henpeasugrmo IP ID



O6Lwun npenopbKn

e Sequence Validation
- seq, ack TpsibBa fa ca B npo3opeLa
- Bcuukun TCP naketn TpsabBa Aa ce Banuanpar
- Bcnukm ICMP-Ta cbLo

e I[P Spoofing

- 3awmTaTta ot IP spoofing npeaotBpartaBa noseuyeto TCP
aTakin

- Hama HanbaHO 3awmTteHa ot IP Spoofing mpexa



Bbrnpocu




