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[l1aH Ha Kypca

YBOJA B MpexoBaTa CUTYPHOCT
Kpuntorpagpus

YBOJA B MpexuTe

Ethernet

Wi-Fi

IP

UDP, DHCP, ARP, ATakn Bbpxy IP
IP routing protocols, IPv6

o TCP

- Jlekyusa nperosop - 16-t1 HoemBpwu
e TecT - 18-Tn HoemBpn

e J/lemo

o ..




Crypto

e One-time pad
e KpmMNTo anroputbM VS. KPUNTO CUCTEMA

o ACMMeTpuYyeH anroputbm - e.g. RSA
o CumeTpunyeH anropntbm - e.g. AES, DES

e [loToueH anropntbM - e.g. RC4

e bnokoB anropntbm - e.g. AES, DES
- pexunmMun Ha paboTta - e.g. CBC, ECB



One-time Pad
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One-time Pad

One-time Pad
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Crypto

o Kpumnrtorpadckum xew pyHKLNN
- e.g. MD5, SHA-1, SHA-2
- collision resistance
® TPYAHO Aa ce HaMmepaT m1 n m2, 3a konto h(m1)=h(mz2)

- second pre-image resistance
e Npu n3eectHo m1 e TPyAHO Aa ce HaMmepy m2, 3a koeto h(m1)=h(m2)

- preimage resistance
® Npu n3eectHo h1 e TpyaHO e Aa ce Hamepu M2 3a koeTto h1=h(m2)

e HMAC - Hash based message authentication code

e Challenge/response
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CnoeBeTe
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Protocol stack
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Layer 7 DHCP Packet

Y Y
Layer 4 UDP Header UDP Payload
Y Y
Layer 3 IP Header IP Payload
Y Y
Layer 2 Ethernet Header Ethernet Payload
Layer 3% ICMP Header ICMP Payload
Y Y
Layer 3 IP Header IP Payload
Y Y
Layer 2 Ethernet Header Ethernet Payload
Layer 272 ARP Packet
Y Y
Layer 2 Ethernet Header Ethernet Payload
Layer 4 IP Payload
Y Y
Layer 3 IP Header

Y Y

Layer 2 | Ethernet Header Ethernet Payload




TepmuHonorusa

e [CP -cermeHT
e [P - nakert
e Ethernet - ppenm




ViIMeHaTa Ha noJjietarta
o [CP

- source port, destination port

- sequence number, acknowledge number, window
- flags - SYN, FIN, ACK, RST, PSH, URG

- options

- Urgent pointer

o IP -
- source address, destination address (IP)
- protocol
- header checksum
- id, flags, fragmentation offset
- options
- etc.
e Ethernet
- source address, destination address (MAC)
- ethertype




Routing

e Longest prefix match
e Recursive lookup

e Static routing
- Tabsuuata ce nonbaBa OT aAMUHUCTPATOPA

e Dynamic Routing

- Distance Vector - RIP
- Link State - OSPF

- BbTpelleH, BbHLWeH, BGP
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Packet capture example

e DHCP - DISCOVER, OFFER, REQUEST ACK
e ICMP echo from DHCP server
e ARP

- gratuitous ARP from client
- unicast ARP request from router

e Ping

e [raceroute



DHCP DISCOVER

broadcast

UDP DHCP Discover

1P

SrC 0.0.0.0

dst | 255.255.255.255

Eth

SIrc

00:21:6a:49:06:0e

dst

ff:ff:fF:Ff:FF:+F

client



Ping from server (address check)

server

ICMP ICMP Echo

1P

SrcC 192.168.9.1

dst | 192.168.9.198

Eth

SIrc

P0:19:d1:a8:15:ed

dst

00:21:6a:49:06:0e¢

client



DHCP OFFER

server

UDP DHCP Offer

1P

SrcC 192.168.9.1

dst | 192.168.9.198

Eth

SIrc

P0:19:d1:a8:15:ed

dst

00:21:6a:49:06:0e¢

client



DHCP REQUEST

broadcast

UDP DHCP Request

1P

Src 0.0.0.0

dst | 255.255.255.255

Eth

SIrc

00:21:6a:49:06:0e

dst

ff:ff:ff:FfF:FF:FF

client



DHCP ACK

server

UDP DHCP ACK

1P

SrcC 192.168.9.1

dst | 192.168.9.198

Eth

SIrc

P0:19:d1:a8:15:ed

dst

00:21:6a:49:06:0e¢

client



Gratuitous ARP

e duplicate address check

broadcast

ARP

request/gratuitous

SMac

00:21:6a:49:06:0e

sip

192.168.9.198

tmac

00:00:00:00:00:00

tip

192.168.9.198

Eth

SI"C

00:21:6a:49:06:0e

dst

ff:ff:FfF:FF:FF:FF

client
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ARP request

server

ARP

RequestT

SMacC

P0:19:d1:a8:15:ed

sip

192.168.9.1

tmac

00:00:00:00:00:00

tip

192.168.9.198

Eth

SIrc

P0:19:d1:a8:15:ed

dst

00:21:6a:49:06:0e

client



ARP reply

client

ARP

Reply

SMac

00:21:6a:49:06:0e¢

sip

192.168.9.198

tmac

00:19:d1:a8:15:ed

tip

192.168.9.1

Eth

SIrc

00:21:6a:49:06:0e¢

dst

00:19:d1:a8:15:ed

server
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