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[iperoBop M NaaH Ha Kypca

YBOJA B MpexoBaTa CUTYPHOCT
Kpmnntorpapus

YBOJA B MpexuTe

Ethernet

Wi-Fi

IP

UDP, DHCP, ARP, ATakn Bbpxy IP
IP routing protocols, IPv6

- TCP

Jlekuma nperosop - 16-T1 HoemBpwn
TecT - 18-T HoemBpW®

[leMmo




IlnaH

e Victopua n CtaHgapTt

e [IpegHa3HaueHMe N yrnoTpeba
o /IHTepdencn

e EHKancynauus

e [CP [1IpoTOKONa

- OTBapsAHe 1 3aTBapsHe Ha cecuit
- flow control
- congestion avoidance & control

- Apyr

e ATaknm Bbpxy TCP



TCP cTaHAaQpT N ncrtopus

e 1981 - RFC793 /STD7 - Transmission Control
Protocol

e 1983 - Berkley Sockets API
e 1988 - mnnemeHTaumna Ha Congestion control
e [lo-ronemun upgrades - RFC1323, RFC2018, RFC3168

e /1 apyrun - RFC editor search “TCP”



TCP - npegHa3HayeHue

[TlpeagHa3HayeHMeTo Ha TCP e aa
npeAoCTaBda HajgeXaHa KOMYHKUKaL A
OT nMpouec A0 npouec B cpega Ha MHOrO
B3aIMHO-CBPBb3aHW MpPeXWn.



TCP - npeaocTaBs

[ToTOYeH TpaHChep Ha AAHHW
HagexxaHocT / OTKazoyCToN4nBOCT
Flow Control

MyntmnnnekcmpaHe

Cecnu
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TCP encapsulation

Layer 4/5 TCP Header TCP Payload

Y

Layer 3 IP Header IP Payload

!

Layer 2 Ethernet Header Ethernet Payload




TCP - ynoTpeba

e Web - HTTP, HTTPS

e [lowa - SMTP, POP, IMAP

e CBanaHe Ha ¢pawnno.e - Bittorrent, FTP, etc.
® N T.H.

OO~ (0

Process Process




TCP nurepdpencn

e TCP/user interface
- OPEN passive - listen

- OPEN active - connect

- SEND

e push
e urgent

- RECEIVE
- CLOSE, ABORT, STATUS

=0~ —(—0)

Process Process
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TCP Header Format

%) 1 2 3

e|1/2(3|4|5/6,7|06|]1(2,3|4|5|6|7|06]1(2|3|4|5/6|7]0(12|3|4|5

Source Port Destination Port

Sequence Number

Acknowledgment Number

(@)

EJIUJA|P|R]|S|F

clrlcls|s|vy|z Window
elalxlnlTn]N

Header
Length

=

Reserved

e

Checksum Urgent Pointer

Options Padding

Data




TCP Header Format

%) 1 2 3

©/11,2,3|4|/5/6|7/06|1|2|3/4|5/6|7|06]1|2|3|4|5|6|7|06|1]2(3|4]|5

Source Port Destination Port

Sequence Number

Acknowledgment Number

Header clefulalpP|R|S|F yind
Reserved |W|C|R]C|S|S]|Y]|I 1NAOW
Length RIE[G|k|H]T|N|N
Checksum Urgent Poilnter
Options Padding

Data




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB
' send FIN -
send SYN
T SYN CLOSE LAST CLOSED
SENT WAIT ACK
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
csTas cLosTNG e
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN,
ACK - send FIN send ACK send ACK
\ 4
SYN FIN : FIN
receive
RCVD CLOSE WAIT 1 ACK of FIN WAIT 2
\ /
send FIN -




OTBapsiHa Ha cecus

Three-way handshake
client server




©

passive
OPEN

CLOSE

create TCB

delete TCB

O,

active receive
OPEN CLOSE ACK of FIN
create TCB
' send FIN -
send SYN
T SYN CLOSE LAST CLOSED
SENT WAIT ACK
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
csTas cLosTNG e
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN,
ACK - send FIN send ACK send ACK
\ 4
SYN FIN : FIN
receive
RCVD CLOSE WAIT 1 ACK of FIN WAIT 2
\ /
send FIN -




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\/
®

active receive
OPEN CLOSE ACK of FIN
create TCB,
send SYN [ —— send FIN )
CLOSE LAST CLOSED
WAIT ACK
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
csTas cLosTNG i
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN, - send FIN send ACK send ACK
ACK
\ 4
SYN FIN : FIN
receive
RCVD CLOSE WAIT 1 ACK of FIN WAIT 2
\ /

send FIN




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB,
send SYN [ —— send FIN )
CLOSE LAST CLOSED
WAIT ACK
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
csTas cLosTNG e
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN, - send FIN send ACK send ACK
ACK
\ 4
@ FIN : FIN
receive
CLOSE WAIT 1 ACK of FIN WAIT 2
\ /

send FIN




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB
' send FIN -
send SYN
T SYN CLOSE LAST CLOSED
SENT WAIT ACK
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
cLosTNG L
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN, - send FIN send ACK send ACK
ACK
\ 4
@ FIN : FIN
receive
CLOSE WAIT 1 ACK of FIN WAIT 2
\ /
send FIN -




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB
' send FIN -
send SYN
T SYN CLOSE LAST CLOSED
SENT WAIT ACK
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
cLosTNG L
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN, - send FIN send ACK send ACK
ACK
\ 4
SYN FIN : FIN
receive
RCVD CLOSE WAIT 1 ACK of FIN WAIT 2
\ /
send FIN -
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3aTBapsHe Ha cecus

Connection close

client Server




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB
' send FIN -
send SYN
T SYN CLOSE LAST CLOSED
SENT WAIT ACK
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
cLosTNG L
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN, - send FIN send ACK send ACK
ACK
\ 4
SYN FIN : FIN
receive
RCVD CLOSE WAIT 1 ACK of FIN WAIT 2
\ /
send FIN -




CLOSED

[

active

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

OPEN
create TCB,
send SYN
T SYN CLOSE
SENT WAIT
CLosSE | —
delete TCB
receive receive
SEND SYN, ACK FIN
send SYN send ACK send ACK
receive
SYN
ES
send ACK
receive receive
SYN ACK of SYN CLOSE
send SYN,
ACK - send FIN
\ 4
SYN
RCVD CLOSE
\ /
send FIN

receive
CLOSE ACK of FIN
send FIN -
LAST
ACK CLOSED
A
Timeout,
2MSL
delete TCB
receive
ACK of FIN
) TIME
CLOSING WALT
receive receive
FIN FIN
send ACK send ACK
: FIN
receive
ACK of FIN AR 2




CLOSED

[

active

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

receive
FIN

send ACK

\ /

ESTAB

/)

CLOSE

send FIN

CLOSE

OPEN
create TCB,
send SYN

T SYN

SENT

CLosSE | —
delete TCB
receive
SEND SYN, ACK
send SYN send ACK
receive
SYN
send ACK
receive receive
SYN ACK of SYN
send SYN, )
ACK
\ 4

SYN

RCVD

\

send FIN

receive
CLOSE ACK of FIN
send FIN -
LAST
ACK CLOSED
A
Timeout,
2MSL
delete TCB
receive
ACK of FIN
) TIME
CLOSING WALT
receive receive
FIN FIN
send ACK send ACK
: FIN
receive
ACK of FIN AR 2




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB,
send SYN [ —— send FIN )
SYN LAST CLOSED
SENT ACK
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
csTas cLosTNG i
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN, - send FIN send ACK send ACK
ACK
\ 4
SYN FIN :
receive
RCVD CLOSE WAIT 1 ACK of FIN
\ /
send FIN -




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB,
send SYN [ —— send FIN )
SYN CLOSE CLOSED
SENT WAIT
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
csTas cLosTNG i
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN, - send FIN send ACK send ACK
ACK
\ 4
SYN FIN :
receive
RCVD CLOSE WAIT 1 ACK of FIN
\ /
send FIN -




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB,
send SYN [ —— send FIN )
SYN CLOSE CLOSED
SENT WAIT
CLOSE | — .
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
ESTAB CLOSING @
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN, - send FIN send ACK send ACK
ACK
\ 4
SYN FIN : FIN
receive
RCVD CLOSE WAIT 1 ACK of FIN WAIT 2
\ /
send FIN -




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB
' send FIN -
send SYN
T SYN CLOSE LAST
SENT WAIT ACK
CLOSE | — A
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
ESTAB CLOSING @
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN, - send FIN send ACK send ACK
ACK
\ 4
SYN FIN : FIN
receive
RCVD CLOSE WAIT 1 ACK of FIN WAIT 2
\ /
send FIN -




CLOSED

[

passive
OPEN

CLOSE

create TCB

delete TCB

\ /

LISTEN

active receive
OPEN CLOSE ACK of FIN
create TCB
' send FIN -
send SYN
T SYN CLOSE LAST
SENT WAIT ACK S
CLosSE | —
delete TCB
receive receive Timeout,
SEND SYN, ACK FIN 2MSL
send SYN send ACK send ACK delete TCB
receive
ACK of FIN
receive )
SYN
csTas cLosTNG e
send ACK
receive receive receive receive
SYN ACK of SYN CLOSE FIN FIN
send SYN,
ACK - send FIN send ACK send ACK
\ 4
SYN FIN : FIN
receive
RCVD CLOSE WAIT 1 ACK of FIN WAIT 2
\ /
send FIN -




OcobeHoCTWn

e EiHOBpEMEeHHO OTBapsaHe
e EAHOCTpPaHHO 3aTBapsaHe
e Time Wait cbCTOAHME

e RST
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Flow Control

Seguence number space
- ApuTmeTunka no Moayn 232

- Initial Sequence Number (ISN)
- sequence yncsaa Ha HOCeHMA NOTOK
- “Final Sequence Number”



=
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Flow Control

e (Send) Sequence number
- NbPBUA U3MNPaTeH 6aUT B TeKYLLNA CerMeHT

e (Receive) Acknowledgment number
- MbPBUA CBOOGOAEH BANT OT sequence-a

e (Receive) Window Size
- KOJIKO 6anTa fa nonyvynm Ha Be4HBbX



1 2 3
1|2 41516 (7/0|1|12|3/4|5|6|7|06(1|2|3|4 (5|67 1(2(3(4]|5
Source Port Destination Port
Seguence Number
Acknowledgment Number
Header CIEJUJA]IP]|R|S]|F .
Length Reserved |[W|C|R|C|S|S]|Y]|TI Window

e

E|G|K|H|T|N|N

Checksum

Urgent Pointer

Options

Padding

Data
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Data stream

client server
Window size = 2
Acknowledged = 0
Position =1
Segment 1  Segment2 A Segment3 | Segment 4 Segment n
-

TCP Window




Data stream

client Segment 1 server
Window size = 1
Acknowledged =0
Position = 2
Segment 1 , Segment2 , Segment3 , Segment 4 Segment n
—
TCP

Window




Data stream

client Segment 1 server
_ _A_C'i_sf_g"linf_l_ — Window size = 2
Acknowledged = 1
Position =2
Segment 1 | Segment2 , Segment 3 | Segment 4 Segment n
D B ———

TCP Window




Data stream

client _ __ Segment 1 server
ACK S t 1 . .
o Semen: L Window size = 2
_ Segment 2 Acknowledged = 2
——————— Position =3
ACK Segment 2 _
Segment 1 | Segment2 , Segment 3 | Segment 4 Segment n
————

TCP Window




Push

e VIHCTpyKTMpa nonydaBaw,oto TCP aa n3sectun
npoueca ye nMma AaHHM 3a He3abaBHO NMNonyyaBaHe

e [IpnmMmepHO
- B Kpasd Ha HTTP request xegbpa
- Ha BCEKN NakeT NPU MHTEPaKTUBHU NPOTOKONN

OO~ (0

Process Process
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Push

e VIHCTpyKTMpa nonydaBaw,oto TCP aa n3sectun
npoueca ye nMma AaHHM 3a He3abaBHO NMNonyyaBaHe

e [IpnmMmepHO
- B Kpasd Ha HTTP request xegbpa
- Ha BCEKN NakeT NPU MHTEPaKTUBHU NPOTOKONN

OO~ (0

Process Process




1 2 3
1|2 41516 (7/0|1|12|3/4|5|6|7|06(1|2|3|4 (5|67 1(2(3(4]|5
Source Port Destination Port
Seguence Number
Acknowledgment Number
Header CIEJUJA]IP]|R|S]|F .
Length Reserved |[W|C|R|C|S|S]|Y]|TI Window

e

E|G|K|H|T|N|N

Checksum

Urgent Pointer

Options

Padding

Data




MMpnmep 3a TCP cecus

e OTBapsHe
e /laHHW B eiIHATa NMOCOKA
e [laHHN B ApyraTa Nnocoka
e 3aTBapsHe



thor

alpha.ludost.net

192.168.9.25 192.168.9.1

I I
' SYN '

©.000 37762 » 25 Seq
' SYN, ACK '

0.001 37762 [« > 25 Ack
' ACK '

0.001 37762 » 25 Seq
' PSH, ACK - Len=49 '

0.025 37762 (< 25 Ack
' ACK '

0.025 37762 » 25 Seq
- PSH, ACK - Len=6 -

1.051 37762 » 25 Seq
' ACK '

1.052 37762 (< 25 Ack
' PSH, ACK - Len=27 '

1.052 37762 (< 25 Ack
' ACK '

1.052 37762 » 25 Seq
' PSH, ACK - Len=6 '

2.331 37762 » 25 Seq
- PSH, ACK - Len=15 -

2.332 37762 (< 25 Ack
' ACK '

2.332 37762 » 25 Seq
' FIN, ACK '

2.333 37762 [« > 25 Ack
' FIN, ACK '

2.333 37762 > » 25 Seq
' ACK '

2.334 37762 [« 25 Ack
I I
v v

o \o o

o

o \o \o o

N N N N = = = = = (4]
o

o

= = = = =
= w w w w
\o \o \o \o \o

Ack
Seq
Ack
Seq
Ack
Ack
Seq
Seq
Ack
Ack
Seq
Ack
Seq
Ack

Seq

N/A

50
50
50
50
77
77
77
92
92
93
93



URG

(%] 1 2 3
0112 5167 112(3/4|5|6|7]0]|1 4 5|6|7/0(1|2(3|4|5|6]|7
Source Port Destination Port
Sequence Number
Acknowledgment Number
Header CIEJUJA]|P|R]|S|F Wd
Reserved |[W|C|R|C|S]|S]|Y]I 1NAdAOWw
Length RIE[G|Kk|H[T[N]N
Checksum Urgent Pointer
Options Padding

Data
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TCP Throughput

e Throughput
- QyHKUMA Ha NponyckBaTe/iHaTa CNOCOHBHOCT Ha MpeXaTa
- ... " Round-trip time RTT

e Receive Window

- Tpsabea aa e noHe Bandwidth * RTT
- MlHaye He MOXe Aa ce 13MN013Ba NbJIHOLEHHO MpeXaTa



Congestion Control

o VicTopusa
- John Nagle - 1984 - RFC 896
- Congestive Collapse - 1986

- Van Jacobson et al.

e nmnnemeHTtmpa Congestion avoidance/control B TCP
e 4.3BSD n AT&T 1988-

e Congestion Avoidance & Control paper 1988 (gonbaHuUTeNeH
MaTepuan)

e RFC5681 - [lochegHaTa Bepcua
e RFC5783 - Uctopua Ha npomeHuTe



Congestion Control

e Congestion Window (cwnd) e pa3nn4yHoO oT Receive
Window (rwnd)

e Slow start
e Exponential back-off

e Fast retransmit
e Fast recovery



Explicit congestion notification

e MexaHN3BbM 3a eKCNANUUTHO HOTUOUUMPAHE Ha
TCP 3a 3agpbCTBaHe B MpeXaTa

e TpagnumoHHo TCP namepsBa camo 3arybeHu nakeTu
N 3aKbCHEHWA KaToO HabaoaaBa NOTOKA OT
Acknowledgment yncna
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Oonuuw

e MSS
- PMTU-D

e \WScale

e Timestamps
e SACK

e MD5, TCP-AO
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