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[iperoBop M NaaH Ha Kypca

YBOJA B MpexoBaTa CUTYPHOCT
Kpuntorpagpus

YBOJA B MpexuTe

Ethernet

Wi-Fi

IP

UDP, DHCP, ARP, ATakn Bbpxy IP
IP routing protocols, IPv6

TCP

Jlekumsa nperosop - 16-T1 HoemBpun
TecT - 18-T HoemMBpW®
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[MperoBop 1/7 n 2/7

e VicTopua
e CTaHpapTuTe
e [P service model

e AJpecupaHe
- OCHOBW
- cneyunanHu agpecus
- CIDR
- aJlokmpaHe Ha IP agpecn

e The IPv4 protocol
- header format
- basic routing
- fragmentation
- options



[TperoBsop 3/7

e ARP

- HopmanHa pabota
- Gratuitous ARP

o I[CMP

- Ping, Traceroute
- Errors, PMTU-D
- Redirect

e DHCP

- HopmanHa pabota
- DHCP state machine & timers




[iperosop 4/7

Resource exhaustion

Bottlenecks

bbroBe v rpeLllkn B KOHPUrypaumaTa Ha pyTeput
bbroBe v rpeLllkn B KOHPUrypaumaTa Ha XoCcToBe

e Source Routing

e [P spoofing

e ICMP attacks

e Flood, Amplification attacks
e ARP aTtakn

e DHCP aTtakmn



[iperoBop 5/7

e PyTnpaHe Ha IP nakeTtn
e ARP 1 Redirects

e Address Redundancy

- VRRP
_ lpyru HSRP, GLBP, CARP

e Distance vector vs. Link state
e RIP

e OSPF

e BGP
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BGP

e AS-path
- from BR3: 203.0.113.0/24 through AS3 AS1 AS2
- from BR5: 203.0.113.0/24 through AS2

e Best path-selection

e Policies
- Customer, Peering, Transit



ATakun Bbpxy BGP

e [IpoBepka Ha faHHUTE

- Youtube/Pakistani telecom cnyu4ad
e video

- leakage
- SBGP

e DoS Bbpxy BGP cecnaTta
e DoS BBLpxy pyTepa
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