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[iperoBop M NaaH Ha Kypca

YBOJA B MpexoBaTa CUTYPHOCT
Kpuntorpagpus

YBOJA B MpexuTe

Ethernet

Wi-Fi

IP

UDP, DHCP, ARP, ATakn Bbpxy IP
IP routing protocols, IPv6

TCP
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[iperoBop 1/6 n 2/6

e VicTopua
e CTaHpapTuTe
e [P service model

e AJpecupaHe
- OCHOBW
- cneyunanHu agpecus
- CIDR
- aJlokmpaHe Ha IP agpecn

e The IPv4 protocol
- header format
- basic routing
- fragmentation
- options



[TperoBop 3/6

e ARP

- HopmanHa pabota
- Gratuitous ARP

o I[CMP

- Ping, Traceroute
- Errors, PMTU-D
- Redirect

e DHCP

- HopmanHa pabota
- DHCP state machine & timers

e 4/6 - ATakn BBbpxy IP



[TperoBop 4/6

Resource exhaustion

Bottlenecks

bbroBe v rpeLllkn B KOHPUrypaumaTa Ha pyTeput
bbroBe v rpeLllkn B KOHPUrypaumaTa Ha XoCcToBe

e Source Routing

e [P spoofing

e ICMP attacks

e Flood, Amplification attacks
e ARP aTtakn

e DHCP aTtakmn



4/6 - /loBbpLUBaMe TO3U YacC

®

e [P spoofing

e ICMP attacks

e Flood, Amplification attacks
e ARP aTakwm

e DHCP aTtakmn



IP spoofing
e [P Spoofing

e Unicast Reverse Path Forwarding/Filtering (URPF)

- strict
- loose

e Edge filtering
- RFC1918
- +more



ICMP attacks

e ICMP Redirect

- Man-in-the-middle (MITM)
e ICMP Unreachable

- YéuBa cecusl ot 4-Th Cnon

e ICMP Source Quench
- 3ab6aB4a cecnsa oT 4-Tn CAon

o ICMP PMTU-D

- 3ab6aBg cecund oT 4-T C/OW

e Informational RFC5927 July 2010 - ICMP Attacks
against TCP

- 3a4Bb/HKNTENIHO YETUBO Ha KypCa



Flood nu Amplification

e Flood
e Amplification

- IP Directed Broadcast
e Smurf

- ICMP-Ta no-ronemu oT opurnHanHua IP naker
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ARP aTakwm

e ARP spoofing/poisoning
- MITM / DoS
e /la cTaHeM pyTep

e /la cTaHeM n36paH OT HaC XOCT



DHCP aTakwm

e [la ctaHeMm DHCP cbpBBP

e Resource exhaustion BbpXxy 6posd Ha IP agpecute
OT pool-a
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NMnaH 5/6

e PyTnpaHe Ha IP nakeTtn
e ARP 1 Redirects

e Address Redundancy

- VRRP
_ lpyru HSRP, GLBP, CARP

e Distance vector vs. Link state
e RIP

e OSPF

e BGP

o pyrV



UDP

e User Datagram Protocol

UDP Header Format

0 1 2 3
011]2 41516 |7 1 3145 /7101123 5167|0123
Source Port Destination Port
Length Checksum
Data...
Layer 4 UDP Header UDP Payload
Layer 3 IP Header IP Payload

!

Layer 2

Ethernet Header

Ethernet Payload




PyTupaHe Ha IP nakeTwu

e Routing table
- Longest prefix match
- Recursive lookup

e Static routing
- TabnnuaTta ce nonbaABa OT aAMUHUCTPATOpPA

e Dynamic routing
- Tabauuarta ce nonwb/iBa OT routing protocol



PyTupaHe Ha IP nakeTwu

etho: 192.168.1.1

mohammed routing table
Network Trough
192.168.1.0/24 -
172.16.3.0/24 192.168.1.1
10.1.5.0/24 172.16.3.1

etho: 172.16.3.1

ethl: 172.16.3.2

directly connected haifa routing table aisha routing table
e Network Trough Network Trough
indirect
192.168.1.0/24 etho 10.1.5.0/24 ethl
172.16.3.0/24 ethl 172.16.3.0/24 etho
10.1.5.0/24 172.16.3.1 192.168.1.0/24 172.16.3.2
mohammed sayid abdul
192.168.1.10 172.16.3.40 10.1.5.77
Net haifa Net aisha Net
192.168.1.0/24 172.16.3.0/24 10.1.5.0/24

ethl: 10.1.5.1

sayid routing table abdul routing table
Network Trough Network Trough
172.16.3.0/24 - 10.1.5.0/24 -
192.168.1.0/24 172.16.3.2 172.16.3.0/24 10.1.5.1
10.1.5.0/24 172.16.3.1 192.168.1.0/24 172.16.3.2




ARP un Redirects

e "PytnpaHe” c ARP - arp proxy
- host; 10.0.0.2/16, default route 0/0 -> 10.0.0.1
- router: 10.0.0.1/24

- host:~# ping 10.0.1.2
- KakBo Le ce cnyyn?

e “PytnpaHe” c ICMP Redirects
- host: 10.0.0.3/24, default route 0/0 -> 10.0.0.1
- router1: 10.0.0.1/24, 192.168.1.1/24
- router2: 10.0.0.2/24, 192.168.2.1/24

- host:~# ping 192.168.2.1
- KakBo Le ce cnyyn?
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Address Redundancy

e VRRP - Virtual Router Reduncancy Protocol

o /lpyrn
- HSRP - Hot Standby Redundancy Protocol

- GLBP - Gateway Load Balancing Protocol
- CARP - Common Address Reduncancy Protocol




VRRP

e VVRRP Version 3 3a IPv4 n IPv6 - RFC5798

e States
- Initializing
- Master
- Backup

e VRRP Priority

e RFC-T0 - 3agbmxuteneH Matepuran KbM Kypca

- [lpoyeTeTe BHMMaTenHO Security Considerations
cekumaTa



VRRP

e VVRRP Version 3 3a IPv4 n IPv6 - RFC5798

e States
- Initializing
- Master
- Backup

e VRRP Priority

e RFC-T0 - 3agbmxuteneH Matepuran KbM Kypca

- [lpoyeTeTe BHMMaTenHO Security Considerations
cekumaTa



VRRP States
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Routing Protocols




Distance vector

e Bceku router nanpawja Ha CbCeANTEe CUN CMNNCHK C
AOCTBMHUTE MY MPEXW N Pa3CTOAHNETO A0 TAX

e Pa3CcToAHMe TPAaAMLUMOHHO ce Mepu B hop count
e HO He BbB BCMYKM distance vector NpoTOKOAN
e [IpnMep 3a distance vector Tabanua
prefix hop count
10.0.0.0/24 1
192.168.0.0/16 2
0.0.0.0/0 5




Link state

e Bcekn router n3npawia Ha BCUYKN pyTepun B
MpeXaTa CMUCHK C UHTepdencuTe Cn n ANPEKTHO
3aKaueHNTe CU Mpexu

e Bceku pytep nocTposiBa rpad Ha mpexarta u
HaMmpa onNnTUMaaHUTe NbTULLA OT cebe cn 40
BcAKa Mpexa (Dijkstra’s algorithm)

e [Ipnmep 3a link state advertisement

- router id 10.0.0.1
e interface 10.0.0.1, 10.0.1.1, 10.0.2.1

- network 10.0.0.0/24
- network 10.0.1.0/24
- network 10.0.2.0/24




RIP

e Routing Information Protocol version 2

- RFC2453 n RFC1722
e Distance Vector
e RIPNng
e UDP eHkancynayud
e Authentication

Layer 7 RIP Packet
Layer 4 UDP Header UDP Payload
Layer 3 IP Header IP Payload

!

Layer 2 Ethernet Header

Ethernet Payload




OSPF

e Open Shortest Path First version 2 - RFC2328
e Version 3 - RFC5340

e LSA flooding
e Authentication

Layer ? OSPF Packet

Layer 3 IP Header IP Payload

!

Layer 2 Ethernet Header Ethernet Payload
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BGP

e Border Gateway Protocol - RFC 4271
o [IpeduKCK N NbTULLA

e ABTOHOMHU CUCTEMWU
- loop avoidance

e Pasnmkarta mexay interior routing n exterior
routing

e Inter-domain routing
e Default-free zone (DFZ)






BGP

e AS-path
- from BR3: 203.0.113.0/24 through AS3 AS1 AS2
- from BR5: 203.0.113.0/24 through AS2

e Best path-selection

e Policies
- Customer, Peering, Transit



ATakun Bbpxy BGP

e [IpoBepka Ha faHHUTE
- Youtube/pakistani telecom cnyu4ad

- leakage
- SBGP

e DoS Bbpxy BGP cecnaTta
e DoS BBLpxy pyTepa
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