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[iperoBop M NaaH Ha Kypca

YBOJA B MpexoBaTa CUTYPHOCT
Kpuntorpagpus

YBOJA B MpexuTe

Ethernet

Wi-Fi

IP

UDP, DHCP, ARP, ATakn Bbpxy IP
IP routing protocols, IPv6

TCP
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TecT - 16-T1 nnn 18-TmM HoemBpWK
femo
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[iperoBop 1/6 n 2/6

e VicTopua
e CTaHpapTuTe
e [P service model

e AJpecupaHe
- OCHOBW
- cneyunanHu agpecus
- CIDR
- aJlokmpaHe Ha IP agpecn

e The IPv4 protocol
- header format
- basic routing
- fragmentation
- options



[lhaH - 3/6
e ARP

- Encapsulation
- HopmanHa paborta
- Gratuitous ARP

e ICMP

- Encapsulaiton
- Ping
- Error
- Apymn
e DHCP
- Encapsulation - UDP
- DHCP exchange
- Tanmepwnu

e 4/6 - ATaknm Bbpxy IP




AR

P

e Address Resolution Protocol

Resolve Ha MAC agpec no IP aapec

16

Hardware Type = 0x0001

16

Protocol Type = 0x0800

Hardware Address Length = 6

Protocol Address Length = 4

16 Operation = 1 or 2

48 Sender Hardware Address

32 Sender Protocol Address

48 Target Hardware Address

32 Target Protocol Address

Layer 2% ARP Packet
Layer 2 Ethernet Header Ethernet Payload




ARP - HopmanHa pa6oTa

e ARP request
- Ethernet broadcast - destination MAC FF:FF:FF:FF:FF:FF
- ARP type 1
- ARP Target MAC address is 00:00:00:00:00:00
- Who has 10.22.33.42? Tell 10.22.33.44

e ARP response
- Ethernet unicast
- ARP type 2

- Bcnyukm noneta ca noNnbw/IHEHU
- 10.22.33.421sat 02:11:12:13:14:15



ARP - HopmanHa pa6oTa

thor
10.77.1.12
00:1d:0f:de:c7:

10

ARP Request

N

N

N~

loki
10.77.1.28
00:1c:26:78:cl:be

SHA | 90:1d:0f:de:c7:10
SPA 10.77.1.12
THA | ©0:00:00:00:00:00
TPA 10.77.1.28
>
ARP Reply
SHA | ©0:1c:26:78:cl:be
SPA 10.77.1.28
THA | 00:1d:0f:de:c7:10
TPA 10.77.1.12
<




Gratuitous ARP

e OTroBop 6e3 BLNPocC
- MoaT aapec e chegHuUsA
- Clustering n HA
- Router redundancy

e Bbnpoc 3a cobCcTBEHUA ajpec
- Ama nn HAKon Apyr Ha Mod agpec?
- MpoBepka 3a AynanumpaHmn agpecu

e “Stateless” ARP

- noBeyeTo nMmnaemMeHTauumn npmnemMat ARP oTroBopwm
6e3ycn10BHO



ARPIing

e Broadcast request
e Unicast response

e Loop
- Unicast request
- Unicast response



Bbrnpocu




ICMP

e Internet Control Message Protocol (RFC792)
e OYyHKUNM
- Troubleshooting

e Echo

- Error reporting by routers and hosts
e Destination Unreachable
e Time Exceeded
e Parameter Problem
e Source Quench
e Redirect

- Apyrv



ICMP

e Internet Control Message Protocol

%) 1 2 3
0112|314 6|7(0(1|2|3(4|5|6|7|06|1|2(3|4|5|6|7|06|1(2|3|4
Type Code Checksum

Unused
IP Header + 64 bits of Original IP Payload
Layer 3% ICMP Header ICMP Payload
Layer 3 IP Header IP Payload

Layer 2

!

Ethernet Header

Ethernet Payload




ICMP Echo/Echo reply

e ICMP Echo (type 8)
e ICMP Echo reply (type 0)

e Ping

boyan@gaia:~$% ping www.google.com -n

PING www.l.google.com (209.85.227.99) 56(84) bytes of data.

64 bytes from 209.85.227.99: icmp seq=1 ttl=55 time=47.7 ms

64 bytes from 209.85.227.99: icmp_seq=2 ttl=55 time=47.5 ms

64 bytes from 209.85.227.99: icmp seq=3 ttl=55 time=47.7 ms

~C

--- www.l.google.com ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2018ms
rtt min/avg/max/mdev = 47.469/47.618/47.792/0.123 ms




ICMP Echo/Echo reply

e ICMP Echo (type 8)
e ICMP Echo reply (type 0)

1 2 3

1(2|3/4|5/6|7|06]1|2|3|4|5|6|7|0|1|2|3|4|5|6|7|0|1|2

Type Code Checksum

Identifier Sequence Number

Data ...




ICMP Destination Unreachable

e ICMP Destination Unreachable (type 3)

- Router
e Net Unreachable - agpectT He e HamepeH B routing Tabaunuara

e Host Unreachable - agpectT He e HamepeH B ARP Tabanuata
e Fragmentation needed but DF set - PMTU-D

- PunTLP
e Communication Administratively Prohibited

- Host
e Port Unreachable



ICMP Destination Unreachable

e ICMP Destination Unreachable (type 3)

1 2 3
12|34 011|2|3|4 710 6701
Type Code Checksum

Unused

IP Header + 64 bits of Original IP Payload




PMTU-D

e Path MTU Discovery (RFC 1191, Nov 1990)
- ICMP type 3 code 4

1 2 3

1/2/3(4,5|6|7|06]1|2(3|4|5|6|7|06|1(2|3|4|5|6|7]|0|1

Type Code Checksum

Unused Next-Hop MTU

IP Header + 64 bits of Original IP Payload




ICMP Source Quench

e ICMP Source Quench (type 4)

e [lakeTa e drop-Har, 3aL,0TO € HAMAN0 MACTO B
ornaLukaTa

1 2 3

1/,2,3|4(5|6|7(0|1|2(3|4|5|6|7|0|1|2|3/4|5|/6|7|06]|12|3|4

Type Code Checksum

Unused

IP Header + 64 bits of Original IP Payload




ICMP Time Exceeded

e ICMP Time Exceeded (type 11)

- Router: TTL exceeded
- Host: Fragment reassembly time exceeded

e [raceroute

1 2 3

1/2/3(4,5|6|7|06]1|2(3|4|5|6|7|06|1(2|3|4|5|6|7]|0|1

Type Code Checksum

Unused

IP Header + 64 bits of Original IP Payload




Traceroute

marla:~$ traceroute -n www.google.com

traceroute to www.l.google.com (209.85.135.147), 64 hops max, 52 byte packets
1 194.12.255.249 1 ms 2 ms 4 ms

85.14.2.2 O ms O ms O ms

80.81.192.108 30 ms 30 ms 32 ms

209.85.255.172 40 ms (T0S=128!) 33 ms 31 ms

209.85.248.248 38 ms 72.14.238.128 39 ms 38 ms

209.85.241.189 43 ms 38 ms 42 ms

209.85.253.22 42 ms 72.14.239.58 42 ms *

209.85.135.147 42 ms (T0S=0!) 42 ms 42 ms

cO N O U1 A W N



ICMP Parameter Problem

e ICMP Parameter Problem (type 12)

e HenpasunnHo ¢opmupaH IP naket

e [pellHa Ab/KUHA NAN HenpaBuaHa CTOMHOCT B
HAKoe none

1 2 3

1/,2,3|4(5|6|7/0|11|23|4|5(6|7|0(1|2|3(4|5|6|7|06]1|2|3|4|5

Type Code Checksum

Pointer Unused

IP Header + 64 bits of Original IP Payload




ICMP Redirect

e ICMP Redirect (type 5)

e lI3npalla ce OT pyTepun, KOrato pytmpar naker
06paTHO npe3 NHTepdenc ,npe3 KOUTo e
MPUCTUTHA

e XOCTOBeTe NogAbp aT routing KeLl 3a akTUBHUTE
peanpeKkTy

0 1 2 3

©/1/2|3/4|5|6|7|06|1}2|3|4/5|/6|7|06|1|2(|3|4|5|6|7]|0|1|2|3|4|5|6

Type Code Checksum

Gateway IP Address

IP Header + 64 bits of Original IP Payload




ICMP Redirect

LAN

10.77.5.0/24 Internbet

( Router A )

(' RouterB ) (' RouterC )
\1_9.77.3.253 \1_9.77.3.254

LAN

thor
10.77.3.12

0 1 2 3

©/11/2|3/4|5|6|7|/06|12|3|4/5/6|7|06|1|2(3|4|5|6|7]|]0|1]|2

Type Code Checksum

Gateway IP Address

IP Header + 64 bits of Original IP Payload




Apyrn ICMP

e Router advertisement/solicitation
e Mask request/reply

e Timestamp request/reply

e Information request/reply

e (Apyrna) Traceroute



Bbrnpocu




DHCP

e Dynamic Host Configuration Protocol
- HacneaHunk Ha BOOTP + onuunwm
- RFC2131 - nbpBa Bepcna 1993-Ta rogmHa

e /INHAMUNYHO KOHPUTypmnpaHe Ha XOCToBeTE C
- IP agpec, macka
- default route
- appecn Ha DNS cbpBbpuUTe
- U
e domain name
e ajpec Ha NTP cbpBbpa

e a/pec Ha boot cbpBbBpPa 1 NMe Ha boot ¢panna
® N T.H.



DHCP Encapsulation

e DHCP BBbpxy UDP Bbpxy IP

- HenssecteH IP agpec: 0.0.0.0
- Broadcast IP agpec: 255.255.255.255

- UDP ports 6/7/638

Layer 7

Layer 4

Layer 3

DHCP Packet

UDP Header UDP Payload

v

IP Header IP Payload

Layer 2

Ethernet Header

Ethernet Payload




DHCP

e DISCOVER, OFFER, REQUEST, ACK

e /Ipyrn DHCP cvobLieHuns

_ NAK, DECLINE, RELEASE, INFORM
_ LEASEQUERY



DHCP Tanmepwn

e |1 - Renew timer
e T2 - Rebind timer
e Lease expires time

e [1<<T2<< Lease Time



DHCPNAK
Restart > <
INIT - estar
DHCPNAK INIT
REBOOT » <
Discard offer
>
- - DHCPNAK, Lease expired
DHCPREQUEST DHCPACK DHCPDISCOVER Halt network
v DHCPDECLINE v
]
DHCPOFFER
REBOOTING SELECTING -
Collect replies
PE—
Select offer
I <« DHCPREQUEST
DHCPOFFER
- REQUESTING REBINDING
Discard
| DHCPACK
>
Record lease, set T1, T2 x
DHCPACK
Record lease, set T1, T2
DHCPACK T2 expires
<
Record lease, set T1, T2 > Broadcast DHCPREQUEST
BOUND DHCPACK
<«—— Record lease, setT1, T2 |-
DHCP{OFFER,ACK,NAK} |
Discard
DHCPNAK
. RENEWING
T1 expires Halt network

DHCPREQUEST




DHCP Relay




Bbrnpocu
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ATakm Bbpxy IP - 4/6

Resource exhaustion

Bottlenecks

bbroBe v rpeLllkn B KOHPUrypaumaTa Ha pyTeput
bbroBe v rpeLllkn B KOHPUrypaumaTa Ha XoCcToBe

e Source Routing

e [P spoofing

e ICMP attacks

e Flood, Amplification attacks
e ARP aTtakn

e DHCP aTtakmn



Resource exhaustion

e ARP Tabnnum c orpaHmnyeH pasmep

e bydepu B pyTepu 1 xoctose
- Bursts
- Fragment reassembly buffers



Bottlenecks

e baBHUN BPBH3KN
e baBHUN KapTu
e baBHUN X0OCTOBE

e baBHWN NpoLEeCcOPU Ha pyTepwu
- Fast path vs. Slow Path



bbroBe B pytepw

e CopTyep Ha TUNNYEH pyTep
- Router stack: IP, ARP
- Routing protocols: RIP, OSPF, BGP
- ICMP generation

® ... HO WU
- DHCP server, DHCP relay agent, DHCP client
- SSH, Telnet
- SNMP
- HTTP/HTTPS server
- RADIUS client
- 1 6oKNyK OT TUNa Ha echo, chargen, finger, etc.



[peluHn KOHPUrypauum Ha pytepu

e LInknn B MpexuTe
e IP Directed Broadcast
e IP Redirects



bbrose B XoCtoBe




[pelHn KOHPUTypaLunnTe Ha XocToBe




Bbrnpocu




Source Routng

e [P Option Strict/Loose Source Routing



IP spoofing
e [P Spoofing

e Unicast Reverse Path Forwarding/Filtering (URPF)

- strict
- loose

e Edge filtering
- RFC1918
- +more



ICMP attacks

e ICMP Redirect

- Man-in-the-middle (MITM)
e ICMP Unreachable

- YéuBa cecusl ot 4-Th Cnon

e ICMP Source Quench
- 3ab6aB4a cecnsa oT 4-Tn CAon

o ICMP PMTU-D

- 3ab6aBg cecund oT 4-T C/OW

e Informational RFC5927 July 2010 - ICMP Attacks
against TCP

- 3a4Bb/HKNTENIHO YETUBO Ha KypCa



Flood nu Amplification

e Flood
e Amplification

- IP Directed Broadcast
e Smurf

- ICMP-Ta no-ronemu oT opurnHanHua IP naker



Bbrnpocu




ARP aTakwm

e ARP spoofing/poisoning
- MITM / DoS
e /la cTaHeM pyTep

e /la cTaHeM n36paH OT HaC XOCT



DHCP aTakwm

e [la ctaHeMm DHCP cbpBBP

e Resource exhaustion BbpXxy 6posd Ha IP agpecute
OT pool-a



Bbrnpocu




CneaBaluna NbT

YBOJA B MpexoBaTa CUTYPHOCT
Kpuntorpagpus

YBOJA B MpexuTe
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Wi-Fi

IP

UDP, DHCP, ARP, ATakn Bbpxy IP
IP routing protocols, IPv6

TCP

Jlekyma nperosop - NoAroToBKaA 3a TecTa
TecT - 16-T1 nnn 18-TmM HoemBpWK
[lemo

QOOQO\I/OQOQOQO



