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[fperoBop 1 NiaH Ha Kypca

e YBOJ B MpexoBaTa CUTYPHOCT

e Kpuntorpadus

e YBOJ B MpexuTe

e Ethernet

- Wi-Fi

o IP

UDP, DHCP, ARP, IP routing protocols
IPv6

TCP

TecT - cpepaTa-kKpasa Ha HoemBpu
lemo




NnaH

e CnoeBeTe

e llctopua Ha Wi-Fi

e CTaHZapTK

e dusnyecka cpesa

e Ad-hoc mode

e Infrastructure mode

e Mesh

e Authentication and Encryption

e /IHCTpyMeHTN 1 aTaku



CnoeBeTe

7. HTTP, FTP, SMTP,
POP3, IMAP4, SIP,
XMPP, IRC, SNMP, SSH,
DNS, NTP, DHCP

4/5. TCP, UDP, RTP, scTp

3.IP / IPv6

2. Ethernet, Wi-Fi, etc. ‘

1. physical media,
modulation and coding




NcTopus

e 1985 - ISM bands
- 5% of spectrum

e 1991 - Pre-standard
- WaveLAN - NCR -> Lucent -> Proxim

e 802.11-1997 - 1Mbps, 2Mbps

e 1999
- 802.11a - 6-54Mbps @5GHz
- 802.11b - 5.5Mbps, 11Mbps
- Wi-Fi Alliance formed

e 2003 - 802.11g - 6-54Mbps @2.4GHz
e 2009 - 802.11n - up to 600 Mbps @2.4GHz & 5GHz



CTtaHAaapTIn

o IEEE
- Standards
- http://standards.ieee.org/getieee802/802.11.html

e Wi-Fi Alliance
- Certification, Interop and Early Standards
- http://www.wi-fi.org/



CTtaHAaapTIn

e 802.11-2007, 802.11-2011

e 802.11 a,b,g,n

e 802.11i - WPA2

e 802.11w - Protected management frames

e WPA - replaced by WPA2
o WPS

e Drafts
- Draft 802.11s - Mesh networking
- Draft 802.11u - Interworking with external networks



dusmnyeckaTa cpeaa
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dusmnyeckarta cpeaa
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1 2 5 4 3 & 7 & E 10 11 12 13 14 Charnel
2.2 24y 2dz2 242y 24532 243y 2442 244y 2432 2457 24B2 Z4EY 24¥z 24584 Center Frequency

r. . -~ r 1t r 1T 1r 1T T T T T ... T ‘"2

-80 db ’ - : - —— -lee : —— : qeobeenes, :
./ .". l\.\ fr : L'.'.'. '::'. kY b ._,-"' .'.'.'I l‘l"'-. ."I
100 dhey e —{____J"-_ T e FPNIROYS LN R oL
e e e e e e e e T e e S e e T T e T

22 MHz

[ I.ﬂl[l)yFVI TEXHONIOTMN Ha CbWNTE HEeCTOTU




dunsnyeckaTa cpeaa
e Edup

e [ln3aiiH Ha du3mnyeckarta cpeja

e [lapameTpwu
- lpo3payvHocT
- MoLWHOCT Ha cUrHana
- PasnpocTtpaHeHne Ha curHana



Ad-hoc mode
e a.k.a. IBSS (Independent Basic Service Set)

e Mpexa 6e3 LeHTpanHo ynpasfeHmne
e CTaHUMUTE KOMYHUMKMPAT ANPEKTHO efHa C Apyra

e HAMa Nb/iHa CBBbP3aHOCT, KOMYHMKALMUATA He €
rapaHTUpaHa



Infrastructure mode

e Access point
- Basic Service Set (BSS)
- Authentication & Encryption
- BSSID (BSS identifier)

e Multi-AP networks
- Mobility & Hand-over
- SSID (ESS/IBSS identifier)

e Bridge kbM Ethernet



Ppenma

e Data ¢ppenmoBe

Octets: 2 2 6 6 6 2 6 2 0-23124 4
Frame Duration/ Sequence QoS Frame
Control D Address 1 | Address 2 | Address 3 Control Address 4 Conirel Body FCS
-%
MAC Header

Figure 7-1—MAC frame format

e KOHTPO/MIHN ¢pperimoBe - pasanyeH ¢opmat




Mesh

e WDS

o MANET

e CaMoO-kKOHOUIrypmpaLla ce Mpexa

e ABTOMaTM4eH relay Ha Tpapuk mexay cTaHuumTe
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Authentication and Encryption
e 802.1X, EAP

e WEP

e WPA
- TKIP/RC4
- CbBMECTMMOCT CbC CTap Xapayep

e 2004 - 802.11i - WPA2
- CCMP/AES
- “Robust Security Network”



EAP

e IETF standard
- 1998 - RFC 2284 - PPP EAP (obsoleted)

- 2004 - RFC 3748 - EAP (proposed standard)
e 2008 - RFC 5247 - EAP Key Management framework

e Everything over EAP
- TLS (certificates)
- EAP-MDS5, EAP-PSK

e EAP over everything
- EAP over GSM
- EAP over 802.1X
- EAP over PPP
- EAP over RADIUS



Optional crypto
e 13nonssaHeto Ha WEP/WPA/WPA2 e no nsbop

® ... VI N3KJIKOYEHO NOo nogpasbupaHe



. Association |.Pu.rtherrti::.atinr1 I Connection I
o pt I0NS Network name (S5I10): |treehuus=e

¥ Connect even f this network is not broadcasting

e Open, Shared

~Wirsless network key
- WEP This network requires a key for the following:
e WPA / WPA2 Network Authertication: WPAZ-PSK =]
- “Enterprise” Data encryption: ?EE%:I
- PMK derived Network key: WeAPSK
thro ugh EAP Corfimnetwork ke, [sssssess
e WPA-PSK/
WPA2-PSK ey indes (advanced. [T =
_ PMK= f(PSK) ™ The keyis provided for me automatically

[ | Thiz iz & computer-ta-computer (ad hoe] network: wireless
access pointe are not uzed




WEP

e Stream cipher - RC4

e Short IV - 24 bits

- birthday paradox
- related key attack

e Other problems

V+key— |RC4|— 0| 10| 1
—

seed b

keystream

Plain text 1 111[0]0

110(0]1

Cipher text ———




Authentication and Encryption (WPA/WPA2)

1. Association

2.A. 802.1X / EAP Authentication
or

2.B. Use PMK derived from PSK

3. Establish PTK

PSK = Pre-shared key

PMK = Pairwise master key
PTK = Pairwise transient key
GTK = Group transient key



STA AP STA
IEEE 802.11 Probe R st

robe Reque e

g— IEEE 802.11 Probe Response (Security Parameters)
IEEE 802 11 Open System Authentication Request _—

- IEEE B02.11 Open System Authentication Response
IEEE 802.11 Association Request (Secunty F‘arametera)-__

- IEEE 802 .11 Association Response

IEEE 802.1X Controlled
Port Blocked

Figure 5-11—Establishing the IEEE 802.11 association



2.A. Authentication (WPA/WPA2)

Supplicant Authenticator AS
802.1X EAP Request
-
802.1X EAP Response
- Access Request (EAP Request)
EAP Authentication Protocol -
Exchange
llf |
Accept / EAP Success /
Key Material
-
802.1X EAP Success
-
IEEE 802.1X
Controlled Port
Blocked for STA

Figure 5-12—IEEE 802.1X EAP authentication



Supplicant Authenticator

Key (PMK) is Known Key (PMK) is Known
Generate SNonce Generate ANonce

Message 1: EAPOL-Key(ANonce, Unicast)

Derive PTK

Message 2: EAPOL-Key(SNonce, Unicast, MIC)

4

Derive PTK
If needed
Generate GTK

Mﬂssaqe 3: EAPQOL-Key(Install PTK, Unicast, MIC, Encrypted GTK]

, Message 4: EAPOL -Key(Unicast. MIC) >
| Install PTK and GTK ‘ | Install PTK

IEEE 802.1X Controlled Port
Unblocked

Figure 5-13—Establishing pairwise and group keys
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NnaH

e [lperosop

e llctopua Ha Wi-Fi

e CTaHZapTK

e dusnyecka cpesa

e Ad-hoc mode

e Infrastructure mode, roaming
e Mesh

e Authentication and Encryption

2 VIHCTpYyMEHTN 1 aTakw



KnacoBe npo6bnemu

e [loacnywiBaHe
e AP impersonation, Endpoint impersonation
e Physical DoS

e Logical DoS
- disassociation

e WEP cnaboctun

e TKIP/RC4 cnabocTu

e CCMP/AES cnaboctu

e Password (PSK/PMK) brute force
e bbroee B gpanBepu



Ethernet - Pu3snyeckKkun csion - aTakum

e D0S Ha cnojgeneHaTa cpeja
e [lacuBHO noacnywBaHe - 10/100
o MITM
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Impersonalization
e SSID/BSSID spoofing

e MAC spoofing
- MAC filter brute force



Physical DoS

e 3arnyLiaBaHe
- Continuous wave transmitter
- MwnkposbaHoBa neyka (800 W marHeTpoH)

e Papajees Kades
- Anti-wifi 601



Jlornyecku DoS

e Disassociation / deauthentication

5.8.2.3 Disassociation

Disassociation initiated by either STA in an RSNA causes the deletion of the PTKSA at both ends and the
deletion of the GTKSA in a non-AP STA. The controlled and uncontrolled ports created for this association
will also be deleted.

e Frame fuzzing



WEP

e Weak crypto

e Fragmentation attack

- Obtain key material from traffic
e Chop-Chop

- get packet

- chop one byte off

- try 256 different check-sums by asking AP
e Cafeé Latte attack

- Pretend to be AP (optional)

- Client associates. Get ARP packet from client. Send
crafted ARP. Client responds



WEP Fragmentation attack

Plaintext

Keystream

Cyphertext

HD header = 8 bytes of Keystream (K8)

IIBADII
packet

frag1

header data
s>
H Encr. data

frag1 frag2 frag3
D D D
k8 k8 k8

frag2 fragN
Valid Valid Valid
packet packet packet




TKIP/RC4 cna6boctin

e 2008 - Beck-Tews attack
- chop-chop revisited
- “Practical attacks against WEP and WPA"
e 2009 - Ohigashi-Morii attack
- “A Practical Message Falsification Attack on WPA"



CCMP/AES cnaboctun

e 2006 “Vulnerabilities of IEEE 802.11i Wireless LAN
CCMP Protocol”

- TMTO - Effective key strength - 85 bits
e 2010 Hole 196

e Hau-ronemus npobsem e Bce owe brute force Ha
naponara



Hole 196

8.5.1 Key hierarchy

RSNA defines two key hierarchies:
a) Pairwise key hierarchy, to protect unicast traffic

b) GTK, a hierarchy consisting of a single key to protect multicast and broadcast traffic
NOTE—Pairwise key support with TKIP or CCMP allows a receiving STA to detect MAC address spoofing
and data forgery. The RSNA architecture binds the transmit and receive addresses to the pairwise key. If an

attacker creates an MPDU with the spoofed TA, then the decapsulation procedure at the receiver will generate
an error. GTKs do not have this property.

Copyright © 2007 IEEE. Al rights reserved.




[po6bnemu B gpanBepute

e madwifi bug
e Apple bug

e Fuzzing
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Tools

e BackTrack Linux

aircrack-ng

pyrit - WPA/WPA2-PSK PMK pre-computation
mdk3 - attack toolbox

Kismet

Wireshark

openwrt



Aircrack-ng

Aircrack-ngis an 802.11 WEP and WPA-PSK keys
cracking program that can recover keys once
enough data packets have been captured. It
implements the standard FMS attack along with
some optimizations like KoreK attacks, as well as
the all-new PTW attack, thus making the attack
much faster compared to other WEP cracking tools.

In fact, Aircrack-ng is a set of tools for auditing
wireless networks.



pyrit

Pyrit allows to create massive databases, pre-
computing part of the WPA/WPA2-PSK
authentication phase in a space-time-tradeoft.
Exploiting the computational power of Many-Core-
and other platforms through ATI-Stream, Nvidia
CUDA, OpenCL and VIA Padlock, it is currently by
far the most powerful attack against one of the
world's most used security-protocols.




mdk3

e Features:
e Bruteforce MAC Filters

e Bruteforce hidden SSIDs (some small SSID wordlists
included)

e Probe networks to check if they can hear you intelligent
Authentication-DoS to freeze APs (with success checks)

e FakeAP - Beacon Flooding with channel hopping (can crash
NetStumbler and some buggy drivers)

e Disconnect everything (aka AMOK-MODE) with
Deauthentication and Disassociation packets

e WPA TKIP Denial-of-Service

e WDS Confusion - Shuts down large scale multi-AP
installations



Kismet

Kismet is an 802.11 layer2 wireless network detector,
sniffer, and intrusion detection system. Kismet will
work with any wireless card which supports raw
monitoring (rfmon) mode, and (with appropriate
hardware) can sniff 802.11b, 802.11a, 802.11g, and
802.11n traffic. Kismet also supports plugins which
allow sniffing other media such as DECT.

Kismet identifies networks by passively collecting
packets and detecting standard named networks,
detecting (and given time, decloaking) hidden
networks, and infering the presence of
nonbeaconing networks via data traffic.



AOoNbNHUTENTHWN MaTepuaiaum

LLle nybankyBame Ha caTa Ha Kypca
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