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IlnaH

e [IperoBop

e Kak paboTaT cynyoserte

- MAC address learning, timers
- VLANSs
- carrier features & tweaks

e Spanning tree

e Link aggregation
e VLAN automation
e Multicasting

e Authentication



[IiperoBop

e CTaHAaapT
e [ononorug

e Duy3myecka cpesa
- ®un3nyecknm ataku

e Popmart Ha Ethernet ppenma

80 00 20 7A 3F 3E
Destination MAC Address

80 00 20 20 3A AE 08 00
Source MAC Address EtherType

IP, ARP, etc.
Payload

90 20 20 3A
CRC Checksum

MAC Header Payload and Padding

(14 bytes)

(46 — 1500 bytes)

(4 bytes)

Ethernet Type II Frame (64 to 1518 bytes)




Kak paboTu cynua

e IEEE 802.1D-2004 Clause 7 - Principles of Bridge
operation

e Store and forward, bypepu

e Flooding

- Broadcast
- Multicast

- Unknown Unicast - ®penmoBeTe ajpecnpaHi 40 HEN3BECTHN
MAC agpecn ce npaLiaTt Ha BCUUKU

e MAC learning
e MAC ageing



Kak pa6oTu cynua (pseudocode)

function receive(frame, port)
checkCRC(frame)
learn(frame.src, port)
forward(frame)

function forward(frame)
if frame.dst.igBit ==
send(frame, BROADCAST) <- Broadcast
else if macTable|[frame.dst] exists:

send(frame, macTable[frame.dst]) <- Unicast

else: <- Unknown Unicast
send(frame, BROADCAST)



Kak pa6oTu cynua (pseudocode)

function learn(mac, port)
1f mac.1gBit ==
macTable[frame.src] = port

e macTable e Tabnnya c orpaHnyeHa rosieMmHa
e Tabamuarta ce NOYMNCTBA OT CTAPU 3aNUCK



Switch vs. Router

e Bridge n Switch - Layer 2 - Ethernet
- lookup destination MAC in table
- forward

e Router - Layer 3 - IP
- lookup destination IP in table
- forward

e KakBo e Layer 3 Switch ?
e KakBo e Layer 7 Switch ?
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Apyrv cneyunandin MAC agpecwu

e 00-80-C2-00-00-00 ao 00-80-C2-FF-FF-FF - Unicast
ajpecun 3a CTaHAapPTHMN NPOTOKONU

e 01-80-C2-00-00-00 go 01-80-C2-FF-FF-FF - Multicast
aZipecu 3a CTaHAAPTHU NPOTOKONN
- 01-80-C2-00-00-00 to 01-80-C2-00-00-0F - don't relay
- 01-80-C2-00-00-10 to 01-80-C2-00-00-FF - ok to relay

http://standards.ieee.org/regauth/groupmac/tutorial.html



VLANS

e 802.1Q - Virtual Bridged Local Area Networks
e BupTtyasnHum cynyose
e VLAN/priority tag

80 00 20 7A 3F 3E 80 00 20 20 3A AE 81 00 04 D2 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType| VLAN tag |EtherType Payload CRC Checksum
MAC Header VLAN Header Payload and Padding
(14 bytes) (4 bytes) (46 - 1500 bytes) (4 bytes)

Ethernet Type II Frame with 1 VLAN tag (64 to 1522 bytes)

80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Payload and Padding
(14 bytes) (46 - 1500 bytes) (4 bytes)
Ethernet Type II Frame (64 to 1518 bytes)




VLANS

e VLAN ID 0-4095 (12 bits)
e 0 - no VLAN tag

e 1 - default VLAN

e 4095 3a 6bAeLLn pas3LLUNpeHUS

e [IproputeT (802.1p) - 3 bits nog-none B Q/P
noneTo

80 00 20 7A 3F 3E
Destination MAC Address

80 00 20 20 3A AE
Source MAC Address

81 00
EtherType

04 D2

08 00

VLAN tag |EtherType

IP, ARP, etc.
Payload

00 20 20 3A
CRC Checksum

MAC Header
(14 bytes)

VLAN Header

(4 bytes)

Payload and Padding
(46 - 1500 bytes)

(4 bytes)

Ethernet Type II Frame with 1 VLAN tag (64 to 1522 bytes)




Bbrnpocu




Carrier features and tweaks

e MAC-Forced forwarding (RFC 4562)

e Private VLANSs

e VLAN in VLAN (QinQ, Provider Bridges)

e Ethernet over Ethernet (MACinMAC, PBB)
e Traffic Engineering (PBB-TE)

e Access - Ethernet in the First mile (802.3ah)
e Metro - MEF



Spanning tree protocol

e STP Root Ifridge
e RSTP ZEL
e MSTP
RP RP
247 592




Spanning tree protocol

e STP Root Ifridge
e RSTP ZEL
e MSTP
RP RP
247" 592




Link aggregation

e [TepMMHONOINA
- link aggregation (IEEE, neutral)
- bonding (*nix)
- port channel (Cisco)
- trunking (HP, Nortel) sw port 6 | | SWPOrt/
e basnaHcmpaHe

e PbYHa HACTpPOMKa
o LACP, PAGP

switch

link aggregation

NICO | [ NIC




VLAN automation & more

e ABTOMATUYHO KOHUrypmpaHe Ha TPbHKOBE
- Dynamic Trunking Protocol (DTP)

e VLAN 6a3a

- GARP/GVRP, MRP/MVRP
- VLAN Trunking Protocol (VTP)

e OTKpMBaHe Ha CbCeAHW YCTPOWCTBA

- Link-layer Discovery Protocol (LLDP)
- CDP, EDP, etc.



Multicasting

e IGMP snooping
o CGMP
e GMRP/MMRP



Authentication & Encryption

e Autentication - 802.1X - B

e Encryption

- MACsec (802.1AE)
- LinkSec




Bbrnpocu
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ATaKkKn

e Resource exhaustion

e Bottlenecks

e COpTyepHN eKCNAOUTK Ha cynyose
e Flow control aTaka

e MAC spoofing

e VLAN automation atakin

e VLAN hopping aTaku

e STP aTaku



Resource exhaustion

e Tabnnuym B cynyoseTe
- MAC flooding

e bydepn B cynyoBete
- Bursts



Bottlenecks

e baBHUN BPBH3KN
- [NopToBe 3a MeHaxupaHe Ha 10/100Mbps

e baBHUN KapT

- TunnyeH cupBBP - 300 kpps @ GigE
e baBHUN X0OCTOBE

- IP TenepoH ¢ 100 MHz DSP

e baBHM NMpoLecopmn Ha cynyoBeTe
- Cywnu 3a $10k c PowerPC405 Ha 250 Mhz



CodTyepHUn eKCNNIONTU Ha Cyn4yose

e CodTyep Ha TUNNYEH MeHaXnpyem cyny
- STP, RSTP, MSTP
- CDP, LLDP
- LACP
- DTP, VTP, GARP/GVRP



CodTyepHUn eKCNNIONTU Ha Cyn4yose

o ...
- IGMP snooper, DHCP snooper, ARP snooper
- TCP/IP host stack - IP, TCP, UDP, ICMP, DNS, etc.
- SSH, Telnet
- SNMP
- HTTP/HTTPs server
- RADIUS client
- DHCP server, DHCP client
- 1 60oKNyK OT TUNa Ha echo, chargen, finger, etc.



Flow control aTaka

e [IpnHUMN Ha paboTa Ha flow control

e 30 PPS 80 00 20 7A 3F 3E
Destination MAC Address
80 00 20 20 3A AE MAC Header
Source MAC Address (14 bytes)
88 08
EtherType
00 01 PAUSE
MAC Control Opcode (2 bytes)
00 OF 00-00 to FF-FF
MAC Control Parameter (2 bytes)
00 00 00 00 ... All zeros
Reserved (42 bytes)
00 20 20 3A
CRC Checksum (4 bytes)
Pause Frame (64 bytes)




MAC spoofing

NIC NIC NIC NIC NIC

Host Host Host Host Host




VLAN automation aTakw

o DIP
- access -> trunk

e VTP, GARP/GVRP



VLAN hopping aTakwn

e Access nopt kouto npmema VLAN TarHatiu
nakeTw

e Trunk nopToBe, KONTO NPMemMaT BCUYKU
VLAN-1

e [pellHO KOHPUrypupaH native vian Ha trunk
MnopT



STP aTakwm

Root bridge
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