20. TpaHcnopTHU NPOTOKONNK
TCP n UDP



TCP n UDP

[1BaTa oCHOBHUM NpoTOKOsia Ha TpaHcnopTHua crnon B TCP/IP moagena ca
Transmission Control Protocol (TCP) n User Datagram Protocol (UDP).

W nBata ynpasnaBaT KOMyHUKaLMUTE MeXOy NPUnoXeHus, paboTeLumn Ha
koMmnoTpn B MpexaTa 1 ca ot Tvna “kpau oo kpan” (end to end).

Pasnuknte mexay ABTa ca BbB DYHKUMUTE, KOUTO peanu3npar.

UDP e no-onpocTeH, ocurypssa HeHagexaHo o6cn§>i<BaHe C HeycTaHOBeHa
Bpb3Ka (connectionless), aedpuHupaH B RFC 763.

npeD,I/IMCTBO € HNCKOTO 3aKbCHEHNE.

[MpoTokonHute eanHmnum B UDP ce HapuyaT gentarpamu, 3a KoMTo nogobHo Ha
IP nakeTuTe ce nonaraT MakcumanHu ycunusa 3a gocrtaBgaHe - "best effort”.

TunnyHn npunoxenua Ha UDP ca:
- Domain Name System (DNS)
- Video Streaming
- Voice (Video) over IP (VolP); Video over IP
- MOHUTOPUHT 1 ynpasneHne Ha mpexunte (SNMP)
- ONPOCTEH NpeHoc Ha ABouyHK dpansnose (Trivial FTP).



TCP n UDP

TCP e npoTtokon, KOUTO nNpefocTaBa HadeXaAHo obcnyxXBaHe C
ycTaHOBeHa Bpb3Ka (connection-oriented), aedpuHupan B RFC 793.

TCP BHacs gONbIIHUTENHO 3aKbCHEHME 3apaan YHKUMUTE NO
HadeXOHOoCT, cna3BaHe Ha peda Ha nogaBaHe Ha eauHUUMTE C
OaHHW (CerMeHTn) N ynpasneHne Ha noToka.

Bcekn TCP cermeHT nma 20 bainta cnyxebHa MHdopmauus, ¢ KOUTOo
ornakoBa NMpunoxHuTe gaHHu, gokato npu UDP genTtarpamute Te ca
camo 8 bauTa.

TunuyHu npunoxeHust Ha TCP ca:
- Web 6pay3bpu 1 cbpBbpU
- E-mail
- curypeH obmeH Ha danrnose (FTP)



TCP cermentn n UDP peutarpamu

TCP Segment
Bit {0) Bit (15) Bit(16) Bit (31)
Source Port (16) Destination Port (16) A
Sequence Number (32)
Acknowledgement Number (32) 20 Bytes
Header Length (4) Reserved (6) Code Bits (6) Window (16)
Checksum (16) Urgent (16) v

Options (0 or 32 if any)
APPLICATION LAYER DATA (Size varies)

UDP Datagram

Bit (15) Bit {18) Bit {31)
Source Port (16) Destination Port (16) A

B Bytes
Length (16) Checksum (16) ')

APPLICATION LAYER DATA (Size varies)




ApgpecunpaHe c NopToBe.
oeHTuduumpaHe Ha “pasroBopuTe’

TCP v UDP 6asunpanunte ycnyru cnegar KOMyHUKaummnTe
MeXay pasnuyHn npunoxeHua B Mpexara.

3a na pa3no3HasitT CerMeHTUTE U aenTarpamMmTe Ha BCAKO
npunoxeHune, n TCP cermeHTtnTe, n UDP pentarpamurte
nMmart roJsieTa B 3arfiaBHaTa 4acTt, KOUTO YHUKAITHO
naeHTMdnumpaT Te3n NpUNoXeHnsa - Homepara Ha
nopToBETE.

[10-KOHKPETHO, NOpPTa-U3TOYHUK U NopTa-
MeCTOHa3Ha4deHue: source port n destination port.

source port e Homepa Ha KOMyHVKauusaTa, CBbp3aHa C
NPUNOXEHMETO — MHMLUMATOP Ha “pasrosopa’ (cecus).

destination port e Homepa Ha KOMyHUKaUKUATa, CBbp3aHa C
NPUNOXEHUETO — AeCTUHaUMs, paboTeLlo BbpXy
oTaareYeHmnst XocT.



destination port

HomepaTta Ha nopToBe ce npucBosiBaT Mo pPasfiyHn HAYUHW, B
3aBMCMMOCT OT TOBa Janu cboOLLEHNETO e 3assBKa U OTroBop.

MpoLecuTe Ha C'bgB'bp ca CbC CTATUYHU HOMeEpa, a KNUeHTuTe
AVNHaMU4YHO N30MpaT HOMEpP Ha NOPT NpPU BCsKa cecust.

KnueHT nanpatlla 3asBka 4o cCbpBbp: destination port e Homep Ha NopT,
NPUCBOEH Ha npoueca (aeMoHa) Ha ycrnyraTta, cTpatupaHa Ha
oTaane4vyeHust XocT.

KnuneHnTckuat codtyep TpsibBa aa 3Hae HoOMepa Ha To3u nopT. Toun ce
KOHUrypmpa no nogpasdupaHe unu pbyHo.

Hanpumep, web 6pay3bp npasu 3asiBka kbM web cbpBbp. 13non3ea
CP n nopt 80, ako He e aedurHUpaHoO HELWO OPYro.

TCP port 80 e no nogpasbupaHe NpUCBOEH Ha web CbpBBLPUTE.
[ToBEYETO U3BECTHM NPUNOXKEHNS UMAT HOMepPa Ha NOPTOBE NO
noapasdupaHe.



source port

source port B 3arnaBMeTo Ha cermeHTa/genTarpamaTta, CbAbpXKall, 3asBKaTa Ha
KIMEeHTa, € NPOU3BOINHO reHepupaH oT HoMepa Ha NopToBe, No-rofieMn oT
1023.

source port urpae ponsaTta Ha obpaTeH aapec 3a NPUNOXKeHNeTo, 3asaBABALLO
ycnyraTa.

KombuHauusaTa oT Homepa Ha NopT Ha TpaHcnopTHUA crion un IP agpeca Ha
mpexoBus (IP:port No) nogeHTndounumpa KOHKpeTeH npouec, paboTeL Ha
aageH xocT. Tasn kombuHauma ce Hapuya cokeT (socket).

[Bsounkarta (IP:port No) Ha N3TOYHUK U MeCTOHa3HayYeHne naeHTndpuumpa
KOHKpEeTHa cecus Mexay ABa XocTa.

Harépmwlep, HTTP 3asaBka 3a web cTpaHuua, nsnpareHa kbM web Cprbg (port
0) c IPv4 agpec 192.168.1.20 e HacoyeHa kbM cokeT 192.168.1.20:30.

Ako web bpaysbpa e Ha xocT ¢ IP: 192.168.100.48 n guHamMnyHo My e
npuceBoeH nopT 49152, cokeT, KbaeTo TpsibBa Aa Obae “cBaneHa” web
cTpaHuuaTa we e 192.168.100.48:49152.



BuaooBe nopTtoBe

IANA (iana.org) ce 3aHMMaBa 1 C NpUcBOsIBaHE Ha
nopToBe.

PasnnyHnte Buaose Homepa:

[Hobpe nasectHn - Well Known Ports (0 - 1023).
Pe3epBupaHu 3a nonynsipH ycnyru u NpurioXXeHnsa —
HTTP, POP3/SMTP, Telnet n gp.

PernctpupaHu - Registered Ports (1024 - 49151). Tesu
HOMepa ce NpucBosiBaT Ha NOTPEDOUBLENCKN NpoLEecH n
npunoXxeHnda.Ako He ce n3nonssart B MOMeHTa, Morar Aa
ce u3nons3eaTt AMHAMWYHO OT KIMEHTCKUTE NpOoLEeCn.



BuaooBe nopTtoBe

OvHamnyHm nnu yactHu noprtose (49152 - 65535). NaBecTHn n kaTto Ephemeral
(kpaTkoTpanHu) noptoBe. OBUKHOBEHO ce NpUcBosIBaT AMHAMWYHO Ha
KIMMEHTCKU NPUITOXEHUS, UHULMUPALLWX CeECUA. YCIyrnte He nanosnssaTt
Takmea NopToBe (C U3KIoYeHne Ha peer-to-peer file sharing nporpamn).

Homepa, nanonssanum n B TCP, n 8 UDP. 3a nocturaHe Ha no-Bmcoka
NPON3BOANTESNTHOCT HAKOW MPUIIOXEHNS B AaJeH MOMEHT ce onupar Ha
TCP, B opyr - Ha UDP.

Hanpumep, HUCKOTO 3akbCcHeHMe, BHacaHO oT UDP, no3sonsiea Ha DNS pa
obcnyxBa 6bP30 MHOIO KIMEHTCKM 3asABKN. HO noHsikora uanpallaHeTo Ha
3asiBeHaTa MHdopmauns MoxXxe aa nsmckesa HagexaHoctta Ha TCP.

T.e DNS nanonssa nssectHust nopt 53 1 ¢ ABaTa NnpoToKona.

CnncbKk ¢ HOMepaTa Ha NopToBEeTE MOXETEe [ia HaMepuTe Ha:
http://www.iana.org/assignments/port-numbers



TCP noptoBe

0 to 1023 A Well Known {Contact) Ports
1024 to 49151 Registered Ports
49152 to 65535 Private and/or Dynamic Ports

Registered TCP Ports: Well Known TCP Ports:

1863 MSN Messenger 21 FTP

2000 Cisco SCCP (ValP) 23 Telnet

B00B Alternate HTTP 25  EMTP

B0B0 Alternate HTTP B0  HTTP

110 POP3

194 Internet Relay Chat {IRC)
443  Secure HTTP (HTTPS)



UDP nopTtoBe

Port Number Range Port Group

0 to 1023 Well Known (Contact) Ports

1024 to 49151 Registered Ports

49152 to 65535 Private and/or Dynamic Ports
Registered LIDP Ports: Well Known UDP Ports:
1812 RADIUS Authentication Protocol 69 TFTP
5004 RTP (Voice and Video Transport Protocol) 520 RIP

5060 SIP (ValP)



TCP/UDP nopTtoBe

0 to 1023
1024 to 49151

49152 to 65535

Registered TCP/UDP Common Ports:
1433 M5 SOL
2048 WAP (MMS)

A Well Known (Contact) Ports
Registered Ports

Private and/or Dynamic Paorts

-

Well Known TCP/UDP Common Ports:
53 DNS

161 SNMP

531 AOL Instant Messenger, IRC




Netstat. AKTUBHU cecun.

O\ rnet=tat

Aotive Connections

Proto Local Addreass Foreign Address State

TCP kenpo:3l26 152.168.0.2:netbios-san ESTABLISHED
TCP kenpo: 3158 207,138,126, 152 :http ESTABLISHED
TCP kenpo:3159 207,138,126, 1659 http ESTABLISHED
TCP kenpo:3lal 207,138,126, 169 http ESTABLISHED
TCP kenpo:ilal sc.man,com:http ESTABLISHED
TCP kenpo: 3166 www.clsco.com: http ESTABLISHED

DI




CermeHTMpaHe n Bb3CTaHOBABAHE

TCP n UDP ce cnpaBaT CbC CErMEHTUPAHETO MO PasfinieH HaumH.

B TCP B 3arnaBHaTa 4acT Ha BCEKN CErMEHT Ce CbAbpXa nopeaeH HoMmep
(sequence number). brniarogapeHne Ha Hero B TpaHCNOPTHMA CIOW Ha
OecTMHauusiTa ce Bb3CTaHOBABA peaa, Mo KOMTO CErMEHTUTE ca bunu
npenaneHu.

Ycnyrute B UDP cbLuo cnegart cecunte Mexay npunoXXeHudaTa, HO He U peaa,
No KOMTO ce npeaasa MHdopMauuaTa, U nogabpXXaHeTo Ha Bpb3KaTa.

B UDP 3arnaeueTo nuncea nocnegosareneH Homep (sequence number). UDP
e C Mo-OnpoCTEHa CTPYKTypa M BHACS NO-Mariko U3fuwHa 3a notpebutens
cnyxebHa nHdopmauma (overhead) ot TCP.

3aToBa ocurypsasa no-6bLp3 NpeHoc Ha gaHHUTE.

Ho npunoxexuaTta, konto ce 6asunpat Ha UDP, Tpabsa foa ce cbobpassasar c
dakTa, Ye € Bb3MOXKHO JaHHUTE B pa3fnMyeH pea oT TO3u, NO KOUTO ca bunm
npegageHn.



Transmission Control Protocol

Transmission Control Protocol (TCP)
ocuUrypsiBa HagexaHo, noapeneHo
NocTaBdHe Ha NoToka oT banToBe OT
nporpamMma Ha euH KOMMTbP A0
nporpama Ha apyr KOMMoTbP.

TCP cneav 3a pasmepa Ha cboOLEHUATA,
CKOpocTTa Ha OOMeH N HaTOBapBaHETO Ha
MPEX0BUA TpadUK.



[Tpunoxumoct Ha TCP

TCP ce non3sa oT Han-nor J'IFI_?HI/ITe Internet npunoxxeHnsa
- WWW, E-mail, FTP, SSH, Telnet n Hakou rpynosu
MeaAUNHU NpunoxeHusa (streaming media).

TCP e ontnummnanpaH 3a goctaBsiHe Ha cbobLeHns1 be3s
rpeLlka B Cbabp>KaHNETO, HO HE U 3a rapaHTUpaHo
BpeEME Ha JOCTaBsHe.

TCP noHgakora BHacs royieMun 3akbCHeHUd (B nopaabka Ha
CeKyHAOMn) 3apaam noapeXgaHeTo Ha NpUcTurHanuTe
nakeTu U NOBTOPHMU NnpedaBaHus.

3atoBa He e NOAXOASLL 3a NPUNOXKEHUS B pealiHo Bpeme
kato Voice over |IP (VolP) n Video over IP. 3a 1ax ce
npenopbyBa Real-time Transport Protocol ISRTP)’ KOUTO
pabotun Bbpxy User Datagram Protocol (UDP).



TCPnlP

Mexay “nogaten” un “nony4vaten’ B IHTEpHET ce pasmMeHsaT
CbOBWEHUS.

[lokaTo |IP ce rpyxu 3a 0eUCTBUTENTHOTO AOCTaBAHE Ha
naHHuTe, TCP cnegun otaenHuTe eguHUUM OT OaHHU -
ceaMeHmMuU, Ha KOUTO € pa3buTo CbOOLLIEHNETO C Len
epeKkTMBHa MapLUpyTU3aLms.

Hanpumep, HTML dbann ce npawa ot Web cbpbp. TCP
COPTyepbT Ha TO3U CbPBBLP pasgend
nocrnegoBaTesiHocTTa oT banTose BbLB panna Ha
CEerMeHTU, KOUTO npenpatla NnooTAenHo Kbvm |P
copTyepa — MpPeXoBUA CIoW.

MpexoBuaTt crnon ornakoBa Bcekn TCP cermeHT B |IP naker.



TCPnlP

Bcuukn IP nakeTtn, KOUTO NpousxoxaaT OT ropHU4
HTML doann ca c eanH 1 cbly, agpec Ha
nofiydarten, HoO Te MoraT Aa MuYHaT No pasnnyHn
nbTUa npe3 Mpexara.

KnueHTCcKkaTa nporpama Ha KOMMTbPa-
nonydarten, no-todHo TCP codtyepa
(TPaHCNOPTHUA CNowu), Bb3CTaHOBSABA
OpPUrMHaNHOTO noApeXxgaHe Ha CerMeHTuTe,
KaTo rapaHTupa, Ye ca rnosydeHu 6es rpeLuka, u
M npenpatla KbM NpunoXdHarta nporpama.



TCP npouecu Ha cbpBbBPa

Ha egHa v cbly, MalivMHa, CbpBbP, HE € Bb3MOXHO Aa nMa
[IBE YCNyru, NPMCBOEHN HA €OMH U Cbll, HOMEpP Ha MopT.

Sarver
Clieant 1 /TT'F‘: Port 3\ Client 2
gl’ e TG ;l'

Client requests to TCP server

HTTP Reguest: SMTP Reqguest:

Source Port: 49152 Source Port: 51152
Destination Port: B0 Destination Port: 25



CtpykTypa Ha TCP cermeHTa

Bit

offset Bits 0-3 -7 8-15 16-31
0 source part Destination part
32 Sequence number
b4 Acknowledgment number
9% | Dataofizet = Reserned (CWR ECE URG ACK PSH RST S3YN FIN Window Size
128 Checksum Urgent pointer
160 Options (optianal)

160,192+ Data



CTtpykTypa Ha TCP cermeHTa

TCP cermeHTBT Ce CbCTOM OT ABe YacTu: 3arnasue
(header) n gaHHun (data).

3arnaeBHaTta 4acT Ha TCP cermeHTa ce cbCcToM OT 11
noneta, oT konto 10 ca 3agbrkutenHu. 11-to e
"options”.

Source port (16 buta) — HOMep Ha nanpatlaty nopT

Destination port (16 6uta) — HOMep Ha nony4asall, NopT

Sequence number (32 buta) — ABYysiKa pons:

- ako onar SYN e BaurHat, ToBa € NbpBOHAYannHNAT
HomMmep. [locrnegoBaTeNHUAT HOMEP Ha MbPBUA bAWUT LEe
Obae MMEHHO TO3KM sequence number + 1.

- ako donar SYN He e BourHar, ToBa e sequence number
Ha NbPBUA DANT C AAHHW.



CTtpykTypa Ha TCP cermeHTa

[Toneto Acknowledgement number e HOMepbT Ha NbpPBUA
6anT gaHHW, KOUTO Ce o4vakBa ga ce nosiyvym cbe
crieaBallmsl CErMeHT, nanparteH ot apyrmsa kpam Ha TCP
Bpb3KkaTa. Hanpumep, npn ycnewHo nony4yaBaHe Ha
CerMeHT ¢ pa3mep Ha nosnieto gaHum 500 6anTta u
nopegeH HOMep Ha Ha4yanHusa My 6anT n, KbM N3TOYHUKA
Ha TO3Kn cerMmeHT ce mnanpauwa TCP cerMmeHT, B KOUTO
NOTBBbPXAEHMETO € ¢ HoMmep n+501.

[Toneto TCP header length e 4-6utoBo 1 onpegens
ObIMKMHATA Ha 3arnaBHaTa YacTt Ha TCP cermeHTa B 32-
butoBM aymun. To e 3aabJ/KUTENHO, Tbl KaTO MOJSIETO 3a
onuuu e ¢ NPOMEHNMBA AbImKMHA. PakTU4eCcKkn ¢ ToBa

none ce onpegens HadanoTto Ha noneto Data B pamknte
Ha TCP cermeHTa.



CTtpykTypa Ha TCP cermeHTa

3arnaBHarta 4Yact Ha TCP cermeHTa cbabpxa u 6 egqHobuToBu donara:

URG — BanugeH e ykasatenaT 3a cnewHn gaHHu (Urgent pointer).
YcTaHoBSIBAaHETO Ha TO3M donar o3Ha4daea, ve TpsabBa ga ce
npeyctaHoBu obpaboTkaTta Ha NoNy4YeHNTe JaHHW, OOKATO He ce
0bpaboTAT banToBeTE, KbM KOUTO COYM YKa3aTesNAaAT 3a CheLUHN
OaHHW;

ACK — BanuaeH e HOMePbLT Ha NOTBbLPXKAEHMNE, 3anncaH B NOJIETO
Acknowledgement number Ha 3arnaBHaTta 4acT;

PSH — npu aktnBmpaHeTo Ha To3un donar, nporpaMmHUTE MOay
ynpasngaBaLly TPAHCNOPTHMUA CMON Ha N3TOYHMKA M HA NPUEMHUKA
TpsAAbBa Aa na3npaTtar He3abaBHO HANUYHUTE AaHHWU KOSKOTO €
Bb3MOXHO MO-0bP30 KbM TEXHUS NonyyaTen, T.e. UBTOYHUKBT HE
n3yakBa ga ce cbbepat gaHHUTe 3a obpasyBaHe Ha MbI1EH CETMEHT
C n3bpaHuns pasmep U CbOTBETHO NONyvaTeNAT HE Yaka
3anbfiBAHETO Ha NpuemMHusa dydep;



CTtpykTypa Ha TCP cermeHTa

RST — cermeHT, B KOUTO € YCTaHOBEH TO3UM donar, CrnyXxu 3a
npekpaTtsaBaHe Ha TCP Bpb3kaTa. MIanons3ea ce B crniydauTte, Korato
Bpb3KaTa € HapylleHa (Hanpumep, nopagu noBpena B XocTa) uUnu
KOraTo ce OTXBbpiia HeBanuaeH cerMeHT Unm ce oTkassa onuT 3a
yCTaHOBABaHe Ha BPb3Ka;

SYN — cermeHT ¢ yctaHoBeH pnar SYN ce nsnonssa npu
yctaHoBaBaHe Ha TCP Bpb3ka 1 3a narnpatllaHe Ha HavanHus
HOMEpP, OT KOMTO We 6baaT HoMepupaHu banToBeTe HaA U3XoAsALLMS
NHJOPMaLMOHEH MNOTOK;

FIN — cermeHT, B KONTO € YCTaHOBEH TO3U donar, 03Ha4yaBa, 4ve
nanpawladybT nNpekpaTsaBa npegaBaHeTo Ha gaHHW. [Nopaan
OBYNOCOYHUA XapakTep Ha MHPopMaLMOHHNSA OBMEH ToBa He
O3HadvaBa, Ye TCP Bpb3kaTa € npekparteHa.



CTtpykTypa Ha TCP cermeHTa

[MoneTto Window size onpegens temna Ha MIHOOPMaLMOHHNS OOMEH OT
rnefHa Todka Ha nony4vaTtens Ha MHPOPMaLMNOHHUA MOTOK.
CTOMHOCTTa Ha Npo3opeLa yKka3Ba Ha oTcpelyHaTa cTpaHa KOJIKo
banTta morat ga 6baaT nanpaTteHn n CbOTBETHO NpueTn 6e3
npenbiBaHe Ha Bxoamsa dydoep cnen nocnegHus NOTBbPAEH HOMEP
Ha 6anT. [1pu nony4yaBaHe Ha JaHHW, pa3MepPbLT Ha Npo3opela
Hamanasa. AKo Ton cTaHe paBeH Ha 0, nanpawaybT TpsAOBa Aa
npecTaHe aa npegaBa gaHHW. Cnepn kaTto AaHHUTE ce obpaboTar,
nony4yaTensrt yBennyasa pa3mMepa Ha CBOSI Npo30peL, KOETO
O3Ha4aBa, Y€ e roToB Ja rnosfly4yasa HOBU OaHHW.

[Noneto Urgent pointer ce nanonssa Aa ykaxe nosnuuaTa Ha MbpBUs
6anT Ha cnewHnTe AaHHU CNPSAMO Ha4yanoTo Ha MofeTo AaHHW.



CTtpykTypa Ha TCP cermeHTa

[Toneto Checksum ce nsuncnasa Bbpxy uenus TCP cermeHT. [Npwu
HEeroBoTO M34NCIIABaHE y4yacTBaT U HAKOW NoreTa oT 3arnaBHaTa
yacT Ha |IP geutarpamaTta, B KOATO € OnakoBaH CErMeHTa.

[MoneTo Options Ha 3arnaBHaTa 4acT Ha TCP cermeHTa e
npeaHasHa4vyeHo ga npeaocTtaBu AOMbIHUTENHU Bb3MOXHOCTU 3a
ynpasneHne Ha obMeHa, KOUTO He ce ocurypsiBat OT ocTaHanuTe
rnoneTa Ha 3arnasvmeTto. Han-saxkHaTta Bb3MOXHOCT € yKa3BaHe Ha
MakcumarnHa ObJKMHa Ha cermeHTa. Bceku XoCT yka3Ba cBoSATa
MakcMMarnHa ObJ/PKMHa Ha CerMeHTa U 3a OCbLUECTBABAHE Ha
obmeHa ce npuema no-mankarta ot AeTe. AKO MakcumanHara
ObIMKMHA Ha CErMEHTa He ce JOoroBopu ce npuema no
nogpasbupaHe, 4Ye HeMHaTa CTOMHOCT € 556 banTa, KoeTo €
O0MNyCTUMO 3a BCUYKM MHTEPHET XOCTOBE.



YcTaHOBsIBAHE U TEPMUHUPAHE Ha
TCP cbeagnHeHne

Korato gBa xocta komyHukupart rno TCP, nbpBo TpsabBa ga
ce obopMU CbeamMHEHME, Npean ga 3ano4YHe obmMeHa Ha
OAHHMN.

Cnea npuknioYBaHe Ha KOMYHMKaUUSATa CECUNTE Ce
3aTBapPAT - TEPMUHUPAT.

BcuuknTe Te3un npouenypu peanusmpat yHKUMUTE NO
HagexaHocT B TCP.

3a yCTaHOBsIBaHE Ha BPb3Ka XOCTOBETE U3NbIHABAT
TPUNOCOYHa npoueaypa — “pbkocTuckaHe” (three-way
handshake). KoHTtponHute butose B TCP 3arnaesmeTo
perncTpupart nporpeca n CbCTOSHMETO Ha Bpb3KaTa.

Three-way handshake npasu:



YcTaHOBsIBAHE U TEPMUHUPAHE Ha
TCP cbeagnHeHne

* YcTaHoBABA, Y€ OTCPELLUHOTO YCTPOUCTBO
CblLIECTBYBaA B MpexXarTa;

* YBepsBa ce, Ye OTCPELLHOTO YCTPOUCTBO
MMa akTuBHa ycryra n npuema 3asaBku Ha
oTAaneyvyeHus nopT, KOUTO MHMLUMATOpPA
CMATa Oda U3nos3Ba 3a cecusTta

* lHdbopmMupa oTCpeLLHOTO YCTPOUCTBO, Ye
KINMUEHT U3TOYHUK UMa HaMepeHne aa
YyCTaHOBU CeCUA C TO3N HOMEP Ha NOopT



3 cTbnkn Ha TCP cbeanHeHue

I'Ip|/| TCP cbeanHeHnsaTa XoCTbT-KIMNEHT MHNLUNNPaA CECNATA KbM CbpPBbpPA.

3a fa cun n3acHUM Kak pabotu “three-way handshake”, Heka Buaum kaksu
CTOMHOCTW Ha napamMeTpu CU pasMeHAaT ABeTe cTapaHn. TpuTte CTbKN B
yctaHoBsaABaHe Ha TCP cbegunHeHue ca:

1. KnneHtbT-nHMUmMaTOop mn3npawa cermeHT SYN, cbabpxall, HavanHa
CTOMHOCT Ha nocnegosartenHoctta SEQ, n npeacraBngaBaly, 3asiBka 3a
Hayarno Ha cecus.

2. B oTroBop cbpBbLPHLT MU3Npalla CerMeHT, CbaAbpXKall, CTOMHOCT 3a
notebpxaeHne ACK (SEQ + 1). OcBeH ToBa - cobcTBEHaTa CH
CUHXXPOHM3MpaLla CTOMHOCT Ha nocnegoBartenHoct SYN SEQ, koaTo e no-
%OJ'lFlMa OT nony4yeHus n notebpaeH Homep ACK — crneaBalimsa ovaksaH

aur.

3. KnueHTbT-MHUUMaTop otroBapsi cbec ctonmHocT ACK, paBHa Ha (nony4deHa
SEQ + 1). C ToBa CbeANHEHNETO € YCTaHOBEHO.



3 cTtbnkn Ha TCP cbeanHeHue

g =

@ send SYN

(SEQ=100 CTL=5YN)

SYN received

@ Established

3EQ=101 ACK=301 CTL=ACK)

I
|‘___.--""
D

SYN received

Send SYN, ACK @

(SEQ=300 ACK=101 CTL=5YN, ACK)

CTL = Which control bits in the TCP header are set to 1

A sends ACK response to B.



TepmunHmnpaHe Ha TCP cecus

[1o 4-cTbNKOBa npoueaypa ce pasMeHAaT dorarose
3a TepmuHupaHe Ha TCP cbeanHeHnme.

A B

= =

@ Send FIM
-_—_-____—_-‘) FIM received
ACK received|

Send FIN

FIM receivedl‘i_____—-___—_.
@ el AU "_‘———-—_____}_
ACK received

A sends ACK response to B.



TCP. lNoTtBbPXKOAEHME N NPO3OPLIN.

CtonHoctnte SEQ 1 ACK B 3arnaBmeTo Ha cerMeHTa CbBMECTHO
Crny>XaT 3a NOTBbPXXAEHNE Ha nony4veHnTe bantose C AaHHW.

SEQ e oTHocuTenHua bpon 6anTtoBe, KOMTO ca NpefaaeHn B JageHaTa
cecusi + 1 (Homepa Ha nbpBuUs BanT ¢ JaHHM B AaOEHUSI CETMEHT).

TCP nanonaea uncrnoto ACK B cermeHTuTe, KOUTO ce nanpaiart
obpaTHO Ha U3TOYHUKA, 3a Aa NokaxXke Kou e cneaBalunsa bawnr,
KOUTO NpMeMHMKa o4akBa Aa Nnonydu B HacToduwaTta cecud. Tosa ce
Hapuya o4akBaHOTO NOTBBbPXKAEHME.

MI3TOYHMKBLT Ha cecnsita e MHPOPMUPaH, Ye AecTuHauusTa e nonyyuna
BCUYKM DanToBE B TO3M NOTOK OT JaHHW C U3KNtoYeHne Ha banTa
noad HoOMep, paBeH Ha HoMepa, CbabpXKall, ce B NOTBbPXKAEHNETO.

OuyakBa ce xocTa-uHuymaTop ga unanpatm cermeHT cbe SEQ = (ACK).

3anomHeTe. BCbLLIHOCT BCAKO cCbeanHEHWEe NpeacTaBnaBa ABe
egHornoco4Hn cecun. CtonHoctnte SEQ n ACK ce pasmeHAaAT n B
OBeTe MOCOKM.



TCP. lNoTtBbpPXKOAEHME N NPO3OPLIN.
[Tpumep.

B npumepa Ha dpuryparTa Ha no-cnensalumnsa crnamg neBuUsT XocCT
n3rnpatia gjaHHU KbM AgecHus. [1o-To4uHo, nanpaltla cermeHT ¢ 10
oanta gaHHu u SEQ = 1.

XOCTbT OTAACHO nony4YaBa cermeHTa u Buxaa, 4e SEQ =1 n uma 10
OanTa c fJaHHW.

XOCTbT OTAACHO BpbLUA 06paTHO CErMEHT KbM INEBUS XOCT, 3a aa
noTBbpAN NnonyyasaHeTo Ha AaHHUTe. B To3n cermeHT ACK = 11, ¢
KOeTo r|1o1|<a3Ba, 4ye ovakBa fa nonyym crnegsauy 6anT ¢ gaHHM noa
Homep 11.

3abenexete! CtonHoctTa ACK nesus XocT ocTtasa 1, 3a Aa nokaxe,
Yye CerMeHTbT € 4acT OT BbpBsdLlaTa cecust U CTOMHOCTTa B MOMeTo
Acknowledgment Number e BanugHa.

Cnepn KaTo NeBUAT XOCT € Nony4yns NoTBbpPXKAeHne, Beye Moxe aa
NPOOBbIMKM TeKyLLlaTa cecus, KaTo n3npaTtun creaBallnsa CErMeHT C
OaHHW, 3ano4sawium ot 6bant 11.



TCP. lNoTtBbpPXKOAEHME N NPO3OPLIN.
[Tpumep.

AKO NeBuAT XOCT B TO3M NpuMep TpAbBa Aa Yaka NoTBbpXAeHe Ha
Bcekn 10 banTa, 3aKkbCHEHUETO LLEe € MHOrO ronsamo.

3a ga ce Hamanu cnyxebHuns Tpauk OT Te3n NOTBBLPXKAEHUS,
Bb3MOXXHO € [ia ce U3npartsaTt MHOXXECTBO CErMEHTU, KOUTO Aa ce
noTBBLPAAT ¢ eaHo eanHcTBeHO TCP B obpaTHaTa nocoka.

B ToBa NnoTBbLPXKAEHME Ce CbhAbpiKa YMCHOo, NoKa3BaLlo obLuma bpon Ha
banToBeTe, NOMYy4YEHU B Ta3n CECUSI.

Hanpumep, ctaptpame cbe SEQ = 2000. Nony4yeHun ca 10 cermeHTa ¢

no 1000 6banTta Bcekn. Ha n3tovHuka (nesmsa xXocT) we 6bae BbpHaT
ACK = 12000.

KonnyecTBOoTO AaHHU, KOUTO M3TOYHUKBT MOXe Ja U3npaTtu, npeam aa
nony4m NOTBbPXAEHUE, Ce Hapuya pasmep Ha nposopela.

Window Size e none B 3arnaBneTo Ha CErMeHTa, KOeTo yrnecHsiBa
ynaBsiHETO Ha 3arybeHun gaHHU 1 yrpaBfieHNETO Ha NOTOKa.



TCP. lNoTBbpPKOEHNE WU

[Tpumep.

Mpo30pLn.

Source Port

Destination Port

Sequence Mumber

Acknowledgement
Numbers

Source Dest.

Seq. Ack.

Start with byte #1,
| am sending 10
-2

10 bytes
%..

| received 10 bytes
starting with byte #1.

Source Dest. Seg.

-

Ack.
I

%

Source Dest. Seq. Achk

mare bytes starting with byte #11



TCP. lNNoBTOPHO NpenaBaHe.

KonkoTo n nobpe aoa e npoekTupaHa gageHa mpexa, He Moxe 6e3 3aryou Ha
NaHHW.

TCP ocurypsiBa meToam 3a yrnpasrieHne Ha Te3n 3aryomn Ha cermeHTun. EanH ot
TAX € MEXaHU3MbT 3a NOBTOPHO NpeaaBaHe Ha CErMEHTUN C HENOTBbPAEHM
OaHHWN.

TCP ycnyraTta B XocTa-npueMHUK NoTBbpKaaBa caMo JaHHU, CbCTOSLLN ce OT
HenpekbcHaTa nocreaoBaTenHoCcT OT AaHHWU. AKO nUncBaT eanH Unu
noBeYe CerMeHTn, NOTBbPXKaaBaT ce caMo AaHHUTE B CETMEHTUTE, KOUTO
nonbiBaT NMbTHO NOTOKA.

Hanpumep, nonyyeHn ca cermeHT cbe SEQ = 1500 - 3000 n 3400 — 3500.
oraBa ACK = 3001. ToBa e Taka, 3awoTto nma cermeHt cbc SEQ = 3001
— 3399, KOUTO He ca Nony4veHu.

TCP B X0CTa-U3TOYHMK HE € Mony4us NnoTBbpXXaeHne cnej npeasBapuTenHo
3aganeHo Bpeme. Toraea Tou We ce BbpHe KbM nocrneaHmna ACK, Konto e
Nnony4eH, 1 LWe npegane noBTOPHO AaHHUTE OT Ta3n TOYKa HaTaTbK.



TCP. lNNoBTOPHO NpenaBaHe.

[MpouechT Ha NOBTOPHO NpeaaBaHe He e aedunHupaH B RFC, 3aBucu
OT KOHKpeTHaTa peanu3auunda Ha TCP.

B tTunnyHata TCP peanusaumsi XoCT npegaBa CErMEHT, NOCTaBdA KOnue
OT HEro B onalluka 3a npenpeaasaHe n ctaptupa tanvep. Crieq
nony4yaBaHe Ha NOTBbPXAEHNE CErMEHTLT Ce U3TpuBa OT
onaLukaTa.

AKO crnepg HynupaHe Ha TanMepa He ce Nonyyn NoTBbPXKAEHUE,
CerMeHTbT Cce npegasa OTHOBO.

[1Hec xocToBeTe MoraT aa nogabpXxaTt v onuunsta “CenekTtnBHO
NOTBbPXAEHME . B TakbB Ccryvyan gectuHaumaTta omn notebpauna
DanToBe B HenocrnegoBaTenHu cermeHTn, 6e3 oa e Heodbxoanmo
npenpengaBaHe Ha NUNcBalln JaHHWN.



TCP. YnpaBneHue Ha NoToKa u
3apbCTBaHUATA.

TCP nma 1 mexaHnamm 3a ynpaerieHme Ha rnotoka (flow control).

Flow control cMHXpoHM3Kpa CKOPOCTUTE Ha NOTOKA OT AaHHU MeXay
OBETE YCIyru B cecusara.

KoraTo M3TOYHUKBLT € MHopMuMpaH, Ye opeaeneHo KONMMYecTBO AaHHU
B CErMEHTUTE e Mosy4yeHo, ToraBa MoXe [a Npoabiku ¢
n3npatlliaHe Ha NoBeYe JaHHM 3a JaJeHaTta Cecus.

[Moneto Window Size onpegensa Konn4yecTtBOTO AaHHU, KOETO MOXe aa
6bae npenaneHo, npean aa 6bae NnonyvYeHo NoTBbLPXKAEHME.

[TbpBOHaAYanNHUAT pasmep Ha npo3opeLa ce onpenenia B Ha4anoTto Ha
cecuaTa ypes three-way handshake.

MexaHn3mbT 3a obpaTHa Bpb3ka B TCP Harnacsaea eektuBHaTta
CKOPOCT Ha npefaBaHe Ha AaHHUTE KbM MakcuUMarHusa rnoTok, KOUTO
MpexaTa U YyCTPOMCTBOTO-Nony4arten morat ga nogabpxat 6e3
3arydbun n 6e3 noBTOPHU npegaBaHus.



TCP. YnpaBneHue Ha NoToKa u
3apbCTBaHUATA.

B npumepa Ha cneaBaluma crang nbpBoHa4YanHuAaT
pa3mep Ha npo3opeua e 3000 baunTa.

Cnep npegaBaHeTo Ha Te3n 3000 banTa nanpawadybT
O4yakBa NOTBbPXAEHME, Npean aa NpPoabiMKM CbC
cnenBawm cermeHTn. Crneg nonyyYaBaHeTo My MOXe Aa
npenane ouwe 3000 dbanTa.

B nepuoau, korato mMpexarta e 3agpbCcTeHa Unu Ha
nony4yaTens My nunceaT pecypcu, 3aKbCHEHNETO MOXe
[a ce yBernn4u.

I edbekTMBHATA CKOPOCT Ha npefaBaHe Ha JaHHUTe 3a
Ta3n cecuqa ga Hamarnee.

Taka ce cnpaBsime ¢ npobrema ¢ HeOOCTUr Ha pPecypcu.



TCP. YnpaBneHue Ha noToKa U
3apbCTBaHUATA.

2 =]

Sender Window size = 3000 Receiver
1500 b
Sequence number 1 yles - Receive 1-1500

1500 b

Sequence number 1501 yiee 3 Receive 1501 - 3000

Receive Acknowledge - Acknowledgement number 3001

1500 b

Sequence number 3001 yies - Receive 3001 - 4500
1500 bytes

Sequence number 4501 = Receive 4501 - 6000

Receive Acknowledge - Acknowledgement number 6001




TCP. PegyumnpaHe Ha 3aryboure.

Npyr Ha4YMH 3a KOHTPONIMPaHe Ha NMoToKa OT JaHHM € Aa
onpegensame pasmepa Ha nposopela JMHaMU4YHO.

[Mpn HegocTur Ha mpexosu pecypeun TCP peayumpa

pa3mepa Ha nposopeLia, C KOeTO HaMansiBa U CKopocTTa
Ha npegaBaHe.

XoctbT-nonyyaren B TCP cecuaTta nsnpatla Kbm
nopgartens CTOMHOCT Ha pa3Mmepa Ha npos3opeLa, KOATo

nokasBa bposi Ha banToBeTe, KOUTO € B CbCTOAHNE Aa
nony4u.

KakTo ce Buxga Ha duryparta B no-criegsawina cnaua,
nmame 3aryba Ha eauH cerMmeHT. [lony4atenaTr NpoOMeHs
pa3mepa Ha npo3opeua ot 3000 Ha 1500.



TCP. PegyumnpaHe Ha 3aryboure.

Cnepg nepnoam 6e3 3arybu Ha gaHHW U nurnca Ha pecypcum
nonyyatendar we 3anodHe ga ysenuyasa nposopeua. Toea Le
BOAMUIHE edbekTMBHATA CKOPOCT U e NPOABLIMKN, 4OKATO ce NosABAT
3arybu n TpsibBa ga ce Hamanu npo3sopeLa.

[lnHamn4HOTO yBEnn4yaBaHe N HamansBaHe Ha npos3opeLa e
HenpekbcHaT npouec B TCP, Konto onpeaens ontumMmariHua pasmep
BbB BCEKM eONH MOMEHT 3a JadeHa cecus.

I'Ioggcé?Hocm 3a cripaBsiHe cbe 3aapbeTBaHmaTa B TCP uva B RFC

http://www.ietf.org/rfc/rfc2581 .txt



TCP. PeayuunpaHe Ha 3arybure.

Sender Window size = 3000 Receiver

1500 bytes

Sequence number 1 = Receive 1- 1500

1500 bytes

Sequence numbear 1501 2 Receive 1501 - 3000

Receive Acknowledge - Acknowledgement number 3001

Sequence number 3001 1600 oytes X*'(— Segment 3 is lost because of conge
the receiver.

1500 bytas

Sequence number £501 = Receive 4501 - 6000

Receive Acknowledge -t Acknowledgement number 3001
Window size = 1500



SYN flood aTakn
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SYN flood ataku. BapuaHTw.

Attacker

SYNs
and
SYN-ACKs

Y

Listener

Direct Attack

Attacker
Spoofed Spoofed
Address SYNs
SYN-ACKs
Listener

Spoofing Attack

Spoofed
Address

SYN-ACKs

Attacker

%A
Drone

SYNs
and
SYN-ACKs

SYNs
and
SYN-ACKs

Listener

Distributed Direct Attack

Drone




UDP

UDP e no-onpocTeH TpaHCNOPTEH MPOTOKON C HEYyCTaHOBEHA Bpb3kKa.

ToBa He 03Ha4aBa, 4Ye nNpunoXxeHuaTa, komto ce basnpat Ha UDP, ca
HenpeMeHHo HeHageXXaHn. GyHKUMKUTE No HaAEeXAHOCT ce
ocblUecTBaABaT Apyrage.

OCHOBHU NPUIOXHU NPOTOKONN, KOUTO “cTbnBaT Ha UDP ca:
- Domain Name System (DNS)
- Simple Network Management Protocol (SNMP)
- Dynamic Host Configuration Protocol (DHCP)
- Routing Information Protocol (RIP)
- Trivial File Transfer Protocol (TFTP)
- OHJTaWH nrpu



UDP

OHnanH urpute unun VolP moraTt ga noHecar
HAKOW 3aryou Ha gaHHU. Ho He u
3aKkbCHeHuATa, kouto BHacs TCP.

Opyrn npunoxeHna kato DNS nnu TFTP we
NOBTOPAT 3asiBKaTa, ako He nony4yar
oTroBop. Ml He um TpsbBaT rapaHunUnTe Ha

CP.




UDP. Bb3cTaHoBgaBaHe Ha
aenTtarpamu.

UDP e connectionless un cecumn He ce yctaHoBsiBaT kaTto B TCP.

UDP e no-ckopo TpaH3akLUMOHEH NMPOTOKOS. T.e, ako NPpUnoXeHmneTo
nMma JaHHW 3a NpeaasaHe, TO MM npeagasa.

MHoro UDP-6a3upaHu npunoxeHusa nanpatiat Manku Konmyectsa
OaHHW, KOUTO ce nobupaT B e4MH CErMEHT - genTarpama.

Ho Hakou n3rnpatla no-rosiemMm KoJfin4ectBa, KOUMTO Ce pa3fesidaT Ha
MHO>XECTBO CETMEHTW.

[Mpun n3npallaHe Ha MHOXECTBOTO AenTarpaMmn oT eHO NpUnoXxeHune
Te MoraT Ja noemar pas3fnyHu NbTULLA B MpeXxaTa v Ja npucturHaT
B pa3bbpKkaH pea.

UDP He _Icgg%nm rnocnenoBaTeriIHOCTTa Ha Aeutarpamurte npu npmemMmaHe
KaTo :

AKO TSl € OT 3Ha4YeHne, 3a ToBa Ce rPWKK NMpunoxHarta nporpama.



UDP. CtpBbpCKu npouecu u
3asBKMU.

N Ha UDP-6a3snpaHn CbpBBbPCKU MPUSTOXKEHUS Ce
npuceoaBaT Well Known unmn Registered
NopTOBe.

Server

Client 1 Client 2

Server Applications

Client DMNS requests will be received
on Port 53.
Client RADIUS requests will be
received on Port 1812.



UDP. KnneHTCcKun npoLecu.

N Tyk kKato B TCP KNMEHTCKOTO NMpUnoXXeHme usnpatla
3asiBKa KbM CbpBbpa.

Knuentckmnat UDP npouec nsbupa Ha criyvyaeH npuHUmn
HOMEpP Ha rnopT OT cBOOOAHUTE.

Cny4anHuaT n3bop Ha NopT nomara 3a noBullaBaHe Ha
curypHocTtTa. HomepbT HAMa Ja e npeaBapuUTEnHo
N3BECTEH Ha 31TOCTOPHMKA.

B UDP He ce cb3gaBaTt cecun. Criea KaTto gaHHUTE ca
roToBW KU NOPTOBETE ca naeHtTudpuumnpanm, UDP
doopmupa gentarpama u u 1 nogaBa KbM MPEXOBUSA
CIion 3a usnpatlaHe no Mmpexara.



UDP. KnneHTCcKu npoLecu.

Server

Client 1 DNS: Port 53 Client 2
g RADIUS: Port 1812 g
Client 1 DNS Request: Client 2 RADIUS User
Authentication Request:
Source Port 49152
Destination Port 53 Source Port 51152

Destination Port 1812
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