I'maBa 5

Kpunrorpadusi.

5.1 Ileam, 3a1a9M 1 OCHOBHU MOHATUA.

HeobxoanmocTTa u KeJaHueTo gajeHa uHopManud A3 Obe TOCTBIIHA CaMO 33 OIpEeIeseH
KPbBI' OT XOPa CBhI'bTCTBAT YOBCIIKATA MUBUJIN3ANA OT Bb3HUKBAHETO I/’I7 HO OO0pm a0 mpean
30-40 ronuau TOBA Osixa NPUOPUTETH OCHOBHO HA BOEHHUTE U JUIJIOMaTUdecKu ciyxbu. lHec
HEIATa, Ca TBbPJE pasjndau. PazBUTHETO HA KOMIIOTHPHUTE TEXHOJOTHH U U3TPAXKITAHETO
Ha TJI00AIHA KOMIIOTHLPHA MPEXKA APACTHUIHO MPOMEHUXa CUTyalnudTa. [IpaBurescTsenu, 00-
IIECTBEHN U YaCTHU OPraHU3ANUYA U (DUPMU ChXPAHABAT WU 00OMEHST WHMOpMAIUs 33 Xopa,
TPOAYKTH, YCAYTH ¥ MPOIECH, KOUTO MMAT CHIIMECTBEHO BIUAHUE BHPXY TOJIAM OPOil rpaxk-
nanu. HeitHoTo paskpuBaHe WU HEIIPABOMEPHO M3IOJI3BAHE MOXKE J1a 3aCerHe MHTEPECHTE Ha
OTPOMHI MaCH OT XOPa € BCHUKHW TEXKKHW CONMAJJIHU MMOCJEIUI OT TOBa. Bceekn OmsHec mopn
U Hall-jerajHus uMa cBouTe Taiinu. Hampumep mpu esieKTpOHHATA T'bPTrOBUsi, TPOJABAYBT HE
HUCKa Ja II0TIaJHE Ha USMaMHUK, d KJIMEHTDHT HE 2KeJla€ BCUYKU Ja pa36epaT KaKBO CH € KYIINJI
win 1a O'bjie m3MaMeH. Bcuuko TOoBa IpeBpbINa 3amurara Ha nHGOpMaIusd B ITPUOPUTETHA
3aja4ua HE CaMO 33 MPABUTEJCTBEHUTE OPraHM, HO W 33 PEAUIa ODINECTBEHU OPraHW3aIUNd 1
JacTHU nKOHOMUYecKn cybektu. lIpuopurerna 3aja4a e pasbupa ce u 0bIIecTBeHUAT KOHTPOJT
BBPXY CPEICTBATA 3a 3AIUTATa 32 Ja He ¢e JOMyCHE M3IMOJI3BAHETO UM 33 OCHIECTBSIBAHE U
NIPUKPUBAHE HA TEPOPUCTUYHN W KPUMWHAJHU JICAHUS.

Bok-numarpamara na ¢ur.l mpeacraBa abcTpakKTeH MO HA KOMYHUKAITHOHHA, CACTEMA,
C HaJIMYMe Ha, OIOHEHT.

OuoneHTHT (NPOTUBHUK'BT) HEMPABOMEPHO BKJIIOYMJI Ce KbM OOMeHa Ha mHMOpManus
MEXK/TY JIETHTUMHHUTE YYACTHUIIA MOXKe J1a Ob1e

® nacuseH, KOTaTo Ipe3 MOACTYIIBaHe Ha KaHaIa Ce ONUTBA J1a ONPEIeTn Kiodosere (e, d)
WM TIOHE J1a paskpue chobirernero m . [lacuBHOTO cieeHe Ha KaHAIa MOXKe 13 Ob/1e M3IoJI-
3BAHO U 33 GHAAU3 Ha mMpadura, T.e 33 HAOIIOJCHNE W AHAIN3 HA U3TOUYHMKA, IIOJIydaTesId,
BpeMeTO 3a KOMyHI/IKaH;I/IH n KOJINYECTBOTO I/IH(i)OpMaH;I/IH7 KOATO C€e O6MeHH.

e axmueen (tampering), KOraTo u3Mo3Ba TEbPE Pa3HOOOpas3Hu (HOPMHU HA MPOTUBOIETC-
TBHE, HAIIPUMED KaTo

- brokupane Ha HHMOOPMAITMOHHES IIOTOK;

- 3aIMCBaHe Ha IPUXBAHATATA WHMOPMAIUS U M3JIbIBAHETO W II0-K'bCHO, IO BpPEME Ha,
danmmrBa KOMYHUKAIMOHHA, CECHd;

69
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- TPOMsiHA ChI'bpyKaHneTo Ha nHdOpMaNngTa Ype3 3ainvdaBane, BMbKBaHe 1/WIn pas-
MECTBAHE Ha YaCT! OT Hed U Ap. TAKWBA.

Omnonenr

N3TounuK Kpuntupane 4 Hexpuntrpane ITonyaaren

leneparop
HA KJIIOYOBE

®ur. 4.1. (e u d ca CLOTBETHO KPUIITUPAIIHS U JTEKPUNITHPAIINS KJTIOT)

Tosa sicno moxasea, de 3ammuTaTa Ha HHGOOPMAIUATA BKIIOTBA MHOTO U Hali-pazHoobpazuu
npobsiemu. T's ce oCbITECTBSIBA HA TPU HUBA!

e dbusmuecko (XapayepHo) - mpeau BCUYIKO WHMOPMAIUATA TpsabBa Ja Obje dbusndecku
HaJIMYIHa W JOCTHITHA. [10 TPUHIIMT TO3W KPbT TPOOJEMI ce permaBaT ¢ W3rpakaane Ha OT-
Ka30yCTONYIMBU yCTPORCTBA 3a CbhXpaHeHne W 06paboTKa Ha WHQOPMAINs, KOMYHUKATTHOHHN
BB3/M U CODTYEPHN TPOAYKTH 33 M3TPAXKAHE W YIPABICHUE HA OTKAZ0YCTOWIMBU KOMITIO-
THPHU CHCTEMH.

® 3AIUTA IPU ChbXPAHEHUE U MpeJaBaHe HA WHMOOPMAIUIATA OT [MOJACAYIIBAHE, Pa3PyIia-
BaHe WX TIOJIIPaBsHe, KAKTO U OT IPEIIKHU ITOPOJEHU 0T €CTECTBEHO 3alllyMsiBaHE HA KOMYHU-
KAIIMOHHUTE KAHAJN - KPUITOTpadUATa U TEOPUsT HAa KOJUPAHETO €A TEOPETUIHUTE OCHOBHU 33
perraBaHe Ha TaKbB KPbI' 3aJa491. K’bM TOBa HUBO III€ TTPUYIUCINM W 3allliTaTa Ha MU3TTOJI3Ba-
HUTE OMEPAIMOHHU CUCTEMHU, MaKap 9e YaCTUYIHO TO3U MPODJEeM Ce OTHACH W K'bM MPEJTHOTO
HUBO.

® OpPraHU3alMOHHU U 3aKOHOJIATETHU MEPKM, KOUTO IMOJANOMATraT U PEerjiaMEeHTHUPAT rop-
HHUTEC HUBA U ACIICKTH Ha 3al1UTaTa Ha JaHHH.

ETo Hakon oT 3amadnTe W MEANTE CIAJAIN K'bM BTOPOTO HHUBO, KOUTO TPsiOBa Ja 6baar
MMOCTUTHATH C TIOMOIITA Ha ChBPeMeHHATa KPUNTOrpadus:

e Henpukocrosenocm u nogepumeanocm na ungopmayuama (privacy and confidentiality):
[MocTuranero Ha Ta3u el OCUTYPsiBa MHMOPMAIIUSITA J1a OCTaHE TallHa W HEJOCTbITHA 334 BCUY-
KU, OCBEH 33 Te3W, KOUTO Ca OTOPU3UPAHHU /13, CH CJIYyKAT C Hes.

e OcurypsiBare yanocm wa dannume (data integrity), ¢ KOETO ce Iein W3NPATEHATA WH-
dopmarmaTa 1a He Obe TOAIPaBIHA WK TOAMEHEHA B IPOTIeca Ha MPeaBaHe min 06paboTka.
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o Hoenmudgurayua (identification or entity authentication): 3amagara e JerajsHo BKIIO-
yeHuTe B 06MeHa Ha WHQOpPMAIUsT CTPaHu (JTUIA, KOMIIOTbPHE TEPMUHAJIN, KPEJIUTHU KAPTH
u gap.) g2 ce ybemaT B3auMHO, 4e HAMCTUHA KOMYHUKUDAT €IHA C JAPYyTa, T.e. 9€ OTCPENTHaTa
CTpaHa € HAMCTUHA Ta3M|, 38 KOSITO CE TIPEJICTABSI.

o Asmenmuurocm na csobuenuemo (message authentication): Tlomyaarenar wa cbobie-
HreTo TpabBa ga ce ybean man MogaTeasT My € HAUCTHHA TO3M, KOUTO € 3adBeH B chobime-
HMETO KaTO TaKbB. 1a3m 3amada e m3BecTHa ome karo data origin authentication.

e OchbInecTBsABaHe Ha eaekmponen nodnuc (signature): Llenra e peasms3arysita Ha €IEKT-
POHEH aHaJIOT Ha KJIACUYICCKUA IMOANNC BbPXY NUCMEHU TOKYMEHTH. B CJICKTPOHHUSA BapUaHT
MOJTYIATE AT HA JTa/IeH eJTeKTPOHEH JOKYMEHT CbINO TPIOBa /1a € B ChCTOSHUE JIa yOeu TpeTa
Hezasucuma crpana (“chaus’”), de TON JeHCTBUTENHO € M3NPATEH U B TOYHO CbIIUs BUJL OT
CcTpaHaTa, KOSITO 0 € TIOJITNCAJIA.

o Heommenumocm (neompuuaemocm) (nonrepudiation): QcurypsiBa, ue HUKOsI OT CTpa-
HUTE B KOMYHWKAITMOHHUS MTPOIEC HE MOXKE J]a OTPEUYe PEAJHO OCHINECTBEHN CBOW JIEHCTBUS
(HampuMep, de € M3npaTIIa TaeH0 ChOOIIeHne) /Ui MOeTH aHrakuMenTr. Tosa e 0cobeHo
BaKHa IeJI KaKTO OT IIPaBHA TaKa W OT KOMEpCHaJIHa TJIeAHa TOYKA.

o Ynpasaenue na xarovwoseme (key management): GakTop OT JKU3HEHO 3HAYEHUE 33 CUTYD-
HOCTTA. praB.HeHI/IeTO Ha KJIIOUOBETE BKJIIOUBa BCUYKHW aCIIEKTU Ha 60paBeHeTO C T4dX, KaTO Ce
3aM0YHEe OT Ch3JIAaBAHETO UM JIO €BEHTYATHOTO UM yHHUIIOXKaBame. Haif-rorsiMaTa, CI0XKHOCT e
IPU CbXPAHSIBAHETO U PA3IPOCTPAHEHUETO HA KJ0UoBeTe. Tesu mpobJiemu ce permaBaT OTHOBO
C KPUOTOTPADCKA ATTOPUTMIU.

e Pasnpedesenue na cexpema (sharing schemes): B curyaiust Ha MHOrOCTPAHHO ChTPY/HA-
9ECTBO IQJIEHO CBOMCTBRO (Chrytamenne) reficTBa JOKATO 6POAT Ha MPOTUBHUIINTE MY B IpyTaTa
He HaJBUINN OTTpesIe/IeH Tpar. TakbB THI 3aa91 Bh3HUKBAT MPU CbXPAHEHHE W YIpaBJIeHTe
Ha KJIFOYOBETE.

o Anonummnocm (anonymity): da ce mIpukpue WIEHTHIHOCTTA HA ONpEJETeH YIACTHUK B
JTajleH TpOTIec.

o Asmopusayusa (authorization): 3amada, KoaTo TpsIOBA J1a OCUTYPH MPEXBbPJISTHE TPABOTO
Ha JIpyra cTpana ja Obje Win 13 U3BbPIINU HEITO.

o Konmpoa na docmena (access control): la orpaHndm B ONpeneseHH PAMKH TIpaBaTa
1 Bb3MO2KHOCTUTE, KOUTO JICTUTUMEH II0JI3BaTEJI Ha €AHa KOMIIOTbhPHA CUCTEMaA WJIN MPEXKa
nMa.

o Eodnospemenen obmen (simultaneous exchange): B curyaumst Ha MHOrO y4acTHUIIM Hsi-
KaKBO KEJIAHO CBOMCTBO (KA9eCTRO) € B CUJIa, JOKATO HEIO JAPYTO MEHHO (HAPUMED MOTNCa
HA OTCPEITHATA CTPAHA) HE Ce TOJIyYN.

Kpunrorpadusara, kosmo ocurypsiBa METOINTE W CPEJCTBATA 3 3aInUTa 3aeJH0 ¢ Kpun-
moarasu3a, KOMTo uMa 3a 3ajada pasbuBanero Ha mudpure dhopMmupar HaykaTa Kpunmoao-
2U.

Beexku mexanu3bM, IIpoIiec Wik CTPYKTYPa OIUPAIIHU Ce Ha JOCTUKEHUATA HA ChBPEMeHHa-
Ta KpUMTOrpadust MPUBIUYAT U U3MOM3BAT HEHUTE GA3UCHU CPEJCTBa (METOIHU, aJTOPUTMU
U Jp.), HApUYIAHW HAH-00110 Kpunmozpadcky npumumusu. ECTecTBeHO, BHL3HUKBA BHIIPOCA
3a OIEHKa Ha TsAXHATa epuKTUBHOCT U moje3HocT. GopMysupaHu ca peura NPAKTUIECKU U
MaTEeMATUIECKU KPUTEPUH 33 OIEHKA HA KPunrorpadpCcku npuMutuiu. llocaenaure ce OCHO-
BaBaT Ha TEOPHUATA HA BEPOATHOCTUTE U TEOPUSTA HA CHAOXKHOCTTA Ha aJTOPUTMHU, & I10-710J1y
w3j1araMe KPpUTEPUH 33, OMEHKA OT MPAKTHYeCKa TJIeJHa TOYKa.
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Orme B 1883 1. Kepkxod dopMysnpa CbBKYTHOCT OT U3WCKBAHUS 33, €Ha, KPUTITOCUCTEMA,
napudann Kerckhoffs’ desiderata:

1. 1a 6b1e, aKO HE TEOPETUIECKH, TO TIOHE TTPAKTUIECKN Hepa3buBaeMa,

2. KOMIOPOMETHPAHETO Ha €JNH HEeWH JeTan] Ia He Chb3JaBa IpodIeMn Ha KOPECIIOHINPa-
A TE;

3. KII0IbT TpAOBa [a ce 3allOMH« JIeCHO U 6e3 [1a ce 3aIliCBa KAKTO M JIECHO /1 CE€ CMEHS;

4. xpuntorpamure TpsabBa Ja Morar ga ce msnpamar ¢ renerpad (ToBa e “Bbpxa’ Ha
KOMYHUKAIIUATE TOTABA);

5. amaparypara 3a Kpunrupate TpsabBa Ja ObJe MOPTATUBHA W /14, [TO3BOJIABA CAMO €JIiH
90BeK J1a, paboTu C Hesd;

6. cucremara TpsibBa Ja ObJle JeCHa, j1a He W3MCKBA HUTO 3HAHUETO HA TOJISIMO KOJIMIECTBO
IpaBWjia, HUTO YMCTBEHO TMPEHATIPEKEeHNeE.

Tesu mpemopbKY ca aKTYAJHN U JHEC, & €TO U HIKOU ChBPEMEHHN TPAKTUICCKN KPUTEPHUN:

® HIBO Ha CEKPETHOCT.

Omupenens ce or paboraus dhakTop (T.e. HEOOXOIUMUTE BPEME W M3IUCIUTENICKH PDECYDPCH)
3a KOMIIPOMETHpaHe Ha KPUIITOrpadCKusl MEXaHU3bM IpH Hail-7o0paTa M3BeCTHA B MOMEHTA
Ha OIEHKA aTaKa, KAKTO U IPeJnoaraeMuTe B 6Jiu3K0 Obiere pasBuTHe HA KOMITIOTHhPHUTE
TEXHOJIOTHH U METOAH 33 KPUITOAHAINS.

® pYHKIMOHAJIHOCT.

Kak ce cbryacyBa ¢ Apyru OPUMUTHBU [IPU U3TPazKIaHe HA MEXAHH3MU, KAKBa 1 KOJIKO
CBIMECTBEHA, € POJISATa My. 3a pellaBaHe Ha KAKBU KPHUITOTPAMCKU 3a0a9d JATEHAAT TPUMU-
TUB € 10 TTOAXOISIIL 1 e(DEeKTHBEH.

® METOIN 3a OIEepHpaHe.

Or1teHsiBa, ce TIOBEIEHNETO TTO OTHOIIEHWE Ha CUTYPHOCTTA MPU PA3JIUYHU HAUWHU HA TTPU-
Jlarame, CBbpP3BaHe C APYTH NPUMHATUBH, BUAIa HA BXOIHUTE JAHHU U IP.

® [IPOM3BOAUTETHOCT U Obp3WHA.

Hanpuwmep ckopocTTa Ha KpUNTHpaHe W3MepeHa B 6ut/cek. K'bM Kpurepuure 0T TO3M THIT
CIaJIaT, HAPUMED, HeOOXOMUMOTO BpeMme n1a ce cb3aage enexrponen noamuc (EIT), Bpemero 3a
[IpOBEpPKaTa My, BpeMeT0o, HeoDX0AMMO 33 FeHeprpaHe Ha, OCHOBHUTE IApaMeTPH Ha CUCTEMaTa
n kirovosere. OLeHsIBaHETO BUHAIM CE [PaBU 33 (pUKcUpaHa (popMa Ha OLEPUPAHE.

® BHEPUMOCT.

OmensBa KakBa € CJIOKHOCTTa IIPU XapAyepHa u/uau codTyepHa peajn3alius Ha ChOT-
BeTHUst Kpunrorpadckn MexannzbM. Hebxomnvmre pecypen (IMCKOBO MPOCTPAHCTBO, MAMET
u 11p) 3a cbhxpangsane Ha EIl KaKTO ¥ BCUYKHW JAHHU W/WJIH PE3YJITATH MOJIYUYEHH 10 BPEMe
Ha Cb3/aBaHe Ha, eJIEKTPOHUS TONNC, W31aBaHe Ha CepTUUKAT U JIpP.

Wurepecna oT mpakTHIecKa IJIeIHa TOUKa [IPEICTaB/IgBa Taka Hapedenara “Ad hoc security”.
HpI/I HEd CE€ IPpaBU OIEHKA Ha PECYPCUTE Ha IMOTEHIMAJIHNA IIPOTUBHUK W T€ Ce€ CpAaBHABAT C
pecypcure HeoOXoauMH 3a pas3duBaHe HA KPUITOCHCTEMATA.

Hedpununusga 5.1.1 Ilod kpunmocucmema ce pasbupa Co8KYNHOCMMG OM MPU MHOHCECT-
sa M, C u K om peduyu, csomeemno nad asbyxu A1, Az u As, u dsotixa (E, D) mmnoocec-
mea om usobpasicenus E = {€,: M —- Cle€ K} uD ={Dy: C —> M |de€ K},
KOumo npumestcasam ceolicmeomo, ue 3a écako e € K (Kpunrupall Kiaod) couecmeysa
eduncmeen d € K (nexkpunruparni Karo4) maka, e

Dg(Ee(m)) = m, 3a ecaxo m € M.
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Mmnoorcecmsama M, C u K ce napuswam ceomsemrno npocmparcmaeo om csobuieru-
ama ((plaintext) message space), npocmpancmeo om wugppomexcma (ciphertext
space) u npocmpancmeo om xarowoseme (key space), a esemenmume na E u D xpun-
MUPaUWY U dEKPUNMUPAULY TPAHCHOPMALUL.

3abenexkka 5.1 [onsaruero xpunmoezpadcku aa20pumsm B JUTEPATYPATa ce yIoTpeOsiBa B
HIAPOK CMHUCHJ KATO CHHOHUM Ha KPUITOCHCTEMA, a B TeCeH 3a O3HavYaBaHe HA KPHIITHPALIATA
¥ JeKPHITHPAINA TPpaHchOPMAIIHH.

KpI/IHTOCI/ICTeMI/ITe Ce AeJidT Ha JBE I'DYIIN:

o Cumempuyuruy: e = d nan “U3UNCIATETHO JTeCHO MOXKe 713 ce u3Bjede d oT e.

[Tpumepu nva takusa kpunrocucremu ca AES, DES, RC4, Stream ciphers u jp.

o Acumempuunu (HapUYIaH OIIE J8YKAIOUOEU, C NYOAUUEH KAIO):
KOTaTo e “M3YnNCAUTEIHO HEBB3MOXKHO 1a ce ompeenu d, 3Haelkn caMo e. KIioubT e u3mnos-
3BaH 3a Mmudpupane MoxKe ga 6bIe HATPABeH MyOJINYHO U3BECTEH JOKATO TO3M 33 JAerudpu-
pame d TpabBa Ja ce IbPXKHU B TaiiHa.

[Tpumepn wa Takmpa kpuntocucremu ca RSA, Elliptic curve cryptography (ECC), Tesn
na Rabin, ElGamal u McEliece.

[TorsTHeTO “N3UNCANTEIHO HERB3MOXKHO  TpsiObBa [a ce pasriaerka B KOHTeKCTa Ha Teo-
pUsI Ha CJI0XKHOCTTA Ha agroputmu (theory of complexity). “HesbamorkHo /necuo” o3HauaBa, e
He CbIIECTBYBA,/ChIIECTBYBA ajirOPUThM, KOHTO /laBa pelleHne Ha 1pob/ema 3a Bpeme, 3aBH-
CEIIo MOJTMHOMHUAJIHO OT apaMerbpa (napamerpure) Ha mpobiaema. Korato Takbs aJropurbM
HEe CBHINEeCTBYBA, Ce Ka3Ba oiie, ue 3aaa4dara e B kaaca NP. Tlpenusupanero Ha Te3u moHATHS
M3JIM3a N3BDbH PAMKATE Ha TE3W JIEKIINK U HUE IIe ce ONPeM Ha WHTYUTUBHEUS UM CMHUCHI. Ha
UUTATEN, KOUTO UCKAT JIa Ce 3AM03HAST MO-OAPOOHO ¢ TOPHUTE MOHSITHS U ChITbCTBAIIUTE TH
mpobIeMy TperopbIBaAME JIa MTPOIeTAT HAKOS KHUATA [0 TEOPUsT Ha CIOKHOCTTA Ha, AJTOPUTMHA
(mampunmep [4]).

Heduuurnuga 5.1.2 Hexa X u Y ca npoussosnu mnosicecmeo. Ednonocowna gynruus
(one-way function) ce napuua gynxyua f: X — 'Y, maxasa ue e “aecno” da ce npecmemue
f(z) sa 6caxo x € X, dokamo 3a cayuatno y € Im(f) e “usnwucaumenro nessamoscno” da ce
namepu x, maxosa we f(x) =1y.

IMpumep 5.1.1 Heka g ¢ mpuMUTHBEH KOPEH TI0 MOIY/I MPOCTOTO ducao p. Oyuknusara f :
Z, — Z, nedunupana ¢
f(z) = g* (mod p)

e MpUMEpP 3a €JIHOMOCOYHA (DYHKIIHA.

Uszuucnssanero na f(r) He IpeacraBisgBa TPYIHOCT, HO HaMuUpaHeTo Ha ind a, 3a TPOU3BOJI-
HO a € Z,, 10py 3a He rojemu p, Bede cb3jasa npobsemu. Kakro orbenssaxme no-rope B
HACTOSIIOTO M3JIOYKEHUE HAMA JIa Pa3T/IeXKJaMe CJA0YKHOCTTA Ha Ta3W Olepalus, HO IIPero-
pBbUBaMe HA UNTATENS [1a HATIPABYU TAOINUIA ¢ MHAEKCUTE OTHOCHO MPOCTOTO dIncyio p = 53993
(TBBp/Ee MaJKO OT KpunrorpadCcka ryIeHa TOUKa), 3a j1a 100ue TpeIcTaBa 3a CI0KHOCTTA Ha
npobema.

[Ipu cucremuTe ¢ MybInYeH KJTIOY e U3MO0/3Ba HAN-9eCTO CIETHUAT MMONKJIAC OT €JIHOIO-
COYHN (PYHKIHH.
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Hedbununusa 5.1.3 Ednonocouna gynryus csc cexpem (Trapdoor one-way) ce na-
puua ednonocouna Pynxuua f: X — Y cse ceolicmeomo, e npu 3adadena donsanumenta
(matina) ungopmayus (trapdoor information) sa ecaxo y € Im(f) cmasa “6s3moorcno” da ce
namepu x, maxa ue f(r) =1y.

5.2 Kpunrorpadckym npuMUTIBU U MEXaHU3MMU.

OcHoBHUTE KPUMITOTPadCKN IPUMUATHBY, U3TOA3BAHN TPHU U3TParKaHe Ha CUCTEMH 33 3allIATa
Ha MHAOPMAIUATA Ca CIAEJTHUTE:

® CUMETPUYHU KPUNTOTPAMCKHA AJITOPUTMA

® ACUMUTPUYHU KPUITOrpadCKN ajiropUuTMu

® yIpaBJIeHUEe Ch3/laBaHe, CbXpPaHeHNe U pa3lpeje/enne Ha KII0U0BE

o xeur-PyHKIMK

® reHepaTOPH Ha CIyYalHW YNCIa

B wacTHOCT Te ca B OCHOBaTa Ha MEXaHU3IMHUTE 33 Ch3/aBaHE HA €JCKTPOHEH MOJINC U
reHepupaHeTro Ha YacTHUTE U MyOJINYHNTE KITIOUOBE.

[To-ony 1mie pagrsefilaMe MaJIKO IO-TIOAPOOHO IMLPBUTE TPH, & cera ja jJeduHUpaMe U
ITOCOYMM POJISiTA Ha [TOCIEJHUTE JIBE.

Hedbunnnusa 5.2.1 Xew-pynuryus (hash function) ce napuwa ednonocouna PGynryua
h, Koamo usobpassaca peduuya (om 6umose) ¢ NPOU3EOAHA IBANCUNA 6 PEOuLA ¢ HUKCUPAHA
dsaotcuna 1 (nanpumep, n = 64,128,160) u npumeorcasa ceoticmeomo, uwe e c60600na om
KOAUSUU, M.€. USYUCAUMEACKU HEBBIMONCHO € 04 Ce HAMEPAM J6e PA3AUNHU COOOUEHUA T U
m’, maxa we h(m) = h(m/).

[Mpumepn wa xem-dyuknun ca MD4, MD5, SHA-1, RIPEMD-160. [Ipenopbantento e
na ce m3noa3Bar xemr-yHknun ¢ N = 128 mwym 160 6ura, 3a 1a ca cBOOOAHM OT KOJIA3AU
7 CHIIEBPEMEHHO N Ja He € TRLPAe ToIsIMO, 3a Ja He ce 3abaBs obpaboTkara Ha WHOOP-
manusaTa. Ho mopaau yBesnvaBaHe MpOn3BOAUTETHOCTTA HAa KOMIIOTPUTE B Kpaiina daza Ha
crangapruzanus e qopu SHA-512 (n = 512).

OcHoBHUTE TPUJIOKEHUsT HA Xell-(DYHKIUATE €A 33 MPOBEpPKA IAJIOCTTa HA JAHHUTE U
Ch3/IaBaHe Ha KPaTKa J00aBKa, KOSATO ja Obje MOAIUCAHA TPU PeaTr3aliis Ha eJeKTPOHEH
[OJIITNAC, KAKTO W NPU HIKOU WICHTU(MDUKAITMOHHU TTPOTOKOJIH.

Baxen xsac kpuntorpadCKu IPUMUTABA CA U 2EHEPAINOPUIMNE HO CAYUGTUHU YUCAQ.
Te croaT B OCHOBaTa Ha IPOrpaAMUTE 33 MOPaXK/aHe HA KJYOBE U TSIXHOTO KAYECTBO € OT
CBIECTBEHO 3HAYEHWE 33 MOPAXKIAHETO Ha, JA0OpU HEMOIaBAIN Ce HA OTTaTBaHE KJIFOUOBE.

lox caywating nopeduya (nus) om 6umose e pasbupame Takasa peguia ot 0 u 1, 3a Kos-
TO 3HAHMETO HA IPOU3BOJIHO TOMHOXKECTBO OT €JIEMEHTUTE W HE JIaBa, HUKAKBa WHMOPMAIUS
3a ocramanuTe 6mroBe. C BCAKA TaKaBa PEIUIA MOXKE A Ce CBbPKE CIYIAlHO UHUCI0, KATO
ce B3eMe YUCJOTO, YUUTO 3alNC B JBOWYHA OpoiiHa cucrema e tasu penuna. Ilox zenepamop
Ha caywating deoudna peduya (cayualino wucao) pasdbupame yCTpoiicTBO M/WIM aJrOpuUThbM,
KOWTO TOpaXKja CAydaeH HU3 OT OUTOBE.

Bceku remeparop Ha caydaiiHa peguna u3MCKBa, eCTECTBEH N3TOYHUK HA MyM (HampuMep,
busmaecko yCTpOWCTBO ¢ TOILTHHEH IIIyM), KOWTO MOYXKe BIIOCIEACTBHE Ja Obie obpaboren
kpunTorpadcku (HampuMep, TOII0KEH HA Xer-(DyHKITHs ).
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Bceku ciyuaen remeparop ce mojara Ha Haii-pasHoobpasHu TeCToBe (AMUTO PE3YJTAT Ce
JaBa HAM-YeCTO ¢ BEPOSITHOCTTA PEJIUIATA JIa € CIyJaiiHa) TOKOJIKO CJIyUallHi PeIUITA MPOU3-
Bexkaa. Hali-mpocTtuTe mpuMmepy 3a TaKWBa TECTOBE €A MPOBEPKA 3a PABEHCTBO MEXKIY OpOs
Ha eJUHUITATE U HYJUTe, U IIPOBEPKA 32 aBTOKOPEJAIIMOHHUTE CBOUCTBA Ha T'€HEpUPaHaTa pe-
muna. Equn yausepcanen rect (Maurer) e crenenta Ha KOMIpecupase Ha peaunara. KoakoTo
IMO-MaJIKO MOZKE JIa ce KOMIIPeCUpa, TOJIKOBa IO-caydaiiHa e Td.

Koraro ce mauckBar caydaitHu peauiid C MHOTO TOJISIMA TbJKWHA, CE M3MOJI3BAT TaKa
HapedeHHUTE TCEBOC/HyUaiinu pejutiu. [ enepamop Ha ncesdocayyating peduya Hapudame Jie-
TEPMUHUPAH aJIPOPUTHM, KOUTO OT HAIIBJIHO CIyYaeH HU3 oT k 6uTa mopakia ABOWYHA PEIUTA
C IBJKUHA HA TOPAbIIN [I0-T0JIAMA OT K, KOSTO C T'0JisiMa, BEPOATHOCT U3/ bpPKa CTATHUCTUYIEC-
KW TECTOBE 33 CIydaiHoCT. JOKOJIKOTO M3X0bT HA TAK'HB ME€HEPATOP € €JHO3HAMHO OIPEIeICH
0 HavaJIHATA pPeauria, k TpssoBa Ja Obe J0CTaTHIHO POJISIMO, 33, JIa He MOXKEe C IIbJIHO W39ep-
TIBaHe Jla ce reHepupaT BCUYKU Bb3MOXKHU MCEBAOCAYYANHN PEeIUIIN.

5.2.1 CumeTpuYHH KPUOTOCUCTEMM.

IIpedumemea:

- TosrsiMa CKOPOCT Ha KpUITHpaHe W JeKPUNITHPAHE KaKTO TPU XapIyepHa, TaKa U IIpH
codpTyepHa pean3alius.

- Jlecnm 3a peanmzanmus.
- Nznon3sar ce KaTro chCTaBHU YACTU HA HAN-PasHO0Opa3Hu KPUnTorpadCKu MPUMHUTHBH.

Hedocmamsuu:

- CekpeTHHUST KJIIOY € CAMO eINH U BCSIKA OT CTPAHWTE, YIaCTBAIM B TPOIIECA, MOXKE J1a
ro KOMIIPOMeTHpa CAYYaiiHO WU IeJIEHACOYEHO.

[Ipy KOMyHHKanus MO JBOWKHM B MpexKa OT N ydJacTHHKa ca Heobxommmu n(n — 1)/2
KJIIOYA.

N3suckBa gecTo cMgHa Ha Kiova (Opu BCSKA CECHs), KOETO MOPaXK/1a MpobaeMu ¢ pasi-
POCTPAHEHUETO HA KJIOYOBETE.

- He ca yn06Hu 3a m3nosnsBane B MEXaHU3MU 33 €JIE€KTPOHEH HOJIIUC, 3AI0TO H3MCKBAT
MHOI'O I'OJIEMH KJIIOUOBE 3a IpoBepsiBalliara TpaHcopMalys U BbBIXYaHe Ha Tpera
nosepena crpana (TTP).

B $ 5.2.3 e onucan equn mexanmsm (m3mosssarn Teopust Ha YMCIaTA) KAK Ja Ce PEITn
Ipo6JIEeMDBT C YIPABIECHHETO HA KJIIOYOBETE 33 CUMETPUIHH KPHUIITOCHCTEMI.

Haii-ynorpebsiBanure cumerpuaan Kpunrocucremu ca 6iiokoure kpunrocucremu (block

ciphers).

Hedbununusa 5.2.2 Kpunmocucmema, wuemo npocmparcmeo om coobuwenuama M ce csc-
mou om peduyum = (Mmy, ..., My) ¢ 06A%CURG T, M.€. PAZOEAs OMEPUMUA MEKCTN, HA OAOKOGE
OMm NO N CUMBOAL HO a30YyKaMa, ce Hapuyua 6uokoe wudsp ¢ dsancuma n.



76 JEKINUN 110 TEOPUA HA YNCJTATA H. JI. MAHEB

H CHMBOJI ‘ YHUCIIO H CHMBOJI ‘ YucJjaIo H CHMBOJI ‘ YUucJaIo H CHMBOJI ‘ qYUucJIo H CHMBOJI ‘ qYUuCJI0 H

0 00 i 20 a 40 v 60 \Y 80
1 01 K 21 A 41 0} 61 * 81
2 02 a 22 b 42 X 62 = 82
3 03 M 23 B 43 1T 63 + 83
4 04 H 24 r 44 9 64 / 84
5 05 o} 25 pil| 45 T 65 ) 85
6 06 i 26 E 46 T, 66 ! 86
7 07 p 27 K 47 b 67 ? 87
8 08 c 28 3 48 b 68 $ 88
9 09 T 29 n 49 IO 69
MHTEPBAT 10 y 30 n 50 i 70
a 11 b 31 K 51 , 71
0 12 X 32 JI 52 . 72
B 13 11, 33 M 53 - 73
r 14 9 34 H 54 : 74
b 15 It 35 0 55 ; 75
e 16 11, 36 11 56 " 76
X 17 b 37 P 57 ( 77
3 18 b 38 C 58 ) 78
u 19 10 39 T 59 I 79
Tabjmita 5.1.

[ToeeweTo mob6pe m3BeCTHU CUMETPUYIHM KpunTocucremu ca 6yiokou. Takusa ca u cien-
HUTE KJACUIECKN KPUTTOCHCTEMU:

3amecmeausu wugpu (Substitution ciphers)

Hedbununuga 5.2.3 Kpumocucmema, xoamo nonada 6 edna om caedsaujume Kamezopuu, ce
Hapuua 3amecmeaw, wudsp (cybecmumyyus):

IIpocma cybecmumyuus Hexa e daden 640%06a Kpunmocucmema ¢ 0saiCuna N U Npoc-
mparncmeo om xmovwoseme K, cacmoawo ce om nepmymayuu 1a a3byxama. Kpunmupanemo
¢ kawua e € K ce usespwsa no npasuiomo

Ee(m) = (e(mq),e(ma),...,e(my)).

Xomogonux (homophonic) Beexu cumseon om asbyxama ce uzobpassasa a — H(a) 6
MHO2MCECTNB0 0m. peduyu ¢ deascuna t, kamo H(a) N H(b) = O, 3a a # b.

Mmnozoasbyrosu (polyalphabetic) 3a pasauxa om npocmama cybcmumyuus, KA040-
seme € = (71, ..., Tp) NPEICMABAABAM HAPEIEHU N—OPKU 0T NEPMYMAYUY Ha a36yKama u

Ee(m) = (m1(m1), ma(ma), ..., Tn(mn)).
Pasmecmesawu (nepmymavuonnu) wugpu (Transposition ciphers)

Hedpununusa 5.2.4 Hexa M e npocmparcmeomo om csobuenus Ha 0A0K08 wudsp ¢ 06a-
orcuna n. Kpunmocucmemama ce napusa pazmecmeauss (Nepmymauuonta), ako 6Cexy
K104 € eOH03HauHO onpedeas nepmymavus ™ € Sy na {1,2,...,n}, makasa ue

ge(m) = (mﬂ(l)a s >m7r(n))'
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NznomssannTe grec 6JOKOBY MMdpPH TPUHAIIEKAT HA KJaca 0T TaKa HapedeHnTe ume-
pamusenu wudpu om mun na Peticmen (Feistel), Ho Tasu TemaTnKa OCTaBa B CTpAHU
OT IIeJINTE Ha HAIIEeTO W3JI0XKEHWE.

Lpyr MHOTO M3I0I3BAH THII CUMETPUIHN KPUIITOCHCTEME Ca nomouHume wu@pu (stream
ciphers). Tlpu T9X KPUNTUPAHETO TPEACTABIABA TPUGABIHE 1O MOAY/I 2 HA OHHAPHA PEAnIA
K'bM OMHADHUS 3aIMC HA OTKPUTUS TEKCT.

[le mmrocTpupaMe 3aMecTBAIUTE MMUGPH C €HA KPUIITOCUCTEMA OCHOBAHA, HA ahUHHATA

TpaHC(l)OpMaL[I/IH
Yy c d Yy /

B namms ciayyait me uzbepem

()G ) e (5)-(5)
c d 17 22 f 5
KOWTO T TIPeJiCTaBisaBaT Kiao4ya. Ha eremMenTrTe Ha MaTpPUIMTE IMIe TJiejaMe KaTo Ha eJie-
MeHTH Ha Zgg, T.€. JeHCTBUATA, ITe ' u3BbpIiiBame mo Moy 89. CboTBETCTBUETO, IIPU KOETO
Ha OyKBWUTE M JIDYIUTE TEKCTOBHM CHMBOJIM CE€ CHIOCTaBAT uducya no mMomaysa 89 ce 3ajasa c
Tab6muma 5.1.

Jla xpuntupame texcra: “Teopmsa ma umcmara’. Ha mero My cbhboTBETCTBA peauIiaTa OT
apynucdpenu uncaa 59 16 25 27 19 40 10 24 11 10 34 19 28 22 11 29 11 10. Hakpas mgo-
nbasame rekcra ¢ marepsasa (10) 3a ga cranar uncnara yeren 6poii. [I'bpBure nBe uucaa ce

2 13 59 n =7\ _ (52
17 22 16 5 ) \25
NzpbpmBaitku mocieIoBaTeTHO TpecMaTaHndaTa moaydaBame 52 25 38 45 17 51 58 80 56 56
41 22 68 75 36 29 56 56 CiiegoBarenato mudpPoOTEKCTHT €
JobIxKCVIITTAnb;mrIIIT

JlekpunTUpaHeTO Ce M3BLPINBA KATO Ce MPUIOKH 00paTHATa TPAHC(OPMAIIHS:

() =2 ()= (5 2)[0)-(F)

Pasrnemanuar tun kpunrocucremu ca npeggmoxkernn B8 1931 or Xun (Hill). Hopagwm m-
HEHHOCTTa CH T€ HAMAT KPHUIOTOrpadCKa CTORHOCT IHEC, MaKap Y€ BCE OINe Ce M3MOJI3BAT
(aIrOPUTMU M3MOI3BAIM CHIMUS TPUHINIT) B HAKOM KOMYHUKAIIMOHHY CUCTEMU 32 1 yBe/TH-

mmpeobpas3yBaT B

JaT eHTPONUATA HA IpeaBaHaTa WHGOPMAIUS.

5.2.2 AcuMeTpUYHU KPUMNTOCUCTEMU.

IIpedumcmea:

- Jpoiikara kitodose (yacren u mmybanden) morar ja ObJaT MOA3BAHM MHOIOKDATHO M
pe3 TbIbI TEPUO (TOPH HAKOJKO TOJINHHA).

- B konTpacT HAa cuMeTpUYHUA CAydail, Ipu MpPeXKa OT MHOTO YYACTHUIN Ca HEOOXOIUMU
TOJKOBA JABOUKM KJI0YOBE, KOJKOTO Ca YIACTHUITUTE.
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- IMozBosigBar cb3naBane Ha ehEKTUBHU CXEMU 33 €JEKTPOHEH TOJANUC C TTPOBEPIBAIIA
bYHKIINS, M3UCKBAIIA K/IIOY € TOCTA MTO-MAJKU pa3MEPH OT CbOTBETHUTE, TIOCTPOEHN HA
CAMETPUYHHN AJTOPUTMHA.

Hedocmamasuu:

- OrHOCHTETHO T0-OaBHU B CPABHEHHE CbC CHMETPUIHUTE.

- HpI/I U3II0JI3BaHE 3a KPHUIITHPAHE KJIIYDLT UM € MHOI'O IIO-JAbJI'bI' OT TO3HM Ha CUMETPHY-
nure.

- Hbmxuaara HA 106aBEHUS €/TEKTPOHEH TOANKUC € OTHOCUTETHO TOJIAMA.

Kbm acumerpuannre kpunrocucremu crnagar RSA, RSA(Rabin-Williams modification),
ElGamal, Elliptic Curves Cryptography u ap.

Kpuntocucrema RSA:

Hocm mmero wa cw3garenure cu: Rivest, Shamir, Adleman. Onucanmero 1 Moxe fa ce
HAMEpPHU B TOUTH BCWYIKM KHUTH M0 Kpunrorpadus (Bmk [6]) kakTo n B crammapture PKCS
#1 [11], ISO 11166 [9, 10]. Curyprocrra Ha RSA ce ocHoBaBa Ha TPyAHOCTTA J1a Ce PA3IOKH
eJIHO €CTECTBEHO YHCJIO N Ha MPOCTH MHOMXKHUTEJU. 3a JOCTATHYHO TOJEMHU N ChbBPEMEHHHUTE
MAaTEMATUYIECCKN METOAN M KOMIIIOTbhPHa TeXHWKa HE MOTAaT Jda Ce CIIPAaBAT C Ta3W 3aJa49a.

Heka n = pq e npousseenne Ha JIBE roJgeMu IPOCTH Ynucaa u e, 1 < e < ¢(n), e caydaitno
qucisio, Takosa ve (e, p(n)) =1 (p(n) e dyuxnusra na Ofinep or n). RSA nosssa gsa Kioua:

[IYBJIMYEH KJ/JKOY: (n,e), ¢bCrostiin ¢e 0T MOJYJI I U €KCIOHEHTA €;
YACTEH KJIHOY:  d, 1 <d < ¢(n), Takosa 1e ed = 1 (mod ¢(n)).
KPUTITUPAHE: Cwoobimennero ce TMPeBPbINA B MOPETUIA OT YUCIA 1], M3, . . ., BCIKO OT

KOUTO Ce€ KPUIITHUPa 110 TIPaBUJIOTO!
m; — ¢; = mg (mod n).

[Mopeauniara i, c2, ... TpeACTABIIBA MHUMPOTEKCTA.
JEKPUIITUPAHE: Otkpurnst TeKCT ce TIOJyUIaBa ¢

m; = ¢ (mod n).

Haucruma ¢ = m¢ (mod n). Ho or ed = 1 (mod (p— 1)) u reopemara na ®epua ciessa,

qe m$? = m; (mod p). Aranormano m$? = m; (mod q). T'bit KaTo p U ¢ ca Pa3THIHH TPOCTH
aucia, To m¢4 = m; (mod pq).

Kpunrocucremara RSA ce nzmonsea Hail-Beue 3a Ch3jJaBaHe Ha €IeKTPOHEH IOIIINC, IPH
Pas3IpOCTpaHEHNe U ChbXPAHIBAHE Ha KIIOUOBE 33 CHMETPUYHN aJITOPUTME U 33 ay TeHTU)UKA-
mus. [Toracrogamem Moy bt 1 TpstbBa 18 Obae ancsao none ot 768 6ura (B qBOMYEH 3anuc).
[Ipu mprIoKEHNsI, KOUTO W3UCKBAT MO-TbJ'bI CPOK HA HAJEIKHOCT (MECEIH WIN TOIUHNU, KaK-
TO € TPU EeJEKTPOHHUS TIOJINC), MPAbea da ce Noa3eam Mmodyasu ¢ O0BANCUHA NOHE
1024 6uma. Yuciara p u q cbio TpsibBa Ja yI0BAETBOPSBAT HIKOU OTPAHUYEHHS, KOUTO Ca
OMMHUCaHU B CTAHJAPTUIANWOHHUTE JOKYMEHTH.
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Excnonenmama u 4aCmMHUAM KA0Y HE € npenopsyumesno da bsdam mHoz20
MaAKU, 33ITOTO TIPK OMIPEIeIEHN 0DCTOSITEICTBA MOXKE A Ce pas3Kpue chodIiennero m. Mva
peanm3aiuu, TP KOUTO € = 3, HO B Te3W CAyUIam, 0CODEHO 3a MAJKH M, CUTYPHOCTTA €
ciaba. B re3u ciyuan KbM chobinennero ce qobass cuyuaitna nadopMalus, 3a j1a ce u3berte
MaJIKO M. AKO BMECTO MaJIKHM €KCIIOHEHTH Ce€ B3e€MaT TaKHBa, KOUTO MMaT MaJIKO €IUHUIIU B
JBOMIHOTO UM TIPEJICTABAHE, KPUTITHPAHETO C'BINO IMe M3NCKBa MO-MAJKO PECypPCH.

BapuanTt Ha RSA e xpunrtocucremara Ha Rabin-Williams. CuryprocrTa #  ce ocHOBaBa
Ha TPYAHOCTTA HA Pa3jaraHe HA IIPOCTU MHOXKWUTEIH W HA HAMUPAHETO KBaJPATEH KOPEH 110
MOJIYJI CbCTaBHO M.

IIpumep 5.2.1 Hekap = 73 u g = 109. ToraBan = pq = 7957, a p(n) = 7776. [Ta n3bepem 3a
excrionenTa e = 17. [Iy6ananug kmou me 6be (7776, 17). Toit karo 17-7489 = 1 (mod 7776),
TO YacTHUA K04 e d = T489.

Jla xpuntupame cbobimenneto “Koit e Oitiep?”. 3a meaTa BCEKU [1Ba TTOCIEI0BATETHA TEKCTOBI
CHMBOJIA TIIe pa3IyIeKIaMe KaTo JBY3HAYHU Juciaa B 89-muHa OpoitHa cucrema, T.e. ot Kolit |e
|Oii|ne|p? moayuasame 51 -89 425 |20-89+ 10| ... | 27 -89 + 87. CiueroBaTesiHO Ha HAIIHs
TEKCT CHOTBETCTBA CHBKYIHOCT OT 6 umcma: 4564 | 1790 | 1434 | 4915 | 1974 | 2490. Cera
BCAKO OT Te3M 9nCja TPadBa ja mojauraeM Ha cremeH 17 mo momyn 7957. Jla 3abenexum, e
a7 = (((a®)?)?)? - a, T.. HOBAUTAHETO MOXKE [a H3BLPIIAM C TIOCIEIOBATETHH TIOBIUTAHAS B
KBaJpaT u eano ymHoxkenue. Ciel U3IbIHEHIe Ha OIepPaliuTe HOoIydaBaMe

456417 = 7859 (mod 7957), 17907 = 3552 (mod 7957), ... , 2490'7 = 2911 (mod 7957)
N raxa mudporekcTbT € HAbOpa OT IIeCTe YUCIIA,

7859 | 3552 | 1885 | 2339 | 1557 | 2911.

Ako Begko or Tax npejgcraBuM B 89-uuHa Opoiina cucrema u usnojsBame Tabiuna 5.1 e
MTOJTYIUM TEKCTOBH 3AITHC HA MIH(DPPOTEKCTA!
p$ | *ro| ex|om| x| x

Tpsabea ma orbenexum, ge 88 - 89 + 88 = 7920 < 7957, To caem moBAWTaHE B CTEMEH IO
MOJIYJT I MOXKe JIa Ce TIOJIyYIH 9ucJio, KoeTo e ¢ 3 nmudpu B 89-uuna 6poitna cucrema. 3aToBa,
ako mudPOTEKCTHT Mg ce mpeobpasyBa B TeKCTOBA (hOpMa, TO HIKAKBO pasjendHe (KakTo
rope) TpsibBa ja ce HampaBu. Ta3w Bb3MOXKHOCT CHINO Ch3aBa HEYI0OCTBA P U3MIOI3BAHE
wa RSA. BaroBa 0OMKHOBEHO Ce IMOJI3Ba 34, €JIeKTPOHEH MOJANNC WM KPUITHPAaHe Ha KPATKH
ChOOIIEeHNsT (HAIpUMep TTapoJia WK KU 338 CHMETPUYIHA KPUIITOCUCTEMA), Taka, e j1a He ce
HaJiara pasOmBaHe Ha TEKCTa Ha DJIOKOBE.

Kpunrocucrema ua ElGamal:

BapuanT Ha Ta3u cuteMa ce U3n0/13Ba KATO aCUMETPUYUEH aJrOPUTHM B MEXAHU3MA 38 €JIEKTPO-
wen nojnuc DSA. CurypHocrTa i ce OCHOBAaBA BbPXY TPYJIHOCTTA Ha HAMUDAHE HA JUCKPETEH
soraputbm B Zy. Iybnmanuar kiod na najen norpeduren U npejcrapisgsa Tpoiika (p,g, E),
KBJETO ¢ € MPUMUTUBEH KopeH 1o moaya p u = g% Yacrtaugar kawa e a, 1 <a < p— 2.
Ako rpymna moszBaTe M UMaT €IHW U ChIIA P U ¢, TO NyOJUIHAST KJIIOY, KOWTO ce 3amucBa
B perucropa, e camo F = g% Ilponemypara mo xpunrupaHero e ciennara: Ilorpeburen S,
KOWTO MCKa J1a M3npaTu chobuienue m #a U m3bupa mpom3BOIHO YuCI0 kK W w3mparia JBOi-
kara (g%, mE¥). Ba na gexpunrupa cvobmenner U uzunciassa D = (¢g%)* = E¥ u cien Tosa
mamupa mEFD™ = mEFYE~F = m (mod p).
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IIpocmomo wucao p mpsabsa da e ¢ dsazcuna none 768 6uma, xamo 3a no-
dsa20cpouHa cuzypHocm ce npenopsusa dsasxncumna noue 1024 6uma. Karo menoc-
TaThbK Ha Kpunrocucremara wa ElGamal moxe ma ce mocoun, de mudpPOTEKCTA € B3, ITbTH
O-/IbJIBT OT OTKPUTHUS TEKCT.

[pu sapuanra, dhukcupan B8 DSA (FIPS 186), nukmmunara rpyna we e Zy, a HeitHa moji-
rpyna oT pej IPOCTOTO YUCJIO ¢ ¢ Abjekuaa 160 6uta u jensmo p — 1. 3aroBa nybJIudHAAT
KJIIOY BKJIIOYBA 1 (.

Kpunrocucremara na ElGamal ecrectseno ce obobuiaba Karto Z; ce 3aMeHH C IIPOU3-
BOJIHA KPaliHa MUKJIWYHA IPYNa OT JOCTATHIHO rojigaMm pex. Jacren caydait ma obobmienara
kpunrocucrema Ha ElGamal e kpunrocuremara, OCHOBaHA HA €JIUITUYHA KPUBH.

5.2.3 VYmupasaenue Ha kjao4doBe. I[Iporokosa Ha Diffie-Hellman.

YIpaBJeHneTo Ha KIIY0BETE BKIKUBA TAXHOTO Ch3JaBaHe, ChbXpaHEHUe, paslpeneIeHne U
yuumoxkasame. [Iponycku B npegaBaneTo n CbXPAHEHWETO Ha KJI0Ya CTABAT HAN-YECTO HPH-
YMHA 3a KOMIIPOMEHTHPAHE Ha JajeHa CHCTeMa 3a 3ammTa. OINCaHuaT NpOTOKOJ IPECTaB-
JIABa €JMH MATEMATUICCKHU IIOAXOM IIPpU PEIIaBaHETO Ha TO3W THUIL Hp06ﬂeMI/I B 3allliTaTa Ha
rHMOPMAITHSI.

IIporokos na Diffie-Hellman (DH): Heka A u B ca apava yuacrauka (Haupumep
TEPMUHAIHU yCTPORCTRA MM TOTPEOUTENN ) B KOMYHUKAIIMOHEH TIPOIEC, KOUTO TPAOBA /1 /10~
FOBOPAT KJIIOY 3a MPEJCTOANATa UM KOMyHuKaimonua cecus. Ha A u B ca ussectan (06uk-
HOBEHO Te Ca TyOJIMYHO W3BECTHU UJIH CA 3AJ0KEHU BbB BCAKO yCTPOHCTBO) GasucHUTE mapa-
MeTpH Ha IIPOTOKOJIA, KOUTO Ca IMOCTOSAHHY 3a BCHuku cecnu. Tosa ca:

® TOJISIMO TIPOCTO YHUCJIO P - ToHe 512 6uTa, obmkHOBEHO ¢ mbaxkuHa 1024 6uTa, n

e 1510 umcao g ¢ 1 < g < p— 1, 3a koero g* # 1 (mod p) 3a Besko k < p — 1.

I[TpoTOKOABT C& CHCTOM OT CAETHUTE CTHITKH:

1. A remepupa cay4gaitno uncno a : 1 < a < p—1, n u3npama na B ancnoro x = g% (mod p).
B rerepupa cay4aitno unciao b : 1 < b < p—1, u n3npamia za A uncaoro y = g° (mod p).
A mzuncassa K = y® = ¢g? (mod p).

B mzuncissa K = 2 = ¢* (mod p).

A R

Beekn or A u B npunarar xem-dyuknug H kbm (nBowunus 3amuc ma) K un mamupar

S = H(K).

[Monygenara 6unapha mopeauna S e cecuithua kawod. Caydaiianre unciaa a w b ce mazar
B Taiina or A u B, choTBeTHO, 1 ce YHUINOXKABAT BeJIHAIA CJe/] HAMUPAHETO HA KJIOUA WU
moHe B Kpad Ha cecugaTa. He TpsbBa 18 CHITeCTBYBA Bb3MOXKHOCT T€ /1a ObIaT M3TPATEHN WTH
M3BJAEYEHN OT yCTPOHCTBOTO, KoeTo TipecMarTa S. Kutouar S ¢bImo ce yHWITOXKaBa BeIHATA
cJIes IPUKJIFOYBAHE HA CECUsITA.

C nen j1a ce HAMaJ M BPEMETO 3a M3YHUCJEHUE ODUKHOBEHO CE peau3upa MoaudUuIiupaH
BapuanT Ha DH. Monynbr ce uzbupa or Buga p = 2tq + 1, Kbj1eT0 ¢ € ChIO TPOCTO YUCIIO
¢ nbaxuHa 160 6ura (Tpatsa jga e none 128 6ura), a 3a ¢ ce B3eMa 9YHCJIO C OKA3ATeN ¢ 110
MOV P, T.e. ¢ = &%, KBJIETO @ € TPUMHUTHBEH KOPEH 110 MOy p. 3a Ja ce u36erHaT HIKOH

aTaku t MOXKe J1a ce u3bepe ChIo MPOCTO.
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5.3 Enekrpomnen mojamnuc.

Bceekn mexanmsbM 3a eekrporen noanuc (MCEIT) BraouBa aszopumsm 3a 2enepupane Ha
nOONUCA W NPOBEPABAL, GEMEHMUNHOCTIING MY GA20PUMBM. ATTOPUTHMBT 33 TeHepHUpaHe Ha
TO/TITACA, 336 THO C METOIUTE 3a TIPUBEXK TaHe Ha CHOOIIEHTETO B TIOIXOISI 38 TIOATNCBAHE BT,
dopmupar npoyeca Ha yudposo (eaexkmponno) nodnuceare, a MPOBEPSBAIIUAT AJTOPATHM
3a€JTHO CbC CPEJICTBATA 33 PA3KPHUBAHE Ha CHODIIEHUETO - NPOUECE Ha NPOSepKa Ha Uudposus
nodnuc.

DopMaATH3UPAHOTO OMHUCAHNE HA MEXaHU3MA, 110 KOUTO equH yaacTHUK U B KOMIIOTHPHA
KOMYHHKAIIMOHHA CHCTEMa MOJANUCBA CBOMTE ChOOIIEHNs! (€JIeKTPOHHN U3SIBJICHUS ) BKJIIOIBA:

® IPOCTPAHCTBO OT ¢hobIeHusITa M 1 IpOCTPAHCTBO OT nodnucume S

e rpanchopmarua Sy @ M — S| kosaro e ussecrna camo Ha U

e nporepasama tpancdopmaimsa Vy : M x S — {true, false},

KaTO Ca B CUJIA CJIEJHATE CBOHCTBA:

® s € S e BaMJEH MOJNINC TOTABA W CAMO TOTaBa, Korato Vy(m, s) = true

® MBYUCJATEHO HEBH3MOKHO € 33 BeeKM ocBeH U a HaMepu 3a Beako m € M Takosa
s € S, e Vy(m,s) = true.

IToagnuceane:

1. IIpecusitane Ha s = Sy (m)

2. Usznpamane na (m, s).

Ilponieaypa 3a mpoBepka:

1. loxygasane na Vy (or U wiam or peructsbp)

2. [Ipecmsne va v = Vy(m, s)

3. [Ipuemane Ha MOAIMCA TTPU ¥ = true W OTXBBLPJISHE B TPOTUBHUS CJIyYail.

Ha npaktuka MCEII tpsibea jia npurexapa cjie/IHUTe CBOfiCTBA!

- JiecHO 1a ce cb3gasa Ell te. Sy ga 6bae mocrarbano 6bp3a U yA00HA 32 IPUIATAHE;

- stecHa npoBepka Ha Ell, T.e. Vi na 6bie pocrarsano 6bp3a u yao6HA 33 IPHUIATAHE;

- MEXaHM3MBT J[a OCTABa CUTYDEH IIOHE 33 HePUOa, IIPe3 KOWTO MOJMNKCA € BAJUJIEH, T.€.
BpeMeTo, HeoOXoanMo 3a pa3buBaHe Ha CUCTeMarta, Ja HaJIXBbLPJs To3u mepuos. [lousTuero
“curypen” BKJIIOUBA MPAKTUUIECKATA HEBB3MOXKHOCT JPYT OCBEH ABTOPA HA TTOIIICA /13, 31318
CMUCJIEHU ChODITIeHN, KOUTO TIOIOXKEHN 3a€/IHO C TTOAINCA HA TpoBepaBariara GyHKimsa Vy,
J1a 1aBaT Pe3yaTaT true.

Tpsabpa nzpuano ma ordesexkunm, g€ HEOOXOIUMOCTTA OT €IEKTPOHEH MTOIUC ITPEII0Iara
JIBE B3aMMHO TIOJIO3UPAINU C€ U/HJIH TOTOBH J1a IO OCIIOPSIT CTPAHW. 3aTOBA HE € BB3MOXKHO
M3MOJ3BAHETO Ha OO KU MpH peajiu3anuara Ha Sy U TPOBEPsiBAINATa, TPAHCHOPMAIHS
V. Tosa mpemompe/iesist H3M0I3BAHETO HA aCHMETPUIHN KPUIITOrPAMCKU AIrOpuTME (KaKTO
e mokazano b Pur. 5.1) ¢ gBa kmova - yacren u mybanven. B mreparypara ¢hIiecTByBaT
ornucanust Ha MCEII wa 6azara Ha cuMerpudeH aJroOpuT’bM, HO Te€ M3UCKBAT BbBJIUYAHE HA
TTP B nporecure Ha reHEpUPAHE U TPOBEPKA HA IIO/NKUCA U TO B TBbPJE TPOMABHU IIPOIE/IYPHU.
3aToBa Te3W CXeMU He Ca U 3AJeTHAIN B MEXKIYHAPOIHUTE JTOKYMEHTH.

Tpauchopmanmsta Sy Hall-uecTo € CI0XKHA (DYHKIU, MPEICTABISTBAIA KOMIIO3UIINST
(mocenoBareno npunarane) wHa xem-dyuknus b u kpunrorpadcka Tpancdopmanms E. Du-
rypa 5.1 uzobpasspa 6710KOBaTa CTPYKTYpa HA MEXaHU3bM 33 €JEKTPOHEH TOJITUC C TaKaBa
rpanchopmaius Sy. Ilpu Hero chLobIeHNeTO ce npefasa B dBeH Buj. Bb3moxkHu ca, obade, u
peanusanuu, npu KouTo To e 3ammudpopano. [loaxoasimu 3a Ta3u 1€ ca CUMETPUIHUTE aJIr0-
pUTMU, 3aI0TO ca mo-0bp3u u yaobau 3a peanusanus. OCBeH TOBa 3aCEKPETIBAHE HA TEKCTA
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Ha CHOOIIEHNETO TTPEINoIara KeJanue 33 TOBA OT JIBeTe CTPAHu (WM HOPMATUBHYW M3UCKBA-
HUsT), KOETO MPENojara U ChbTPYIHUIECTBO MEXKJIy CTPAHUTE 33 IPUKIINBO CbXPaHEHWE Ha
00IIIA KJIIOY.

Digital Signature

L]
-
=
-
.
]
=
»
-
-
.
YT YLILI Y]
YerrvIrRBPLIanREIIQi v B FOFED

®ur. 5.1 BiiokoBa cxeMa Ha CHCTEMA 3a eJIeKTPOHEH TIOJIITHC

Bropusar Tun MexaHu3M 3a €JeKTPOHEH IOJNNUC, KOUTO Mpejnoara u3BjindaHe Ha cbob-
MIEHWETO OT CAMUS TIOJITHC, C& W3IMOJI3Ba CAMO 33 MHOTO KPATKHU ChOOImenns (naposa, K04,
uIeHTH(DUKATIMOHEH HOMED), Thil KaTo MPHJIAraHeTo HA aCHMETPHYEH AJTOPUTHM 34 KPHII-
THUPAHE HA IbJTH CbobImenns € 6aBeH TPOIeC, W3NCKBAI MHOrO pecypcu. To3w MexaHnm3bM
BbBINYA DYHKITH, KOATO Ch3/[aBa U3JIUIILK (pA3IINpsBa ChOOIIEHIETO), 38 1a He Ob/ie BCeKU
BB3MOXKEH IOJINAC B JIEHCTBUTETHOCT MOINC HA UCTHHCKO ChODIEHME, T.e. OPOsT Ha, Bb3MOK-
HHUTE CHOOIIEHNs Ja Obae MHOTO IO-MaIbK OT TO3W HA Bb3MOXKHUTE ITOIIINCH.

To3u TUN eeKTPOHEH TOAIUC He € BU3UpaH OT “3aKkoHa 3a eeKTPOHHUS JOKYMEHT U eJeK-
rporanst noanuc” (3EJIEIT), #Ho 6m MOTbJ fa ce NoI3Ba MPU PasIpPOCTPAHEHNE Ha CEKPETHU
KJII0U0BE (32 CHMETPUYHM KPUIITOCHCTEME) WJIN MOJIIACBAHe HA CepTU(hUKATH.

B mgakon ciyuan e HeobxoauMO 1a Ce TOAIUINe Ta1eH0 Chobienne, HO 663 1a ce pa3kpu-
Ba HETOBOTO ChIbp:KaHue. B Te3n caydan ce mpuiara Taka HApEeIeHOTO CARNO NOdNuceaHe
(blind signature). Tosn MmexaHn3bM € peasu3npan B PA3NIPOCTPAHEHHU TIPOTOKOT €/IEKTPOH-
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un pazmiamanus “Digicash". Ero makparTko onucanmnero Ha TO3W MEXaHUZHM:

Ha npeamonoxnm, ue A ncka B (wactro jumne, opracren cybext, TTP wmm JIVY u ap.)
ITa, TIOAIIHUINE HeroBusa JoKyMeHT M, Ho 6€3 ¢hbIbpKaHueTo My [a cTame m3BecTHo Ha B. Heka
e u d ca, ChOTBETHO, MyOJMYHUSA U JacTeH K4 Ha B. Torasa

1. A renepupa ciayuaiitno auciao R, wzuancnsisa My = R°M (mod n) w ro nsnpama na B.

2. Nsnonssaitku ceost yacTen kw4, d, B mpecuara S = M{i = R4 M? = R.M? 1o
MOJIYJI N U TO BpbIa Ha A.

3. Ilpu nony4asamero na S, A ymuoxkasa S ¢ R~ 3a na mamepn M?, xoero mpencrasissa
MOANUCAHUS TOKYMEHT.

B simreparypara ca onmcaHu M pEAMIla JAPYIHM MEXAHU3MHU OT THUIl €/IEKTPOHEH MOIIINUC,
KOUTO Ca peaju3upaHu B crenuduydHu npuyioxkenus . Eaun TakbB MeXaHU3bM € Taka Hape-
uenust fail-stop noanuc. Toit no3BoJIsiBA Jla Ce OTKPUBA, aKO € HallpaBeHa panmmdpukalms u
CHOTBETHUS TyOJMYeH KU Ja Ce W3BarXKja BeaHara oT yrmorpeba. pyr Tum e taka Hape-
venusa undeniable signature scheme, KONTO M3NCKBA CHTPYAHAYECTBOTO Ha MONIMMCBAIIII 33
MpOBEPKa Ha MOANMCa. Peaju3mpa ce HAIPUMEP, KOTATO MOJIUCBAIIUAIT OCHIECTBIBA T0C-
TBI 710 Hemmo (Hampumep, ceiid) B gajgeno speme. Llenra e HUKOI 7a HE MOXKe Ja TBBPIH, U
TO3W JIOCT'BII € HAPABEH, KOTaTO HE € OCHINECTBABAH WM BhLB BPEME PA3IUIHO OT MCTHUHC-
koTo. Teau u Apyru momobHN MEXAHU3MHU M3JIM3AT OT PAMKUTE HA HAIIUsS KYypC U HIMA Ja TH
pasriaexxaame mogpobHO.

5.4 T'emepumpane Ha roJemMu MPOCTA YHUCJIA.

KakTo Bumsaxmve B npegxomuuTe maparpadu MHOTO OT ChBPEMEHHUTE3a ACUMETPUYHHU KPUTI-
TOCUCTEMHU M3UCKBAT KATO K/IIOUOBE WM TMAapaMETPU TOJEeMH TPOCTH YUCTA OT MOPSIbKa Ha
1024 6ura. Meroan kaTo perreroTo Ha KparTocTern n mpoBepKM 3a MPOCTOTOTA UPe3 JejIeHne
Ha TPOCTH JeauTenn < /1 ca oueBHIHO HeepeKTHBHE mopu 3a 128 GuToBm gmciaa. 3aroBa
Ha OCHOBaTa HA pe3yjaTarTw oT Teopws Ha YHCAATA €A Ch3/IaJJEHH MHOXKECTBO TECTOBE, Upe3
KOUTO Ce MPOBEPSIBA JIaju JaJeHO HEeYeTHO 4ducjo e mpocto. [lporechr Ha reHepupane Ha
TOJIIMO TIPOCTO YUCIO TPEJCTABIABA MOPEAUIA OT IO JBE CTHIKNA - TeHEPpUPaHe HA TOJISIMO
HEYeTHO YUC/I0 (Haii-4ecTo CaydaifHo) u mpoBepKarTa My 4pe3 TecT 3a mpocrtora. llpomneaypara
IPOb/IZKABA JTOKATO TECTA A€ MOJIOXKUTE/ICH PE3YJITAT.

Tecropere 3a MPOCTOTA CE JEAAT HA JBA, THUIIA:

® BEPOATHOCTHU

® JNeTCPMHMHUCTUYHA

Haii-vecto ce m3moszBar mbpBUTE.

5.4.1 BepogTHocTHu TecToBe 3a mpoctoTa. Tect Ha Miller-Rabin.
Haii-061110 Te3u TecToBe ce OMUCBAT TAKA.:

Hedunnpa ce muoxecrso W(n) C {1,2,...,n — 1}, K0eTo 3a BCIKO HEUETHO €CTECTBEHO
qUCTIO N TIPUTEXRaBa CJEJHUTE CBOMCTBA!

(1) Axo n e npocro uucyo, To W(n) = ;

(2) Axo n e cueraBno uucio, To | W(n) [> §
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(3) Ba Bestxo a € {1,2,...,n — 1} moxe “mecno” (3a MOJUHOMMAIHO BPEME) 114 C& OMPEIe/Hn
nam a € W(n).

[Tpu mpoBepka 3a mafeHO G TECTHT JiaBa, 9€ WU N € ChbCTABHO, WU C BEPOATHOCT >
e mpocTo. AKO ce HANPABAT ¢ MPOBEPKHU (WTEpAINi HA TECTA) U Te Ca TMOJOKUTETHH, TO N

D NI

t
ChCTABHO (T.e. TECT'HT € JaBa TPEIIeH PE3yJITaT) ¢ BEPOSITHOCT < (%)
Tect na Miller-Rabin.

Tebpaenue 5.4.1 Hexa p e newemmno npocmo wucso v p — 1 = 2°r, xsdemo 1 e neuemno
wucno. Axo a yoosaemeopaea (a,p) = 1, mo uau a” = 1 (mod p), v a®>” = —1 (mod p) 3a
naxoe 1. 0<i1<e—1.

Hoxazameacmeo. Coriaacno Teopemara na Pepma 3a BCAKO TAKOBA @ € B CUJIA
a?~! = 1 (mod p). Crenosarento z = a'z yaosrersopsaBa 22 = 1 (mod p). Ho
HOCJIETHOTO BJIEUe a5 = +1 (mod p). Axo 7 =1 (mod p) mpoabiKaBame
AHAJIOTMYIHO KaTO PA3IJIeZK IaMe a" ura. C rosa TBbPJIEHUETO € JI0KA3AHO.

lopHoTO TBBpIEHNE TaBa HEOOXOIUMO, HO HE U JOCTATHIHO, YCJIOBUAE €IHO HEYETHO YUCIIO
Jla e IIPOCTOo, HA KOeTo ce ocHOoBaBa TecThT HA Muisiep. Ha Besika nrepariusg oT Tecra 3a /1a/1€H0
a, (a,n) =1, ce npoBepsiBa, Jajiu Ce U3I'LIHSIBA HIKOE OT CpaBHeHusiTa B TBbpaenue 5.4.1.
AKO Pe3yaTATHLT € OTPHUIATENEH, N € CbCTABHO YHCI0. AKO € TIOTOKUTETEH Ce MPEMUHABA
K'bM CJIJIBAIA UTEpAnus (3a IPYro a) JOKATO Ce W3BbPIIAT IbPBOHAYATHO 3a/a/1eH O6poii 0T
t urepaiuu.

Hedbunaunus 5.4.2 Cscmasno Hewemmo wucso n, xoemo usdspoica mecma wa Muaep sa da-
dero a, (a,n) =1, ce napuua cuAnO NCEBAONPOCTNO HUCAO NPU OCHOBA .

t o
BepositnoctTa 3a rperika cies ¢ urepanuu Ha Tecta Ha Mutep-Pabun e < (i) , Thil KaTo
cbraacao Teopema 5.4.4 BepOATHOCTTA 33 TPEIIKA NMPU €IHA uTepanud He HaaMuHaBa 1/4.

Jlema 5.4.3 Heka p e newemmno npocmo wucao u p — 1 = 28r. Tozasa cpasnernuemo
20t _
x*" = —1(mod p) (5.1)
uma mowno 2°(t,r) pewenus, axo i < k — 1 u nama pewenuve npu i > k.

Ioxazameacmeo. Hexa d = (2't, o(p)) = (2, 2Fr) = 2™(t,r), xbOeTO M =
min(k, 7). Cwraacao Teopema 4.1.3 cpasuenuero (5.1) uma perienune Torasa u camo

TOTaBa, KOTATO
»(p)

(=1)"¢ =1(mod p)
u 6pogar Ha pemennsTa My e d. Ho TOBa e u31'bJIHEHO TOraBa 1 CaMO TOraBa, KOraTo
2k
2m(t,r)

e 4erHo umcyo, T.e. k > m. Crenosarenno npu i > k (5.1) uava permenne, a npu
i <k — 1 uma Touno 2'(t,r) pemenus.
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Teopema 5.4.4 Ako n e neuwemuo u C6CMAGHO ECNECTNEEHO YUCAO, MO N U3IBPAHCA MECTA
na Muaep-Pabun nati-mnoza sa 1o(n) ocnosu a, (a,n) =1, ul<a<n-1.

Joxaszameacmeo. Bb3moxknu ca nBa ciaydad.

(1) Heka p? | n 3a maxoe mpocTo 9mcao p. Ja Hpeamono:KmM, We a € OCHOBA
OTHOCHO, KOSITO 1 e CH/IHO ncesnonpocro. Torasa or a” 1 = 1 (mod n) creasa, e
a" ! = 1 (mod p?). Cermacao Teopema 4.1.3 GpOAT Ha PeIIeHUATA HA TIOCIEHOTO
CpaBHEHHE €

d=(p(p?)n-1)=(pp-1)n-1) u d|(@p-1),

it kKaro p { (n — 1). Canenosarento d < p — 1 u OTHOIIEHHETO HA OCHOBHUTE @,
OTHOCHO KOHUTO 7 € CHJTHO TICeBJIONPOCTO KM BCHIKH BH3MOXKHHE p° — 1 1m0 Moyt

p? uncna e

p—1 1

< 5—=—"75
pP—1 p+1

1=

Ja oT6eseskuM, 4e TP 1 = 32 PABEHCTBOTO €€ JOCTUTA.

(2) Heka cera m e npomssejeHne Ha pasauuHu npoctu uuciaa. e pasriemame
camMo n = pq. B obmms caydait ce mporennpa anamormano. Hexa p — 1 = 254 u
g —1 =2y, xbuero t1, ty ca meuernn u k < I. AKO @ € OCHOBA OTHOCHO, KOSITO T
€ CHIJIHO IICeBIompocTo u n — 1 = 2%, To eaHa OT CIEIHUTE Bb3MOXKHOCTH TpAOBa
13 € B CUJIA:

(i) ' =1 (mod p) m a’ =1 (mod q)
(i) a®’t = —1 (mod p) u a?’* = —1 (mod ¢), 3a msxoe 0 < j < e — 1.

Cworaacrao Teopema 4.1.3, ako e u3mrbjaHeHo (i) 6GposAT Ha peleHnsATa HA BCIKO OT
cpaBHenusiTa € chotBeTHO (t,p—1) = (t,t1) u (t,q—1) = (¢, t2). Cera Kuraiickara
TeopeMa HU JaBa, de (i) e usmbianeno 3a (t,t1)(t,t2) < tite uucia a.

Heka e nmasme (ii). Corioacuo Jlema 5.4.3 cpaBHenusTa Ha (i) ©MAT CHOTBETHO
27 (t,t1) m 27(t,t2) pemrenms 3a 0 < j < k — 1. Ciemosarento 3a (bHKCHPAHO j
6pOAT Ha ThpCeHHTe WHcaa a yaosiersopaBamm (i) e 2% (t,t1)(¢,t2) < 4tqts.
Cywmupaiiku 110 j moJiydapamMe

4k —1

tita(1 4+ 4+ -+ 451 =1ty T

CiieioBaTeTHO OTHOMEHNETO R Ha ThpceHnTe OCHOBH KbM Bemakn ¢(n) = 28t ¢y
Bb3MOXKHM 0CHOBU pu k < [ e

k_
P s sl G P L SIS S
= k+lt ty 3.2k T .22k 6 6.4k —

o |

Heka k = [. Torasa He e BB3MOXKHO eHOBpeMenHo (t,t1) = &1 u (t,t2) = ta.
Haucruna na gomycueMm npoTuBHOTO. B Takbs caywait t | ¢t u to | t. Tbit karo
p=2+1nuqg=2F+1, 102 =n—1=npg—1=2%t1ty + 2°t; + 2¥¢,.
Crenosaresnto tq | ta uty | t1, T.e. t1 = to. Ho Torasa p = ¢, KoeTo e mpoTusopevne.
U raka, Hexa 3a KoHKpeTHOCT (t1,t) < t1. T'bit kaTo t; e Hewerno, 1o (t1,t) < %tl.
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Torasa 3a ¢ukcupano j GposT Ha THPCEHUTE YUCaa @ yaoBaeTBOpsBamm (i) e
221 (t,t1)(t, t2) < 4t1ty/3. CrnemoBarento

2
9.4

k_
tty  BOTZD - gk 9 9 B

< = =
- 22kt1t2 9. 4k 9 9.4k — +

<

O =
-

5.4.2 JleTepMUHUCTUYHU TECTOBE 3a MPOCTOTA.

[Ipu To3u THO TecToBe ce AOKA3Ba, Y€ HEYETHOTO UUCJIO N € MPOCTO. 3a IEeTa Ce MPOBEPSIBA,

g€ HIKOe JOCTATHIHO YCJOBUE € M3IIbAHEHO. F.CTeCTBEHO, TO3W THUI TECTOBE M3MCKBAT IOBEYE

U3YUCIUTEHA PECYDPCH U ca 110 OaBHU OT BeposaTHOCTHUTE. Te ce m3moJi3Bar 3a J0Ka3BaHe HA

npocrora (aKo e HeoOXOAMMO) Ha IHC/Ia, KOUTO BEYe CA HAMEDEHU C BEPOATHOCTHU TECTOBE.
Enun Takbe TecT HanpuMmep ce 6a3upa Ha CJIEIHOTO JI0Ope U3BECTHO TBbPJIEHUE.

Teoupaenue 5.4.5 Hucasomo n > 3 e npocmo moaasa u CamMo Moz266a, K024MO CBUECTNEYEH
a, MmaKosa ue

(1) a® ' =1 (mod n) u

n—1
(2) a « # 1(mod n) 3a scexu npocm deaumen q na n — 1.

Equn Tect 3a mposepka, gasm 28 — 1 e mpocTo 4ncio ma Mepcen ce 0CHOBaBA HA CJI€THII
pe3yJirar.

Teopema 5.4.6 Hexa k > 3. Yucaomo My, = 2 — 1 e npocmo mozasa u camo mozasa,
K02aMO €4 USNBAHENRU CACOHUME 068E YCAOBUA:

(a) k e npocmo wucao u

(b) pexypenmmuama peduya dedpurupara c
Sj41 = (sj2 —2)(mod My) 3aj>1, u s3 =4, (5.2)

ydosaemeopasa sp—1 = 0 (mod My).

Jokazameacmeo. a monoxnm o = 2+ V3 u f = 2 — /3. Ouesngno, 1e
af = 1. C MeToma Ha MaTeMaTHYIeCKaTa MHIYKIMSA JECHO Ce MOKA3Ba, 4e OOIIUAT
uyen Ha pexunara {s,}, onpenenena ¢ (5.2), ce 3amasa ¢ dbopmymnara

sn=ar  +8¥ n=1,2,..., (5.3)

Jocmamesunocm. Heka p > 3 e npocro unciao u sp—1 = 0 (mod M)). Torasa
p—2 p—2 “ p—2
sp—1 =a* "+ 3% 7, orkbaero ymHoxapaiiku o o2’ mosryuasame

oP— -2

1 P
o +1= sp,1a2
B raxbs ciayuqail ycaosuero M), | sp—1 Biede

2

azp_l—l-lep'd-a?p_.
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Ha nomycnem, ge M, me e mpocto. Torasa chimecTByBa PoCTO Uncao q < /M,

cbe csoiictBoTo ¢ | My, Crnegosarento o' = —1(mod q), Te
o? =1 (mod q). (5.4)
Jla pasriiejame MyJITHIJIAKATUBHATA Pyl Ha upberena Zg[v3] = {a + bV/3 |

a,b € Zy} Torasa (5.4) o3HauaBa, ue pebT HA & B Z;[\/g] e o(a) = 2P. Cnenona-
TEJTHO
2 <| TV <@ —1< M, —1=2" -2,

KOETO € TPOTUBOPEYHeE.

Heobxodumocm. Hexa M, = 2P — 1 e npocto uncjgo Ha Mepcen. Odesumno
p TpsibBa ma e npocro. OcraBa fa MOKaXkeM, Ue e m3mbaneno n yciaosme (b). 3a
ueﬂTa na pasrregame 7 = (1 4 \f)/\/ﬁ u7=(1-+3)/V2, 77 = —1. Tsii karo
P =24+V3=aqa, 1070 =72 = a2 , KpJero ¢ = M,. Torasa

. —1
(TV2)1 =1+ qV3+ <g>3+---+ <3)(\/§)’+~--+3qzx/§.
Ho g menn (g), ThiT KATO € MPOCTO W CJIETOBATETHO

27 792 = 1+ qav/3 + gb + 37 V3, (5.5)

Kbaero a,b € Z. Toit kato ¢ =2P —1 = -1 — 1 = 1(mod 3), To (%) = (%) =1m
CBIVIACHO KBAPATUIHUA 3aKOH 3a PEIUIIPOTHOCT

3 -1 (1
()= ()=
q 3
Torasa xpurepuar na Oitep HE gaBa, Je

32 =—1 (mod q).

Amnasnornuno (3a p > 3) e B cuna ¢ = —1(mod 8), T.e. (%) = 1 u ciegoBaTeHo

2% =1 (mod q).
BamecrBaiiku B (5.5) moydaBame, Ue ChIIECTBYBAT 1IEIH 9UCIA C, d:
(14 cq)mV2 =1+ qaV3+ gb+ (—1+ dq)V'3,

T.e.
V3(1+ cq)rt = V3 + [(a + V3 + blg
YwMuoxkaBaiiku ¢ T/ V2 TOJTy 9aBaMe

[(@+d)v3+b](1+3) »
2

(1+cq)m = -1+

Crenosaresno

- + V3
(1—i—cq)a2p 1:_1+62f\/>.q7
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kbaero e, f € Z. Cnen yMHOXKaBaHe C 2ﬁ2p72 TOPHOTO paBeHCTBO W aff = 1 Hu
JlaBaT , , ,
207" (14 cq) = =26 + (e + [V3)F* g,

T.C.

2(&219_2 + 52;7_2) = —2a2p_20q + (e + f\/g)ﬂ2p_2q.

CrenosaTeHo , ,
252 = [-20% e+ (e + FV3)F o

Tbit KaTo JgBaTa CTPaHA € IO YUCJIO, TO I B CKOOHWTE Ha JACHATA CTpaHa TpaOBa
J1a € paruoHaaHo (T.e. ngio) ancao. Ho rorasa

sp—2 = 0 (mod q).

C ToBa A0Ka3aTeJICTBOTO € 3aBbPIICHO.
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