I'maBa 10

EannTtmyHu KpuBM U Kpunrorpadud

10.1 IIpoeKTuBHO MPOCTPAHCTBO W €JUINTUIHUA KPUBU

Hedunnims 10.1.1 HexaF e nose. Eaunmuwna kpusa E(F) nad F (3adadera c ypasnerue
na Batiepwpac 6 obobwena @opma) napuuame caeKynHocmma om scudky mouky (T,y) Ha
pasruna F2, xoumo ydosaemeopsasam

v+ a1y + asy = 23 + apx® + auz + ag, a; €T, (10.1)

u edna cneyuaana mouka O, HAPUUAHG OE3KPATIHA TOYKA.

10.1.1 Cuayygagar charF # 2 3.

Koraro xapakrepucrukara Ha II0JIETO € pa3judHa OoT 2 u 3 (B YACTHOCT NPHU IIOJIETO OT
OCTAT'BIM IO MOYJI IIPOCTO Ynciio p > 3: [F = 7Z,,) ropHOTO ypaBHeHne MoxKe Ja ce TpancdopMupa
BbB BHUJIA

E: y*=2"+ar+b, (10.2)

KbJeTo a,b € F, rakusa ue 4a> + 27b% # 0.

[To-rouno, ako kpusara e 3agajaena ¢ (10.2) ce ka3Ba, 4e e IpeJCTaBeHA B PeylUpaHa
dbopma na Baiiepripac (Short Weierstrass form).

3a y106¢TBO (B 4aCTHOCT 3a PABHOIPABHO TPeTUpaHe Ha Oe3KpaiiHaTa TOUKa) ce IpeMUHABA
KbM TIPOEKTUBHOTO npocTpaHcTBo Po(IF), Kbaero Toukure ce mpecTaBsT ¢ TPOiKa ducya
(x : y : z), HApEYEHN TPOEKTHBHU KoopjmHatu. JIse Tpoiiku (z : y : z) u (u : v : w)
HPEJICTABAT €JIHA U ChINA TOYKA, aKO

T.e. TouKaTa ¢ adpuHHN KoopauHaTh (x,y) ce npejacrass ¢ (x : y : 1). Kpusara e ce npejcrass
¢ IPOEKTHBHUs BapHaHT Ha peiylupaHaTa ¢dpopMa Ha Baiiepmipac

E: yPzr =2 +axz? +b2P, (10.3)

MmnoxkectBoro ot Toukn (x : y : 0) dopmupar Taka HapedeHara Ge3kpaiiHa mpaBa, KaTo
roukara ¢ koopaunaru (0 : 1 : 0) e 6eskpaitnara Touka (O, KOsATO JieXKu Ha KpuBaTa (IIPOEKTUBHUTE
i koopauHaTH yaosiaersopsisar (10.3)).
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P+

Qurypa 10.1: Cobupane Ha TOUKU

B &€ nedunupame onepaiusita chbUpaHe ¥ IPOTUBOIOJIOXKEH €JIEMEHT (T.e. U3BazKJIaHe),
¢ Koero £ ce IpeBpbINa B aJuTHBHA abeieBa rpyla:
3a uyses exement uzbupame O = (0 : 1 : 0). IIporuBonosoxkuusT ejement Ha P = (x,y) (r.e.
Ha P = (z:y:1)) ce nebunupa kato —P = (z,—y) u P + (—P) = O. OueBumuHo, Toukara
—P e cumerpuuna Ha P oTHOCHO abrucara.
Heka Py (z1,y1) u Py(z2,y2) He ca nporuBonosioxuu, T.e. Py # —Pj. Tlonarame

n-y

, ako P; # Py
m— $12_ €2
13
M7 ako P, = P,
2y
Hedunupame P(z,y) = Py + P, no npaBuioTo
T = —x1 — To +m?; y=—y1 +m(x; — ). (10.4)

Kakro jiecio ce Bukza Broporo paseHcTBo B (10.4) e ypaBHeHHeTO Ha IpaBaTa Mpe3
Toukure —P; u —P,. Cienosarenno Toukara P e npeceynarTa Ha Ta3u IIpaBa ¢ KpuBaTa. AKO
P = P,, 1o ce B3ema jonupareaHata KbM — P.

CroitHOCTTA Ha M HE Ce MPOMEHsI IIPU CMsiHA Ha MecraTa Ha P| u P, c/leJJoBaTeIHO U .
Axo npeobpasysame y ot (10.4) BbB BHIA

T2Y1 — T1Y2
r1 — T2

y=—-mz+

3abesisi3BaMe, de U Y € MHBAPUAHTHO OTHOCHO IepMmyTanust Ha P u P, CienoBaresiHO Taka
neduHEpaHOTO ChbUpaHe e KoMmyTaTuBHO. [IpoBepsBa ce, 4e ca B cujia U OCTAHAJIUTE aKCHOMEI
3a aaUTUBHA abejieBa I'PyIa.
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Jla orbesiexkuM, e TOPHOTO MPaBUJIO 3a chOupame He jJeduHupa CyMa Ha TOYKU OT BUJIA
(z,y1) u (z,y2) upn y; # +yo. Ho namuunero rakusa Toukn B £(Z,) o3Hauasa, 4e yi = y3
(mod p), re. mone exuo ot p | (y1 —y2) u p | (y1 + y2) € B cuiia, KOETO € HEBB3MOXKHO.

[TonygyaBaneTo Ha Hy/Ia B 3HAMEHATE] [IPU U3YUCIsIBaHe Ha M o3Ha4daBa, ue P + P, = O.
B wactaocr npu y =0, P=—P, re. P4+ P = 0.

C kP me o3HauaBaMe KaKTO ODMKHOBEHO k-KpaTHOTO Ha TOYKa P, T.e. 3a ecTecTBEHO
quciio k:

kPYpypPt. 4P

k

ITpumep 10.1.1 Heka F =TF; ={0,1,2,3,4,5,6}. la namepum roukure na £ (Z7) 3amauena
C yPaBHEHHETO
y2z =23 — 222% 4 325
Kpusata ce cheron or O = (0 : 1: 0) u Touknure (z : y : 1) 3a kouro jgpoiikure (7,y) € F2
yrosersopsiBani y? = a3 — 2z + 3 = wu(x). Tounm xBagparn B Z7 ca 0, 1 = (£1)%, 4 =
(£2)2, 2 = (43)%. HemnocpeacTeenaTa npoBepKa TOKa3Ba, de CTORHOCTHTE Ha T 33 KOUTO (T )
e TouyeH kBajgpar ca u(l) =2, u(2) =0, u(6) = 4.
CienoBaTesHo

E(Z7)={(0:1:0), (1:4£3:1), (2:0:1), (6:£2:1)}

Heka P = (1 : 3 : 1). Torasa 3a 2P umame m = (3.1 —2)/21 = 1/6 = 6 B Z7 u
CJIEJOBATEIIHO

r=-24+62=-24+1=6, y=-3+6(1-6)=2, mre. 2P=(6:2:1).
AHajoruyHo moJsryuaBame
3P=(2:0:1)=-3P,4P=(6:5:1),56P=(1:4:1)=—-P, 6P = 0.
Caenosarenno £ = Zg = Zy X Zs.
IIpu pecdmHupanuTe mO-rope CyMHUpaHe W yABOSBAaHE Ha TOYKU CE€ Hajara HaMUpaHe Ha
obpaTeH ejleMeHT B Zjy (T.e. 0 MOYJI p), KOETO € OTHOCHTEIHO TPYI0eMKa Ollepalusi. 3aToBa

B peajiu3aluuTe Cce M3M0J3BAaT Apyru dhopMu Ha Kpusure u japyru dbopmysu smecro (10.4),
C KoeTo 0oOpbINaHeTo ce m3bsirBa. TakmBa ca dopmara Ha MOHTrOMeEpH W CHOTBETHUTE 1

dopmyiin.
Ilpencrassine Ha MouTroMmepu

BY? = X3 4+ AX? + X, BY?Z = X3+ AX?Z + X Z?, (10.5)

kbjeto A, B € Zy, takusa ye B(A% — 4) e obparum enement B F
Omneparnuure Ipu Tasu KpUBa ce JaBaT ¢

Yi-Y,

_ P P

XX, ako Py # Py
m =

X2 424X, +1

3 1+ 1+ aKOP1:P2

2BY; ’
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Topuure bopMyIIH CHINO H3UCKBAT HAMUPAHE HA 00paTEH eJIEMEHT (J1azKe ca MAJIKO II0-CJIOKHN ),
HO MOraT Jia ce TpancopMupaT B eKBUBAJIEHTHA (POpMa, IPU KOATO HIMa, U3UUC/ITBAHE HA
obparen esement. Heka P e Touka or KpuBaTa ¢ nmpoektusHu Koopaunaru (X : Y] : Z1), ac
(X, : Y, 1 Z,) na 03HAYMM KOODJIMHATHUTE Ha TOYKaTa NP, n ecTecTBeHO YHCIIO.

YaBosiBaHe:

A+2
C= ——

= s=(Xpn4+ 22 r=Xn—2Z)% t=c(s—r)+r,

Xop = sr,  Zop = (s —1)t.

CosbOupane:
w=(Xpm+ Zp)(Xpn — Zpn), v=Xn — Zm) Xn+Zy), w=(u+v)? t=(u—0)?

Xern = Lm-nW, Zern = Xm—nt.

(3a mpecmgranero na (m + n)P mn tpaosar (m —n)P, nP, mP.)
Nurepecnoro e, 1e He ce u3noi3pa Y kKoopauHarara. [Ipu ToBa
—(X:Y:2)=(X:-Y:2),

T.€. IIPOTHUBOIIOJIO2KHUTE TOYKU HE Ce pa3/imdaBaT B XuZ KOOpJAUHATUTE.

Cnemnara TpancdopMmarus npeobpasysa dpopmara Ha MoOHromepu B peaylipaHa

dopma Ha Baiiepiipac

i B3 X+A Y 3— A2 b 243 —9A
eJIMM Ha H I11oJiaraMe r = — —_— = — a = =
B 3 YT B 3B2 2783

loproTo peobpaszyBanne, obade, He € 0OpaTUMO, T.€. He BCSIKO ypaBHeHHe OT Baitempacos
THUII MOKE JIa Ce IOJIy4H OT ypaBHeHHe Ha MoHromepu 4apes ropHara TpaHcdopmanus. Takbs
IbpBO0OPa3 oT Tull MOHrOMeEpH ChINECTBYBa TOraBa M CAMO TOTaBa, KOraTO YpaBHEHUETO

Du? —3au—1=0, D =270+ 4d>, (10.6)

nMma pemenne B F, KoeTo e Toden kpajapar (u = B?).
Hamncruna, ot

27bB% = A(242 -9) u A*=3—3aB?
nonyuasame 9B% = A(—1 — 2aB?%). Crnenosarenmo
9B
~ 1+2aB?%

B TakbB ciryugait
81v? BS

2y
3(1 —aB*) = 5 2aB52"

OTKBJCTO IIOJIy1aBaMe
270°B% = (1 — aB?)(1 + 4aB* 4 4a’>B*), me. (2764 4a®)B% —3aB?> — 1 =0.

HaHpI/IMep Ha/a Z7 CaMoO CJIeJHUTE KPpUBU UMaT CbOTBETHU KPHUBU BbB C (bopMa Ha MOHFOMepI/I
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Baitepmpac Mountromepn |E(Z7)|
y=a3—x+1 | 3Y2=X3-3X2+X 4
4Y? = X? +3X* + X

v =x3—x—-1 | 3Y?=X>4+3X2+X 11
4Y2 = X3 +4X2 4+ X

=23 -22+1| Y?2=X34+3X?+X 11
Y2 =X34+4X2+ X

yv=a3-2z—-1| Y2=X3+4X>+ X 3

—Y? =X’ 43X+ X

IIpumep 10.1.2 Kpusa 192r1 naz Z,
E:yP =23z +b, (10.7)
K'bJIETO

= 627710173538668076383578942320766641608390870039032496127
b = 64210519E59C80E70F ATE9ABT2243049F EBSDEECC146B9B1
= 2455155546008943817740293915197451784769108058161191238065.

BposaT Ha TOUKHUTE € MPOCTOTO YUCTIO

n = 6277101735386680763835789423176059013767194773182842284081,
T.e. popMupAT IUKJINYHA TPyIa. 3a HadaaHa TouKa ce BzeMa G = (G, Gy), KbaeTo

G, = 188DA80F B03090F6 TCBF20EB 43A18800 FAFFOAFD 82FF1012
= 602046282375688656758213480587526111916698976636884684818

Gy, = 07192B95 FFC8DATS 631011ED 6B24CDD5 T3F977A1 1E794811
= 174050332293622031404857552280219410364023488927386650641.

Canemanre dopmysn onepupar ¢ (X : Y : Z), kpaerox = X/Z, y =Y /Z. CnennzanciasBane
na kG ce mpemunasa KbM aduHHE KoopaumHaTH upes © = XZ ! (modp) my = YZ!
(mod p), T.e camo ¢ enHO OOPBITAHE HA TOCIEIHOTO Z .

Cobupane Ha (X1:Y1:Z1) u (X2:Y2: Z2). Pesyarar (X3:Y3:Z3):
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PX = X1xZ22
PY = Y1xZ2
PZ = Z1x2Z2

u = Y2x71—-PY
2

uu = u

v = X2xZ1—-PX
w o= v?
VUV = VUV

R = wvwxPX

A = wuxPZ —vvv—2%xR
X3 = vxA
Y3 = ux(R—A)—vvvx PY

Z3 = wvvvx PZ

VYaBosiBane Ha (X1:Y1:Z1). Pesyarar (X :Y : Z):

w = 3x(X1-Z21)%(X1+21)
s = 2xY1x21

R = Ylxs
RR = R?

B = 2xX1xR

h = w?—2«B

X = hxs

Y = wx(B—h)—2%xRR

ss = §°

Z = §%S8S§

10.2 Kpunrorpadcku OpoTOKOJIN OCHOBAHU HA €JUNTUYHU
KpUBU

Heka cme dbukcnpann KpUNTOCUCTEMa ChCTOSINA €€ OT MUNTHYHA KpuBa £ HAJ KPaHOTO
nose F' u ¢ 6asucHa rouka G. (Ilapamerpure um 1me auckyTupame mo-KbCHO. )

Hexka mamen morpeburen U npurexkasa

® CeKpETEeH KJII0Y d - IIAJI0 FUCJI0, ChbXPaHsIBa e HA MOTPEOUTEICKOTO yCTPOICTBO;

e 1yGumuen kimod Touka (Q = dG ¢ koopauHaTu (Q,(y), CbXpaHSBa Ce Ha 3allUTEH
CbpBEp.

[Ipomeypara 1ie ce ChCTOU B CJIETHOTO:

3aiureH cbhbpBep:

1) Tenepupa ciaydaiito ducio k u Bexnara usuncissa kG = (kg, ky) n kQ = (K5, Ky)
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2) I'enepupa ciry9aitHo 4ucsio “chobuunme-KiIod” m = (my | my) — (Mg, my) 0 n39ucIABa
u=m+kQ = (my + Kz, my + K,).

3) Usnpama ua U asoiikara {u, kG}.

Ilorpeburen U:

Uzuncasa u — d(kG) = m + k(dG) — dkG = m.

Yucata k 1 m He ce CbXpaHABAT U CJIeJ] MeHEpUpaHe BeaHara yJacTBaT B OIEPAIlUU.
[TorpeburensT TpsibBa ja cbxpanu kG u u. Ako OposT Ha ejleMeHTHTe Ha F € 9mHCIO C
abikubaa L 6uta, To kG u u ce 3anucsar ¢ o 2 L-6urou ducia. Ciie1oBaTeIHO TOTPEOUTEIAT
TpsIOBa Jia ChbXpaHU JBe TAKUBA YUCJIA CJIeJT TIOJIyYaBAHETO MM 3a J1a Th 06paboTBa.

Mozke j1a ce paboTu caMo ¢ elHaTa KOOPJAMHATA U TOTaBa Iie TpsadBa ja ce chbXpaHsaT 3L oura.

Omnepamnuure, KOUTO TPsIOBa, 1o U3BBPIINH [TOTPEOUTEISIT Ca YMHOYKEHIE Ha TOUKa C ISII0
qucsio. Kakro npu noejurane Ha crereH, kP Moxke ja ce IpeJcTaBi KaTo IOC/IeI0BATETHOCT
OT YMHOXKeHHe Ha, TOYKa 10 2 u go0bapstHe Ha P.

Hsakou crammapru:

http://csre.nist.gov/groups/ST /toolkit /digital _signatures.html

http://csre.nist.gov/publications/fips/fips186-3/fips_ 186-3.pdf

http://www.secg.org/index.php?action=secg,docs_secg



