10. Cneunannu IP agpecu. NAT.

[lpeobpasyBaHe Ha IP agpecu

BbB pusmnyeckn. ARP vs.
RARP. DHCP. ICMP.



Cneunannu IP agpecwu

B pamkute Ha |IPv4 agpecHOTO
NPOCTPAHCTBO MMa agpecHU
CEerMeHTn, KOUTO ca OTAENEHU
3a YacTHO (JToKasHo)
N3nons3BaHe.

RFC3330 npaBu "kapta"” Ha
aJpeECHUTE CErMEHTHU 3a
cneumanHo nanosns3BaHe.



CneuvanHu |IP agpecu

127.0.0.0/8 - Internet host loopback address.
[TakeT ce 3aunkns BbTpe B XocTa. U He ce
nosiBsIBa HUKbAE B MpeXxaTa.

169.254.0.0/16 — ToBa e "link local" 6nok.
XOCTOBeTe noJsiydaBaT TakmuBa agpecu no
“auto-configuration”, Hanpumep He MoXe aa
ce Hamepu DHCP cbpBbp.



YacTHu IP appecn

Te He ce mapLwpyTusupar rrnobarnHo, a camo JiokanHo, 3a
NoKanHu (4acTHW) uenu.

RFC3330 (nbpBoTO yka3BaHe e B RFC1918) ykasBa kou OT
afipecHuTe NPOCTPaHCTBA Ce U3MNon3BaT 3a YaCTHU Lenu:

10.0.0.0/8 T.e 10.0.0.0 — 10.255.255.255

172.16.0.0/12 1. 172.16.0.0 - 172.31.255.255

192.168.0.0/16 1.e 192.168.0.0 - 192.168. 255.255



NAT (Network Address Translation)

Inside
10.0.0.4 128.23.2.2
2026.3.2
10.0.0.2

v

NAT Table with Overload
Inside Local IP Address| Inside Global IP Address | Outside Local IP Address |Outside Global Address

10.0.0.2:1331 179.9.8.80:1331 202.6.3.2:80 202.6.3.2:80
10.0.0.4:1555 179.9.8.80:1555 128.23.2.2:80 128.23.2.2:80




ARP (Address Resolution Protocol)

3a rnobanHa agpecaumnsa B Internet ce nanonseart 32-
butoBu IP-agpecw.

B CcbLOTO BpeMe XOCTOBETE, CBbP3aHN KbM foKasHa
mpexa Ethernet, nputexasat yHukanHu 48-6utosn MAC
(dbn3nyeckn) agpecw.

[lpn onakoeaHeTo B Ethernet kagbp Ha IP nakeT, konTo ce
OTNnpaBsa KbM KpauWHa gectuHauus, Hanpumep, |IP
agpechbT Ha XocTa-nony4yaTen € U3BECTEH,

HO B NoneTo “agpec Ha nonyyatens” Ha Ethernet kagbpa
TpsibBa ga ce 3anuwe Ethernet agpeca Ha CbOTBETHUS
XocCT. IHaye nakeTbT HSAMa Ja NPUCTUTHE.



ARP

3a uenTa, 3a ycTaHOBsABaHE Ha
CbOTBETCTBMETO Mexay IP agpeca v
Ethernet agpeca Ha xocToBeTE B
nokanHaTta Mpexa ce 13nons3sa NPoOTOKOJ
3a npaso npeobpasyBaHe Ha agpecuTe
ARP (address resolution protocol).



Kak pabotn ARP

Korato gageH xoct TpsabBa ga nanpaTtu naket
(oentarpama) kbM MallMHa OT nokasnHaTa
Mpexa, YnnTo IP agpec e nssecteH, Ho He e
n3pecteH Ethernet agpeca, MpeXXoBUAT CIOU
pa3npocTpaHAaBa B flokanHaTta mpexa ARP
nakeT-3asdBKa.

To3n nakeT-3asgBKa e oT Tun broadcast, T.e.
né)enasa ce 00 BCUYKM MawunHW. B noneTaTta
“Ethernet agpec Ha nogaTtena” n “IP agpec Ha
nogatenga’ (T.e Source IP, MAC) ca 3anuncaHu
CbOTBETHUTE agpecn Ha XOCTa, KOUTO n3npatla
ARP 3agaBkarTa.



ARP naket

+ Bits0-7 B-135 16 - 31

0 Hardware type (HTYPE) Protocol type (FTYPE)

32 | Hardware length (HLEN) | Protocol length (PLEN) Operation (OPER)

64 Sender hardware address (SHA) (first 32 bits)

95 Sender hardware address (SHA) (last 16 hits) Sender protocol address (SPA) (first 16 bits)
128 Sender protocol address (SPA) (last 16 bits) Target hardware address (THA) (first 16 bits)
160 Target hardware address (THA) (last 32 bits)

192 Target protocol address (TPA)



Kak pabotn ARP

B noneto “NaHHn” e 3anncaHo ARP cbobLieHune oT
Bnaa “who is X.X.X. X tell Y.Y.Y.Y”, kboeTto
XXXXnY.Y.Y.Y ca|P agpecu cbOTBETHO Ha
nony4arens v Ha nogarterns.

Bcrykn mallmHKM OT nokanHaTta Mpexa urHopupar
3adBKaTa C U3KMNYeHNe Ha XOCcTa, YNNTO adpec
cbBnaga ¢ X.X.X.X.

Xoct X.X.X.X nsnpauwa ARP nakeT-oTroBop camo
Ha nogarens, TbM KaTo BeYye 3Hae Heroesus
Ethernet agpec ot nonydyeHaTta 3asBka.



Kak pabotn ARP

B noneto “laHHN” Ha nakeTa-oTroBop € 3anmcaHo
ARP cbobuweHune ot Buaa “X.X.X. X is
hh:hh:hh:hh:hh:hh”, kbgeto hh:hh:hh:hh:hh:hh e
Ethernet agpeca (B 16-eH ko) Ha XOcCTa,
nanpatlall, nakeTa-oTroBop.

ObunkHoBeHO xocTa, kKouto usnpaiwa ARP
3asiBKaTa, 3arnomMHs (Kewumpa) nonydyeHurte 48-
butoBun Ethernet agpecwu, 3a ga morat ga ce
n3nonseaT Npu crneasawlo npegaBaHe.



Kak pabotn ARP

[1pn onpenensHe Ha Ethernet agpeca Ha nony4aTtena Ha
OaneH nakeT NbpBO Ce NpoBepsaBa Aanu TO3u agpec He
e BeYe KellunpaH

Ako He e, ce usnpawia ARP 3asaBka. XOoCTbT MOXe aa
n3nosi3ea n agpecu, sanmcaHn B KOHpUrypaummoHeH
doaunn.

OcBeH TOBa BCEKU XOCT NPU NMbPBOHAYanHOTO CU
cTapTupaHe yBeaomsBa upe3d broadcast cbobuleHne oT
Buaa ‘| am X.X.X.X and my Ethernet address is
hh:hh:hh:hh:hh:hh”, X.X.X.X 1 hh:hh:hh:hh:hh:hh ca
cboTBeTHO |IP agpeca u Ethernet agpeca.



Kak pabotn ARP

Bcunyky octaHanm xocToBe B JlokanHaTa Mmpexa
LLle 3anuiiaT Ta3m nHdopmMaLuus B CBOUTE
KELLOBE.

Upe3 ARP morat ga ce onpegenaTt uU3nyecknTe
agpecu camo Ha XOCTOBe, KOUTO ca BKMOYEHU B
nokanHarta mpexa n umar |IP agpecun ot IP
MpeXXaTa (nogmpexarta) Ha usnpatiyada.

[TakeTUTE, YNNTO Nony4yaTten e XocT oT apyra IP
MpeXa (nogmpexa), ce nsnpatliart KbM
MapLupyTu3aTopa, BKMNOYEH B NOKarnHara
Mpexa.



Kak pabotn ARP

Herosunat Ethernet agpec ce nony4asa 4pes
ARP 3aaBka, ako He e KeLuupaH.

To3n mapuwpyTtmnsatop n3dmpa MmapLupyT v
npenpatia naketa KbM HErOBUS
nony4arernn.



Proxy ARP

Proxy ARP e meToa, 4pe3 KOUTO XOCT OTroBaps
Ha ARP 3asaBku 3a |IP agpecu, konto He ca

KOHdUrypmpaHu Ha nHTepdenca my.

“INpokcmpaHeTo” Ha ARP 3asaBKKn 3a cmeTKa Ha

apyr xoct npenpaua uenua LAN, npeaHa3sHayeH
3a TO3M XOCT, KbM MPOKCMW.

[TpnxBaHaTUAT TpaduK ce “NpeBKnYBa” KbM
Opyrust nHTepgenc Ha NPoOKCUTo (0OMKHOBEHO
MapLUpyTM3aTop) Unu ce npenpatia rnpes
cepunHa Bpb3Kka (Hanp., dialup nnn VPN TyHen),
3a Ja OOCTUrHe XocTa nony4aren.



Proxy ARP

y:

a e 2

Host A Host B
AT72.46.10.100M16 1T2.16.10.200/24
00-00-0c-94-36-aa 00-00-0c-94-36-bb
Subnet A

all AT2.16.10.99/ 24

%ﬂﬂ-ﬂﬂ-ﬂc-i’ld—&ﬁ-ﬂh

el 1T2.16.20.99/24
00-00-0c-94-26-cd

1T2.16.20.100/24
00-00-0c-94-36-cc

Subnet B

17T2.16.20.200/24
00-00-0c-94-36-dd

.

Host C

Host D



RARP

RARP (Reverse Address Resolution Protocol) e
NpoTOKON 3a HamupaHe Ha IP agpecun no
Ethernet agpecw.

O6bukHoBeHo |P agpechT Ha xocTa € 3anucaH B
KOHUrypaumnoHeH pann, KOUTo ce Hamupa Ha
TBbPAMS ONCK HA MaLUuHaTA.

[1Ipn NbpBOHaA4YanNHoO 3apeXxaaHe Ha
onepaumoHHaTa cuctemMa aunbT ce Npo4vnuTa
OT TBbPpANA OUCK U XOCTLT Hay4yaBa cBo4 IP
agpec.



RARP

B cny4yan, 4e B nokanHarta mpexa e BKMn4eHa
MaLlUMHa, KOATO He nputexasa cobCTBEH TBbPA
auck (diskless), 3a onpegensiHe Ha HEUHUAT |P
agpec ce nsnonsea RARP npoTtokonwT.

3a uenTta B MpexaTa TpsibBa Ja e BKIH0YEH XOCT,
KOUTO oYHKUMOHMpPa kaTo RARP cbpBBbp.

To3n CbpBBLP CbXpaHABA CbOTBETCTBMETO MeXay
Ethernet n IP agpecun Ha cTaHUMUTE B MpexarTa.



RARP

[NenctBneto Ha RARP ce ocHoBaBa Ha HaNMM4YMeTo
Ha yHUKaneH pmandyeckn Ethernet agpec Ha
BCsIKka CUCTEMaA B JloKanHarta Mpexa.

[1Tpn nHMumanuasmnpaHe Ha diskless malumHaTa
RARP npoTtokonsT npovnTa 1031 agpec oT
NHTEPMENCHATa KapTa 1 npeaasa 40 BCUYKA
CTaHUWUM B MpeXaTa nakeTt-3asBKa.

RARP cbpBbpbT OTroBapa Ha Ta3u 3asdBKa, KaTo B
NnakeTa-oTroBop ce cbabpxa IP agpeca,
CbOTBeTCTBaLY Ha usnpareHna Ethernet agpec.



Diskless Diskless RARP
workstation workstation Server

192.168.10.34 192.168.10.91 192.168.10.97 192.168.10.98
FE.:ED:F9:23:44.EF FE:ED:F9:44:45:66 DD:EC:BC:AB:04:AC DD:EC:BC:00:94:.D4 FE:ED:F9:65:33:3A

]

Frame header 2 080016
Source MAC 48 32 4
FE:ED:F9:65:33:3A FE:ED:F9:23
Destination MAC 44:EF 192.168
FE:ED:F9:23:44.EF 10.36 FE:ED
Field Type F9:65:33:3A
0X8035 (Ethernet) 192.168.10.98




DHCP

Dynamic Host Configuration Protocol (DHCP) ce
n3nosns3sa 3a aBToOMaTU4YHO (ANHAMUYHO)
KOH(pUrypmpaHe Ha CBbp3aHOCTTa Ha AadeH
XOCT KbM IP mpexarTa.

3a pasfnuka oT TBbPAOTO (PBbYHO UIKU CTaTUYHO)
KOHQUrypupaHe.

DHCP “pasgaBa” He camo |IP agpecu, HO 1 BCUYKU
épyrm napameTpu Ha Bpb3kaTa — Default
ateway (M3xofa HaBbH Mo nogpasbupaHe,
DNS ctpBbp/U, UMe Ha JOMEWH U T.H.

DHCP ynecHsiBa npoueca Ha gobaBsiHe Ha
MaLlnHa B MpeXaTa, MecTeHe U T.H.



DHCP

[NHewHaTa Bepcusa Ha DHCP 3a IPv4 e
ctaHgaptusupada B RFC 2131 (1997 r.).

DHCP 3a IPv6 (DHCPvVG) e oedpuHmpara B RFC
3315.

DHCP e npoTokon oT Tuna KIneHT-CbPBbLY.

DHCP-koHUrypmpaH KnMeHT BegHara crej
BKMNOYBAHETO Ce CBbP3Ba KbM MpeXxaTa U
nanpawia broadcast 3asaBka, nckankm

HeobxogmmaTta nHdopmaumsa ot DHCP cbpBbp.



DHCP

DHCP cbpBbpbT pasnonara ¢ nyn ot |IP
agpecun n Heobxoaumarta nHpopmaums 3a
kKoHdurypmpaHe Ha knuneHta: GW, SM,
nomeunH, DNS cbpBbp/u, NTP, WINS n ap.

[1Ipn nony4yaBaHe Ha BanuaHa 3asBKa
CbPBBLPBLT NpuceogaBa |IP agpec, Bpeme 3a
oTaaBaHe Ha aapeca (lease time — npes
KOETO anokauuaTta e BanuaHa) n ap.
(ropecriomeHaTtu) |IP KoHur. napameTpu.



Pa3paBaHe Ha IP agpecnu
(allocation)

DHCP cbpBbpuTe pasgasat (anokupart) IP agpecu
Nno 3 Ha4unHa:

HduHamuyHa anokayusi. Obxsat oT IP agpecu ce
nasat 3a DHCP u Bceku knueHT cu 3adassasa IP
agpec ot DHCP cbpBbpa npu BKNoYBaHe.
BpemeTo Ha oTaaBaHe (lease) e nedmnHupaHo,
Taka Yye CbpBbPBT MOXE Aa npeoTaane agpeca
Ha Opyra mawimHa.

AemomamuyHa asnokauyusi: [logobH e Ha
AMHamMmunyHaTta, Ho aagaeH IP agpec e
pe3epBupaH 3a AaJeH KITNEHT.



Pa3paBaHe Ha IP agpecnu
(allocation)

Cmamud4Ha anokayusi. DHCP paspaBa IP
agpecu Ha basata Ha Tabnuua MAC agpec/IP
ajpec, pbYHO NMonMbIIHEHA OT aAMUHUCTPAaTOopPA.
Camo knneHTtun, ymnto MAC agpecu npucbeTBaT
B Ta3n Tabnuua, we nony4yart IP agpecw.

Hapwuya ce owe Static DHCP Assignment SOT DD-
WRT, Linux-6a3upaH dpbpmyep, Linksys), fixed-
address (ot dhcpd), DHCP reservation nnu
Static DHCP (ot Cisco/Linksys) nnu IP
reservation, MAC/IP binding (apyru
Npou3BOaANTEBMN).



dasn Ha DHCP npoueca
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DHCP discovery

DHCP cbpBbp:
62.44.109.140

DHCP nyn: 62.44.109.141 —
254/25

[TocneneH cBoboaeH agpec:

62.44.109.151

TpaH3akuuna 654.

UDP Src=0.0.0.0 sPort=68
Dest=255.255.255.255
dPort=67

client

v

server

DISCovERy
braacle aet

FFER

0
|

REQUEST
bf‘g_nle:*‘..h“

CKMOWLEDGE

v

«— 3]



DHCP offer

UDP Src=62.44.109.140 sPort=67
Dest=255.255.255.255 dPort=68

Offer IP: 62.44.109.151

ID: 654

Lease Time: 3600 s

SM: 255.255.255.0

DHCP server: 62.44.109.140
Router (GW): 62.44.109.193
DNS: 62.44.109.1, 62.44.96.1
Domain: ucc.uni-sofia.bg

Client Seryer

\J

—

uicast

| Froaday >
£KNGWLEDGE

=

DISCoVERy
Moadcast

FFER

REQUEST

Y

«—— SLUI



DHCP request

UDP Src=0.0.0.0 sPort=68

client server

Dest=255.255.255.255

dPort=67 %
Requested IP: o

62.44.109.151 o
ID: 655 %f%
DHCP server: 62.44.109.140 ﬁ?ﬂfﬁi
Lease Time: 3600 s

\J \J

«—— 3213



DHCP acknowledgement

UDP Src=62.44.109.140 67
Dest=255.255.255.255 68

Requested IP: 62.44.109.151
ID: 655

Lease Time: 3600 s

SM: 255.255.255.0

DHCP server: 62.44.109.140
Router (GW): 62.44.109.193
DNS: 62.44.109.1, 62.44.96.1
Domain: ucc.uni-sofia.bg

client server

DISCoVeRy

REQUEST

W

Y

OFFER

CKNOWLEDGE
W

Y

-« 2L



DHCP Relay

KenatenHo e DHCP cbpBbp 1 KNeHTU aa
ca Ha eauH 1 cbll cermeHT (Ethernet un
IP).

Korato ToBa He € BL3MOXHO, Npunara ce
DHCP Relay.



DHCP Relay

DHCP Server

Clients Broadcast If Option 82 aware, use
for DHCP Requests appended information
Relay agent fills in Option 82 I .
— Remote ID + Circuit ID =
|— Fill in GiAddr and Unicast to
= DHCP server
DHCP DHCP
L i
Sl — =
—
HHCE <I| Based on appended information,
return IP Address, and policies

Strip-off option 82, implement policy
and forward IP address assignment



vim /etc/dhcpd.conf

subnet 172.18.0.0 netmask 255.255.254.0 {

# --- default gateway

option routers 172.18.0.1;

option subnet-mask 255.255.254.0;
option nis-domain "uni-sofia.bg";

option domain-name "conf.uni-sofia.bg";

option domain-name-servers
62.44.96.7,62.44.96.1;



vim /etc/dhcpd.conf (cont'd)

option time-offset 7200; # East European
Standard Time
option ntp-servers 62.44.96.44;
# option ntp-servers 62.44.96.7, 62.44.96.1;

# option netbios-name-servers 192.168.1.1;

# --- Selects point-to-point node (default is hybrid). Don't
change this unless you understand Netbios very well

# option netbios-node-type 2;



vim /etc/dhcpd.conf (cont'd)

host viado {
option host-name "viladi”;
hardware ethernet 00:0a:e4:b1:6e:52;
fixed-address 172.18.0.101;

}

range 172.18.0.2 172.18.1.254;
!



ICMP

Internet Control Message Protocol (ICMP) e vacTt
oT npoTokona IP.

N3non3ea ce ot mpexoBute OC rnaBHO 3a
OTKpMBaHEe Ha rpeLlKkn no Mpexarta U usnpallaHe
Ha CcboOLLEeHUs 3a ToBa.

ICMP 3a IPv4 e nssecrteHu kato ICMPvV4. IPv6 nma
nogobeH, ICMPVG.

OedonHupaH e B RFC 792.

IP onakoBa ICMP cbobuieHmneTo ¢ HoB |IP xeabp, 3a
[a ro BbpHE Ha uanpatljada un ro npeagasa KaTo
ODOMKHOBEH NakerT.



ICMP

Hanpumep, BCcekn Bb3en B mpexarta (pytep, GW),
KOATO Hanpaensea |IP nakerta, Tpabsa ga
nekpemeHTupa TTL noneto Ha IP xegbpa c 1.

Ako TTL pocTturHe 0, ICMP cbobweHune Time to live
exceeded In transit message ce u3npawia Kbm
N3TOYHUKA.

ICMP cbobLieHunsTa ce cbabpKaT B cTaHaapTHU IP
nakeTn, HoO ce obpaboTBaT KaTo cneunanHu
criyyam.

MHOro mpexxoBu cpeacTBa 3a AgnarHocTuka ce
basupat Ha ICMP.



ICMP

KomaHpaaTta traceroute nanpawa UDP
nevTtarpamu c onpenenenn IP TTL noneTta
n ovyakBa ICMP Time to live exceeded in
transit, cbLo n3npatla "Destination
unreachable” B oTrosop.

CpenctBoTo ping ce peanusunpa ¢ ICMP
"Echo request” n "Echo reply" cbobLieHus.



CTtpykTtypa Ha ICMP naket

Bit0 -7 BitG -15 Bit16 -23 Bit24 -

IP Header
(160 hits OR 20 Bytes)

ICMP Payload
{64+ bits OR 8§+ Bytes)




Ctpyktypa Ha ICMP naket

Twun — BX. no-gony.
Kop - BX. no-gony.

Checksum — koHTposnHa cyma 3a ICMP
header+data.

[NaHHU

Linux ping 56 6anTa (okteTta) nntoc 8 3a
Xeanbp.

Windows "ping.exe" - 32 + 8 xeanp.



ICMP cbobLwweHus

Type
0 - Echo Reply
1 and 2

3 - Destination Unreachakle

4 - Source Quench

Code

10
11
12
13

Description
Echo reply (used to ping)
Resened
Destination network unreachable
Destination host unreachable
Destination protocol unreachable
Destination port unreachable
Fragmentation required, and DF flag set
Source route failed
Destination network unknown
Destination host unknown
Source host isolated
MNetwork administratively prohibited
Host administratively prohibited
Network unreachable for TOS
Host unreachable for TOS
Communication administratively prohibited

Source guench (congestion control)



ICMP cbobLwweHuns

5 - Redirect Message

6

-

8 - Echo Request

9 - Router Advertiserment

10 - Router Solicitation

11 - Time Exceeded

12 - Parameter Problemn: Bad |IP header

13 - Timestamp

14 - Timestamp Reply

15 - Information Regquest
16 - Information Reply

17 - Address Mask Request
18 - Address Mask Reply
19

20 through 29

30 - Traceroute

Redirect Datagram for the Metwork
Redirect Datagram for the Host
Redirect Datagram for the TOS & network
Redirect Datagram for the TOS & host
Alternate Host Address

Pesenved

Echo request

Router Advertisement

Router discovery/selection/solicitation
TTL expired in transit

Fragment reassembly time exceeded
Pointer indicates the error

Missing a required option

Bad length

Timestamp

Timestamp reply

Information Request

Information Reply

Address Mask Request

Address Mask Reply

Reserved for security

Reserved for obustness experiment

Information Request



ping

Ping e MHCTPYMEHT 3a TeCcTBaHe Ha OOCTUXMMOCTTA
Ha gageH Xoct no IP mpexarTa.

Manpawa ICMP “echo request” naketn kbM LenTa u
o4vakBa ICMP “echo response” oTroBopu.

Ping namepsa round-trip time n peructpupa 3aryom
Ha NakeTu.

Hakpas pasnedaTtBa cTaTUCTUKA: MUHUMAIHOTO,
CpedHOTO, MaKCUMarnHoTO U (B HAKOU Bepcun)
CTaHOApPTHOTO OTKNOHeHMe oT round trip time.

Mike Muuss e Hanucan nporpamara npes
nekemBpun, 1983. Hapekbn 4 Ha 3BYKOBUTE
MMMyncu, n3gaBaHn OT NoKaTop B NogBogHuMLA.



[Tpumep Ha ping

ssUsers>ping -1 1473 www.google.com

inging wwvw.l.google.com [74.125.47.99]1 with 1473 hytes of data:

equest timed out.
equest timed out.
equest timed out.
equest timed out.

ing statistics for V4.125.47.99:
Packets: Sent = 4. Received = B, Lost = 4 {188» loss>.

ssUsersiping -1 1472 www.google.com
inging wuw.l.google.com [74.125.47.1831 with 1472 hytes of data:

eply from P4.125.47.183: hytes=56 (sent 1472> time=58@mz TTL=248
eply from 74.125.47.183: bhytes=56 (sent 1472) time=48mz TTL=248
eply from 74.125.47.183: bhytes=56 (sent 1472> time=58msz TTL=248
eply from 74.125_47.183: hytes=56 (=zent 1472) time=58msz TTL=240

ing statistics for 74.125.47.103:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
pproximate round trip times in milli-seconds:

Minimum = 48ms,. Maximum = 58ms, Average = G3ms




traceroute

traceroute e MHCTPYMEHT 3a onpenensaHe Ha MmapLupyTa Ha
naketTute no mpexarta. 3a |IPv6 BapmnaHTbT e tracerouteb.

traceroute ro uma 3a scuykm Unix-nogobHn OC. INogobHa
dyHKUMoHanHocT nmart tracepath Ha mogepHuTe Linux
auctpmbyuum u tracert B Microsoft Windows.

Traceroute nHkpemeHTupa c 1 "time-to-live" (TTL) Ha Bcaka
cnefBalla “Tpouka” OT u3nparteHun naketu. [1bpBarta
Tpovka e c TTL=1. CnegBawataec TTL=2 N 1.H.

MHaBaunkn npes xocT, 1 TL Ha nakeTa ce AeKpeMeHTupa C
1 1 ce oTnpaBs KbM crneaBalna XocT. XOCTbT U3XBLPIIA
npucturHan naket ¢ TTL =1 1 nsnpawa Ha nogartens
ICMP t ime exceeded (type 11).

traceroute nanonssa Te3n BpbLLL@HU NakeTW, 3a Aa cb3gane
CMUCHK OT XOCTOBE, NPEe3 KOUTO NakeTbT € MUHan no
MapLupyTa 0o AeCTUHauuATA.



traceroute

Tpute timestamp 3a Bcekn XOCT NoO NbTH ca
3aKkbCHeHueTo - delay (latency) B ms 3a Bceku
NakeT OT TpomkaTa.

AKO MaKeTbT HEe Ce BbpHE B paMKUTE Ha O4YaKBaHUA
timeout, pasneyartBa ce 3Be3gnyka (asterisk).

Traceroute moxe 1 Aa He n3bpoun peanHute
xocTtoBe. CamMo nokasBsa, Ye MbPBUAT XOCT € Ha
eJVH XOr, BTOPUAT — Ha ABa, U T.H.

[1pocTo |IP He rapaHTupa, Ye BCUYKK NaKkeTu Lie
MWHAT Mo eauH U CblL MbT.

Ako xocT Ha xon N He oTroBopu, To3un xon we 6bae
nponycHaT B pa3ne4vaTtkara.



traceroute

B cbBpemeHHnTe Unix u Linux-6a3sunparHn OC
traceroute n3nonsea No nogpasdbupaHe
UDP pewntarpamu ¢ Homepa Ha
AecTuHaunoHHM noptoBe 33434 - 33534.
Ho nma onuunsa na ce n3nonisa ICMP echo
request (type 8) kakto B Windows tracert.



traceroute

[rootfshuttle ~]# traceroute ripe.net
traceroute to ripe.net (193.0.19.253), 30 hops wax, 40 byte packet
1 uec-gw.ucc.uni-sofia.bg (62.44.109.5) 0,227 ms 0.237 ms
horder-main.uni-sofia.bg (62.44.127.21) 0.590 m=s 0.584 ms 0.567 ms
gore-su. lines.acad.bg (194.141.252.21) 1.179 ms 1.311 m=s  1.448 ms
iztf.rtl.sof.by.geanti.net (62.40.125.141) 1.266 ms 1.265 ms REACHA =
go—-Z-3-0.rtl.bud.hu.geants.net (6:2.40.112.202) 15,477 ms  15.490 ms  15.4685

bpt-hi-link.telia.net (30.239.134.1) 15.437 ms 14.885> m3 14.944 ms
hbhg-hbl-link.telia.net (80.91.250.130) 36.623 ws 36,597 ms  36.5860 ms
adin-bbhl-link.telia.net [(80.91.252.40) 46.064 ms adm-hbl-link.telia.net (&80.
.253.45) 44.637 w3 44,634 ms
9 adw-bl-link.telia.net (80.91.254.221) 44,634 ms adw-be-link.telia.net [80.9
1.254.133) 44.518 wms 44.821 ms
10 % gw.amsix.nikrtr.ripe.net (195.09.144.68) 463.713 ms
11 gw.transit.nsrp.ripe.net [(193.0.3.1) 40.92& w3 42.55> ms  40.804 ms
12 aquila.ripe.net (193.0.19.25) 43.185 ms 41.560 ms  43.088 ms

I




arping

arping e nogobHa Ha ping, HO nanonssa ARP
BmecTto ICMP.

3aTtoBa, arping e u3non3saema camo B
riokanHaTta mpexa

B HAKOM cny4yan OoTroBOpbT MOXe Oa nasa oT
MeXOuHHa cuctema - proxy ARP (Hanp.

pyTep).



[root@shuttle ~]# arping 62.44.108.1

AEPING 62.44.109.1 from 67.44.109.11 ethi
nic reply from 62.44.109.1 [00:+4

C reply from 62.44.109.1 [00:4
reply from 62.44.109.1
reply from 62.44.109.1

L reply from 6:2.44.109.1
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